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About Brian

Senior Consultant with @ﬁ;’ﬁ“fﬁ
MCW Technologies, LLC ost Valuable

Professional
Contact me via my blog or e-mail: e e
& http://www.mcwtech.com/cs/blogs/briant/ Tﬁ;’ﬂ%
® Drianr@mecwtech.com

. ] koot
Visual Basic MVP SQL Server200s

Author of Visual Studio 2005
Team Edition for Database Professionals
Hands-on Labs

Manager and co-author of
Microsoft SQL Server 2005
Hands-on Labs

Author of Core Team System training course
Co-author of Effective Visual Basic

About Kimberly SQL Server 2005
Always On Technologies

Consultant/Trainer/Speaker/Writer @ E:;’&TSI.E.E

Professional

Founder, SYSolutions, Inc. (www.SQLskills.com)
&  e-mail: Kimberly@SQLskills.com Microsoft

& blog: http://www.SQLskills.com/blogs/Kimberly: Regional Director
Microsoft Regional Director and SQL Server MVP

Writer/Editor for SOL Magazine www.sglmag.com

Author of the Database Mirroring HOL (DAT070) and the Table and
Indexing HOL (DATO10) as well as presenting these sessions: DAT325,
DAT413 and DAT437 and two chalk talks: on' Monday-Why Enterprise
Edition and on Thursday-SQLCMD Tips/Tricks)

Author of several SQL Senver 2005 Whitepapers onMSDN/TechNet —
Table and Index Partitioning, Snapshot Isolation and .NET SQLCLR for
DBAs

Author/Presenter for more than 25 online webeasts on' MSDN and
TechNet (two series and other individual webcasts)

Coauthor MSPress Title: SQL Server 2000 High Availability

Presenter/Technical Manager for SQL Server 2000
High Availability DVD
| (we) still love this stuff... Feel free to ask questions!
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SQL Server 2000

A Major Release

0 XML support

0 SELECT ... FOR XML

0 OpenXML

O XML Views

0 XML Updategrams

O XML View Mapper

0O XML Bulk Load
URL and HTTP db access
HTTP access to cubes
Multi-instance support
Integrated Data Mining
Full-Text Search in formatted
docs
English Query: for the Web
C2 security rating (NSA)
Installation disk imaging
Active Directory integration
Self-management and tuning
Distributed Partitioned Views

I o

o o

SQL Ser

.NET Framework
uCommon Language Runtime Integration
QOUser-defined Aggregates
QOUser-defined Data Types
QO User-defined Functions
0SQL Server .NET Data Provider
U Extended Triggers

Data Types
UNew XML Datatype
an/varchar(max)

SQL Server Engine
uNew Message Service Broker
OHTTP Support (Native HTTP)
UDatabase Tuning Advisor
OEnhanced Read ahead & scan
0 O0nline Index Rebuild
U Multiple Active Result Sets
QO Persisted Computed Columns
U Queuing Support
0 Snapshot Isolation Level
0 Non-blocking Read Committed
UTable and Index Partitioning
ONUMA support

Database Availability and Redundancy:
O Fail-over Clustering (up to 8 node)
OEnhanced Multi-instance Support
uDatabase Mirroring
ODatabase Snapshots

XML
UXQUERY Support (Server & Mid Tier)
OXML Data Manipulation Language
OFOR XML Enhancements
OXML Schema (XSD) Support
OMSXML 6.0 (Native)

0.Net XML Framework Support for
XML and CLR integration
Notification Services

0 Log Shipping

O Parallel CREATE INDEX
O Parallel scan

0 Parallel DBCC

0 Failover clustering

0 Failover cluster management
0 32 CRPU SMP system support

0 64 GB RAM support:
4 VIA SAN support
O Indexed views

0 ROLAP dimension storage
O Distributed Partitioned Cubes

0 Online index reorganizati
0 Differential backup
0 User-defined functions

June 11, 2006

0 Column-level
collations

0 Virtual Cube Editor

O Linked cubes

0 MDX Builder

0 Dimensions

O Security in Analysis
Services

0O OLAPR Actions

0 Custom rollups

0 Cascading
referential
integrity and actions

0 INSTEAD OF
triggers

0 Indexes on
computed columns

0 Queued replication

0 DTS enhancements

(0]4]

0 Server-less snapshot backup 0 Copy Database

0 SQL Query Analyzer debugger

0 New data types

er 2005

Replication
OAuto-tuning Replication Agents
O Oracle Publication
Qlmproved Blob Change Tracking
OLAP and Data Mining
OAnalysis Management Objects
OWindows Integrated Backup and Restore
0OUDM, multi-fact table support
UDTS and DM Integration
O Eight new DM algorithms
UAuto Packaging and Deployment
SQL Integration Services (SQLIS)
ONew Architecture (DTR + DTP)
0 Complex Control Flows
0 Control Flow Debugging
U For Each Enumerations
U Property Mappings
O Full Data Flow Designer
U Full DTS Control Flow Designer
U Graphical Package Execution
Ulmmediate Mode and Project Mode
U Package (Advanced) Deployment Tools
0 Custom Tasks and Transformations
Reporting Services
U Multiple Output Formats
U Parameters (Static, Dynamic, Hierarchical)
U Bulk Delivery of Personalized Content
0 Support Multiple Data Sources
USTS (Web Parts, Doc Libraries)
0 Visual Design Tool
U Charting, Sorting, Filtering, Drill-Through
0 Scheduling, Caching
0 Complete Scripting Engine
0 Scale Out architecture
0OOpen XML Report Definition
Dynamic Management Views

Wizard

Management Tools

USSMS

UMDX Query Editor

U Version Control Support

0SQLCMD Command Line Tool

USQL Service Manager
Database Maintenance

UBackup and Restore Enhancements

U Checksum Integrity Checks

0 Dedicated Administrator Connection

U Dynamic AWE

OFast Recovery

U Highly-available Upgrade

L Online Index Operations

0Online Restore

U Parallel DBCC\Index Operations
Performance Tuning

U Profiler Enhancements

L Profiler/Perfmon; Integration

O Profiling Analysis Services

U Exportable XML Showplan

L Exportable Deadlock Traces
Full-text Search

U Indexing of XML Datatype

Glndex files integrated with SQL backup
MDAC

U Side by Side installation

U Microsoft Installer base setup

L Support for Active Directory Deployment
SQL Client .NET Data Provider

U Server Cursor Support

U Bulk load support
Security

0ONo default metadata access

OFine Grained Administration Rights

0 Separation of Users and Schema

O SSL Encryption at installation

0O Data Encryption

0 Code-signing
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Developer and DBA Convergence

CLR Development

- Procedures

- Functions

- Triggers

- Types -

- Aggregates
Clignt/Sarver
DEVEIGRIENT XML Development

Interface

Developers and DBA’s have traditionally worked to an
interface, defined by:

® Table or View definition
& Stored Procedure & result set definition

Communication Barriers

Database

shitect -

2 copleuieai h > cormple
ziricl collelgoratior) firougi cleair rels
prodiCintEGTAtO HETEGETME IOk

REUIGE

Pockets! t information within disciplines
Unclear delineation of responsibilities
Conflicting best practices and architectures
Conflicting strategic goals and objectives
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Developer and DBA Co

Developers: DBAs:

® Get productive with the new e
tools

Closer integration of DBAs into
the development process

Design application to be:
&  Supportable
& Resilient to change

Ensure secure, robust
implementation

Bridge the gop

NvVergence

Maintain role as data
steward

Understand & advise on
appropriate technology.
choices

Factor XML & CLR!into
schema design

Ensureisecure, robust
implementation

Databass Testing

Dzia oz
Daoloymzni
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Developing World Class Database
Applications — Agenda
® |nstallation - An Effective Base for Performance
and Security
Initial Configuration
Optimal Database Structures
Optimal Table Structures and Design
Developing on SQL Server 2005

® Optimizing Procedural Code
® Choices, choices and more choices
Caching

Tuning, Monitoring, and Diagnosing System
Problems

Which version has the featuresm);/o-ijl need?
Server Installation
® |nitial Configuration
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Installing SQL Server 2005

Getting a current build

Installation through Windows Installer
Pre-installation checklist

® Operating System Choices

® Visual Studio — Beta?

Versions from which to choose

& 32-bit v 64-bit (Itanium and x64)

@ Developer, Enterprise, Express...
Licensing and features

SCC (System Configuration Checker)
Installation

Choosing a Product to Install

SQL Server 2005 Enterprise Engine

& |ncludes Enterprise Edition, Enterprise Evaluation Edition and
Developer Edition — only difference is licensing

& 32-bit and 64-bit (Itanium and x64)

SQL Server 2005 Standard Edition

& 32-bit and 64-bit (Itanium and x64)

SQL Server 2005 Workgroup Edition

& 32-bit only

SQL Server 2005 Express Editions

& SQL Server 2005 Express Edition

& SOL Server 2005 Express Edition with Advanced Services

& SQL Server 2005 Express Edition Toolkit

Can run multiple versions side-by-side
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Microsoft Express Product Range

Visual Studlo 2005 Express “ Products

MEWMquhMIM duct in Sasy-Lo-use, sasy-bo-leam
hmmmmmwmmmudmmmwswmnmm.

Dsvalop fon
Windows

Be sure to check the resource links for Brian’s articles on SQL Server Express!

Installation as ani “Application”

© Not using Install Shield
Third party product
Hard to “control”

Only stopped installation before f|Ie copy: “Installation has enough
information to start copying files...

Limited rollback capabilities, uninstalling partial and failed install
WERMEESY

Uses Windows Installer

® Microsoft product
Can download/review Windows Installer SDK

& MSDN, Win32 and COM Development, Administration and
Management, Setup, Windows Installer

Components have an MSI file
Installation can be rolled back until the very end

Hidden Slide
w/extra details
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Component Update

Lol Microsoft SOL Server 2005 CTP Setup

5QL Server Component Update
a8 N ET Installs software components required prior to installing SQL

Server.
Framework

SQL Server Component Update wil install the following components
2.0 required for SQL Server Setup:

& SQL Nat've :.NET Framework 2.0
P Microsoft SQL Native Client
CI Ient (SNAC) Microsoft SQL Server 2005 CTP Setup Support Files
® Support Files

Configuring components...

Irztall | ]

o Hidden Slide
S=""w/extra details

NET Framework 2.0

® Required for:
® SQL Server Management Studio
® Express Manager (used for SQL Express)
® Engine (used by SQLCLR)
® How to Identify .NET Framework Version on your
Machine

® %WINDIR%\Microsoft. NET\Framework\version Right-
click mscorlib.dll, click Properties, and'then click Version.

® Administrative Tools, .NET Framework 2.0
Configuration. At the top of the right pane; .NET
Framework version displays.

0 Hidden Slide
S=""Ww/extra details
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SQL Native Client

® Why SNAC?
® Separates “infrastructure” from “drivers”

® SNAC is owned by SQL and only updated by SQL
(during install/service packs)

SNAC is on the “drivers” side
Infrastructure owned by OS and only updated by OS

Enables side-by-side driver installation with minimal
downtime

MDAC doesn't allow side-by-side therefore requires
stopping the app

MDAC to be removed on 64-bit as well

o Hidden Slide
S=""w/extra details

Microsoft SQL Server 2005 Setup Sys t e m

e s e Configuration

Checker
X

SQL Server Setup Is scanning your computer's configury
& Microsoft 5QL Server 2005 Setup

System Configuration Check
Wait while the system is checked for potential installation problems

@ 14 Total 0 Ermor
Do 14 Success 0 Warning

Details
| Action Status Message
Minimum Hardware Requirement Success

IS Feature Requirement Success
Pending Reboot Requirement Success
Performance Monitor Counter Require... Success

Directly impacts the
likelihood of a
successful install

Doesn’t mean you'll

have success with _ e -
upgrade... e |

Internet Explorer Requirement Success
COM Plus Catalog Requirement Success
ASP.Net Version Registration Require... Success

2
@
@
@
@ Default Installation Path Permission R Success
@
@
@
2

Minimum MDAC Version Requirement Success

0 Hidden Slide
S=""Ww/extra details
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Hardware Recommendations

File System—NTFS, no compression for installation drive
or primary database file or log file

More smaller/faster disks over fewer/larger disks
Be sure to update all drivers and firmware!

OS should be on redundant disks

SOL installation should be on redundant disks

Transaction logs should be on fast, redundant and
preferably isolated disks

TempDB should be isolated and if oni multi-proc use
multiple files (Q328551 — see section “Increase the
Number of Tempdb Data Files with Equal Sizing”)

Databases should be "moved” to support better
performance (Q224071)

KB Articles = Q224071 (SQL 200x) and Q328551 (SQL
2000 — but best practices still apply)

Components to Install

ii§ Microsoft SOL Seryer 2005 Setup

Se pa rate Coz‘::;‘;‘:‘:::ptn?e::;tsnt:lsltal\ or upgrade.
“packages” -
3 §QL Server Database Services

(.MSI files)

High Level is [t

fo It ”typ | Ca | = [¥] Reporting Services

set Of Natification Services

fe atu res []integration Services
[#] wiorkstation components, Books Online and development tools

Click

Advanced

for feature

tree For more options, click Advanced.
) e o]
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Components to Install

SQL Server Database Services Database Engine, Replication, Full-Text

Analysis Services Analysis Services server components for Business
Intelligence

Reporting Sernvices Reporting Services and Report Manager

Notification Services Notification Services (Engine and Client), Bulk
Event for XML

Data Transformation Services SQL IS replaces SQL DTS
(Integration Services)

Workstation components, Books Management Tools, Command Prompt Tools,

Online and development tools Reporting Services Tools, Connectivity
Components, Programming Models, Management
Studio, Computer Manager, Profiler, and
Replication Monitor

Business Intelligence Development Studio

Documentation and samples - Books Online, code
samples

Default and Named Instances

Default Instance
Accessed by “computername”
SQL Server Service = mssqlserver
SQL Server Agent Service = sqglserveragent
Full-Text = MSFTESQL
Analysis Server = MSSQLServerOLAPService

Named Instance
Accessed by computername\instancename
SQL Server Service = mssql$instancename
SQL Server Agent Service = sqglagent$instancename
Full-Text = msftesgl$instancename
Analysis Server = MSOLAPSinstancename
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Directory Structure

w

® No longer dependent on instance name

® All directories MSSQL.n even for other
components such as Analysis Services

® How can you detect?

& Registry: HKEY_LOCAL_MACHINE\SOFTWARE
\Microsoft\Microsoft SQL Server

\Instance Names\SQL

& Name = Instance name (without MSSQL)
& Data = Install Directory (mssqgl.n)

Installation Directories

B C:\Program Files\Microsoft SQL Server
Fle Edit Vew Favorites Tools Help

@Back M > JZ /'._\‘ Search ‘u“‘ Fokjers‘ [EEH g

Address ‘[E‘l C:\Program Files\Microsoft SQL Server

Folders

|5 Microsoft InteliPoint
I3 Microsoft InteliType Pro
53 Microsoft Office
BN ] vicrosoft sqL Server |

&80

5390

£ MssqQL

IC3) MSSQLSInstL
I3 MSSQLSInst2

[C3) MSSQL1

[C3) MSSQL.2

I MSSQL3

C3) MSSQL4

I MSSQL5

I MsSQL6
|5 Microsoft Virtual PC
15 Microsoft Visual Studio 8
15 Microsoft Vioice Commar
5 Microsoft. NET
[53 Modem Helper

x

Name

IIMSSQL
[IMSSQLSINst1
CIMSSQLSINst2
Z2IMSSQL.1
ZIMSSQL.2
ZIMSSQL3
ZIMSSQLA
[ZIMSSQL.S
ZIMSSQL.6

June 11, 2006
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Programmatically Detecting Dir

See Backup2000Restore2005.sql for SQLCMD master script.

Startup Service

ﬁ! Microsoft SQL Server 2005 CTP Setup
— Customize Service Account
a | | OWS yo u Service accounts define which accounts to log in.
to set each
i n d |V| d ua I Iy riL:::nmize for each service account
d nd to |sqL server [v]
d |ffe re nt () Use the built-n System account
accou nts (%) Use a domain user account

Username: |5QLSer\rice

LOCaI SyStem Password:

Or Domain: |5QLski||s|

Autostart services

DO ma i n [¥]sqL server

ACCOU nt. [[]5QL Server Agent
SQL Browser
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Service Account Choices

® Pros and Cons for each, re: security/control
v Dedicated Local account (not local administrator)
® |ocal service (do other services use this?)
v Network service (do other services use this?)
v Dedicated Domain account (not localladministrator)
& | ocal account which is a local administrator
& Domain account which is a local administrator
@ NEVER use:
& |ocal System
¢ Domain Administrator Principle of Least
Privilege Applies

Never give more rights than necessary!

Authentication

jﬁ Microsoft SQL Server 2005 CTP Setup

W|nd OWS Authentication Mode

The authentication mode spedfies the security used when

M |Xed connecting to SQL Server. 4

Select the authentication mode to use for this installation.
Password only
specified for
M |Xed M Od e () Windows Authentication Mode:

() Mixed Mode (Windows Authentication and SQL Server Authentication)

Important: Set

the sa password

imme Iately Specify the sa logon password below:

after installation

to ensure
assword is
nown value

rather than

randomly

generated value

[ < Back ][ Mext = H Cancel
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Windows Authentication

® More Secure
Strong Password requirements
Account Lockout policies
Password expiration
Can be changed later

After installation be sure to manually set the

password of the sa account otherwise internally
set to a randomly generated password—if you
change to mixed mode you will “enable” your sa
account but not know the password. However,

you can easily change it.

Mixed Mode Authentication

Windows Authentication plus

SQL Server Authentication

® Uses Windows 2003 Server password policies, if
installed on Windows 2003 Server

Requires sa password to be set during installation if

Mixed mode is chosen
Stronger password requirements in 2005

& All passwords must be at least 6 characters long and satisfy at

least three of the four criteria:
It must contain uppercase letters (A-2)
[t must contain lowercase letters (a-z)
[t must contain numbers (0-9)

It must contain non-alphanumeric characters (!, #, %, or $)

& See BOL for complete list of requirements

0 Hidden Slide.
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Collation Setting

]f‘ Microsoft SQL Server 2005 Setup

e Affects Collation Settings
Collation settings define the sorting behavior for your server.
searches,

lookups and
ORDER BY

[ icustamize for each service account

B Analysis Services Collation: Latinl_General_CI AS

Character
. () collation designator and sort arder:
data is
affected:
= ASCii
& char
® varchar (@) QL collations (used for compatibility with previous versions of SQL Server)
2  text Binary order based on code point comparison, for use with the 850 (Multilingual) CF A
) Strict compatibility with version 1.x case-insensitive databases, for use with the 850
Unicode Dictionary order, case-sensitive, for use with 1252 Character Set. 0]
Dictionary order, case-insensitive, for use with 1252 Character Set. g
Nchar Nirtinnane nedar Face-ingensitive nnerracs arafarance far tea with 1252 Charart

< | >

Nvarchar
Ntext

< Back ] I Next > l [ Cancel

le Creation Use COLLATE option to change

ery Usage

May: be changed at any point in chain

Different options offer different gains — most inilanguage sorting,
some in performance

Can assignion the fly for just a single query — or withina view for
subseguent use

Computed Columns and Indexed Views can aid in perfermance for
lookups with changed' collations (there are likely to be version
specific restrictions)
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Collation Options

To see the list of collations
SELECT * FROM ::fn_helpcollations()

To see the server's setting
sp_helpsort

To see the database's setting
sp_helpdb dbname

To see the table's setting (for each column)
sp_help tname

For more information, check out these BOL
topics:

@ COLLATE

® "Specifying Collations"

Changing Database Collation

Be careful moving from sensitive torinsensitive,
may yield errors due to duplicate object names

Make sure to do significant application testing
before changing a collation in production
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Working with Temporary Objects

® |f using a different collation than tempdb, temporary
objects may have problems in comparisons, etc. unless
you use: COLLATE database_default

Best Practices for Collations

Have corporate standard, use consistently

If you don't know, accept the default as is most
widely used and is compatible with .NET by
default

Can be changed later (at many levels)...

Binary Sort — excellent for testing scenarios to
make sure you are using consistent coding
practices, naming conventions, etc. Most strict
environment in which to work
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Off by default/SQL Surface Area (_Iha.hfiguration
SSL Encrypted Communications
SQL Server Configuration Manager

Special Considerations

® Running SQL Server 2000 and SQL Server 2005 side-
by-side

® Renaming a server

Off by Default

Principle of least privilege

Minimal Configuration to run — many installed
services (even when chosen during installation)
are “off by default”

Secure by Design
Secure by Default
Secure by Deployment

Where to enable, where to view?

® sp_configure, Computer Management, catalog views,
no single central way

= Enter SQL Surface Area Configuration
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Surface Area Configuration

SQL Server Program Group, Configuration Tools

Review SQL Server Setup Help from link on main
dialog

Configure Services and Protocols

¥

® |n this first release more options in Configuration
Manager

Surface Area Configuration for Features
® “lockdown” most common/vulnerable features
® sp_configure settings

® Catalog View queries to view (endpoints)

Services — Local Only?

W Surface Area Configuration for Services and Connections - localhost

) SQL Server 2005 Surface Area Configuration
L,/ Help Protect Your SQL Server

Enable only the services and connection types used by your applications. Disabling unused services and connections helps
protect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

=l |j SQLDEVD By default, SQL Server 2005 allows local connections only. To allow remote connections,
= L] Database Engine enable other protocols. TCP/IP is prefemed over named pipes because it requires fewer
. ports to be opened across the firewall.
Service
=+ Remote Connections.
;P SQL Server Agent
=% Full-Text Search (*) Local connections only
|j SQLDEVD2

[, 5L Server Browser () Local and remote connections

View by Instance | View by Component

oK [ Cancel |[ meply [ e
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SQLSAC — HTTP Endpoints

-
E;'-, Surface Area Configuration for Features - localhost

) 5QL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the features required by your applications. Disabling unused features helps protect your server by reducing the
surface area. For default settings, see Help.

Select a component, and then configure its features:

= B saLpevol Native XML Web Services provides database access over HTTP using Simple
=1 l_! Database Engine Object Access Protocol (SOAP) messages. Enable HTTP endpoints only if your
= A B ot Ciiiies applications use them to communicate with the Database Engine.

CLR Integration
DAC
Diatabase Mail Select a state for sach HTTP endpoint:
Native XML Web Servic
OLE Automation
Service Broker This instance has no HTTP endpoints.
5QL Mail
Web Assistart
xp_cmdshell
@ [ saLDEw02

m INEY
! View by Instance i\-'iew by Component |

Encrypted Communications

SSL is used even if not present at installation
® Checked at installation, if present used

® |f not present, SQL Server generates a 1024 bit
certificate

Logins/passwords encrypted always

Uses certificate created at installation if SSL not
present

Use “Certificate Picker” in SQL Server
Configuration Manager to explicitly choose SSL
certificate
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SSL Encryption/Certificate Picker

Protocol
Properties

IFile Action View Help

- B ERB 2

L Server Configuration Manager {Local)

Protocol Name

Status

E SQL Server 2005 Services %~ Shared Memary

Enabled
Disabled
Disabled
Disabled

Protocols for SQLDEVO1 Properties

No
Yes
No

| Turn on or off encryption for selected server instance

. SQL Server 2005 Network Configuration = e pipes
= &= Protocols for SQLDEVD1 o
< =~ shared Memory
Log I n/de ¥ :Z:WEE Pipes Frvia
Via
encrypted O e
ALL traffic e
encrypted
= YES
Certificate
Picker tab
| ForceEncryption
|
[ oK.

] [ cancel

Help

Configuration Manager

Start and Stop Services
Change auto start and service properties

Does not require your services to be
started to change properties

Service Account password changes

don't require restart of service

Control Supported Network libraries
and SSL encryption

Create aliases

Launch from:
& SSMS, Right click Configure Services

& SQL Configuration Manager

o

& Computer Management

Sarvar Netyweri

Utility

SEMVICE!

ieINVIENEGER

SOL Cogifiejuiziiion
Wziprziejar
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Computer Manager — 2000/2005

Q Computer Management

=) e Acton View Window Hep

= Eﬁ Services and Applications
= 9 Microsoft SQL Servers
# {local) {Windows NT)
=1 [ SQLSKILLS\SQLDEVO1 (Windows NT)
=1 [ SQLSKILLS\SQLDEV02 (Windows NT)
6% Services
WMI Contral
=k SQL Server Configuration Manager
SQL Server 2005 Services
= E SQL Server 2005 Network Configuration
- Protocols for SQLDEVO1
Protocols for SQLDEVO2
=5 SQL Native Clent Configuration

@ = @ 2
E Computer Management (Local) Name / ] State Start Mode ] Log On As ] Process ID
=, System Tools 43 imsftesql$SQLDEVEL Running  Automatic . \5QLService 672
- {{] Event Viewer f)msftesql$5QLDEVO2 Rumring  Automatic .\sQLservice 3363
i E Shared Folders [EbsoL server (sQLDEVDL) Running  Automatic .\SQLService 352
: b ;Z:?;f;:;:?:;’;:z:lem E5)5QL Server (SQLDEVD2) Running  Automatic \SQLServics 3640
Rl [H@)saL server Agent (SQLDEVO1) Stopped  Other (Boot, System, Disabled or Unknown) . \SQLService i
= @ rage @SQL Server Agent (SQLDEVD2) Stopped  Other (Boot, System, Disabled or Unknown)  .\SQLService ]
%@ Removable Storage [Hs0L Server Browser Running  Automatic NT AUTHORITY\.OC... 2100
Disk Defragmenter
g Disk Management

June 11, 2006

24 Client Protocols
2 Aliases

58 Indexing Service

Running 2000/2005 “Side-by-side”

Possible combination:
e SQL Server 2000 default/named instance(s)

® SQL Server 2005 default/named instance(s)

& SQL Server 2005 can support multiple instances of multiple
versions (e.g. Developer and Express)

& Don't make a design mistake of assuming; the versioniof the
default instance

Possible troubles:

& Enterprise Manager Database Properties crashes
& Color coding incorrect in Query Analyzer

Fix: re-register all COM components

® At command prompt in 80\tools\binn and mssqgl\binn
dirs, execute:
FOR %1 IN (*.dIl) DO regsvr32 /s %i
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Renaming A Server After Startup

Server name is NOT detected by SQL Server

Review the list of servernames
sp_helpserver

Drop the old servername
sp_dropserver “oldservername®

Add the new servername — make sure youidefine it as the
“local” instance of SQL Server
sp_addserver “newservername®, local

May have problems with servername related objects/jobs
— i.e. msdb.dbo.sysjobs

UPDATE sysjobs
SET originating_server “newservername "
WHERE originating_server "oldservername*

Anatomy of Data Modifications:
Optimizing Data/Log Files
Logging and Recovery
Transactions and Isolation
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Database Structure

Up to 32,767 Databases per Instance

Primary (MAIN) Data File i . LDF = Log Data File

NDF = . * Should be only 1 log file
Non-Primary Data File )

The Anatomy of a Data Modification

1. User sends UPDATE
Update is highly selective (only 5 rows)
Indexes exist to aid in finding these rows efficiently

The update is a SINGLE statement batch NOT enclosed in
BEGIN TRAN...COMMIT TRAN block therefore this is
IMPLICIT transaction
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The Anatomy of a Data Maodification

2. Server receives the request and locates the data in
cache OR reads the data from disk into cache

e Since this is highly selective only the necessary pages
are read into cache (maybe a few extra but that’s not
important here)

Let’s use an example where the 5 rows being modified
are located on 3 different data pages

What it looks like:
Data

UPDATE... Server. ..
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The Anatomy of a Data Maodification

SQL Server proceeds to lock the necessary data

Locks are necessary to give us a consistent point FOR
ALL rows from which to start

If any other transaction(s) have ANY of these rows
locked we will wait until ALL locks have been acquired
before we can proceed.

In the case of this update (because it's highly selective
and because indexes exist to make: this possible) SQL
Server will use row level locking.

What it looks like:

(LT JupdateLock

Row

Row

Row

Row

Row
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The Anatomy of a Data Modification

4. SQL Server can now begin to make the
modifications — for EVERY row the process will

include:

® Change to a stricter lock (eXclusive lock)

& An update lock helps to allow better concurrency by being
compatible with other shared locks (readers). Readers can read
the pre-modified data as it is transactionally/consistent

The eXclusive lock is required to make the change because
once modified no other reads should be able to'see this un-

committed change
& Make the modification (in cache)

® Log the modification to the transaction log pages
(also in cache)

What it looks like:

Modifications

Exclusive Lock

- Exclusive Lock

- Exclusive Lock

June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may

be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop. Because

Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee

the accuracy of any information provided after the date of this presentation.
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.

29



Microsoft TechEd 2006 June 11, 2006

The Anatomy of a Data Maodification

5. Finally, the transaction is complete — this is the
MOST critical step (when @@trancount = 0)
All'rows have been modified

There are no other statements in this transaction —i.e.
Implicit transaction

Steps are:
Write all log pages to transaction log ON DISK
Release the locks
Send a message to the user:
(5 Rows Affected)

What it looks like:
Write-Ahead Logging

e e
I
HEEEF - ™

\/ SECEEIRWIES
Change

After the log Change
entries are made Change
and the locks are Change

released...
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So now what?

The transaction log ON DISK — is up to date
The data in CACHE — is up to date

But when does the data get written from cache to
disk?

Checkpaoint

Checkpoint

It’s important to realize that a checkpoint does
NOT just write committed pages...

Instead a checkpoint writes ALL pages which
have changed since they were brought into cache
— regardless of the state of the transaction which
changed them!

Why?
& To reduce roll-forward recovery time during restart
recovery.

¢ To batch I/Os to disk and reduce disk thrashing for
data writes

0 Hidden Slide
S=""Ww/extra details
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Transaction Recovery and
Checkpoints

Transactions... Action Required
if restart recovery

[ T T T
Ee R Fol orvar |
B — o |
B oo |
B E— follbick |

Checkpoint System Failure

o Hidden Slide
S=""w/extra details

Restart Recovery.

® Automatically on system restart

® SQL Server 2000
1. Redo
2. Undo
Users allowed access to database

® SQL Server 2005 (Enterprise Edition Only)
1. Redo
2. Users allowed access to database
Undo
® Faster access to database — including faster failover on
Cluster

® Records are protected (i.e. Locked)

0 Hidden Slide
S=""Ww/extra details
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Key Points

Data Portion mostly random reads — except at
checkpoint

Log Portion mostly sequential writes

Separate physical disks minimizes contention at
the drive level — first choice in tuning

Log is critical in recovery

Protect the log

Minimize impact to log

Be aware of environmental changes

Optimizing Data Files

Defrag the physical disks

Effective RAID array configuration
Pre-allocate to a reasonable initial size
Don't let auto-growth get out ofi control
Consider allowing Instant Initialization

While a lot of these will help for thelog| (and I'll
explain why in a moment) there are more
important things to be aware of IN the data
portion — tables and indexes

@ Extent Scan Fragmentation (interleaved objects)

® |ndex Fragmentation
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Optimizing Log Files

Isolate the Transaction Log (only one!)
Defrag the physical disks

Effective RAID array configuration
Pre-allocate to a reasonable initial size
Don't let auto-growth get out of control
Check and fix your internal fragmentation
Don't be caught up in nothing but speed!

See Kim's blog entry: 8 Steps to Better
Transaction Log Throughput, June 25, 2005

How the Transaction Log Works

Virtual Log File 1 Virtual Log File 2 Virtual Log File 3 Virtual Log File 4 Virtual Log File 5

Inactive Virtual Inactive Virtual Inactive Virtual Active Virtual Inactive/Unused
Log File Log File Log File og File Log File

Start MinTLSN End
Logical Log| (first open LegicalllLog

tran)

On commit, activity is written to the log — active and likely
sequential

Activity moves through log sequentially; fillsrand then
goes to a second file™or autogrows

Excessive autogrowth causes:

Slight pause on autogrow:

Windows call to extend a file (may cause file fragmentation)
Adds “VLFs” to the file on each autogrowth
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The Effects of Logging

Log is written AHEAD of the data portion

Log is the ONLY place where transactional
consistency is known (i.e. guaranteed)

Once a checkpoint occurs SQL Server doesn't
need the information in the log — for committed
(or inactive) transactions (the log could even be
cleared however...)

Without the transaction log a database cannot
function (i.e. marked suspect)

Need to make sure this is redundant AND
optimal...

What can effect the logging — and therefore
performance?

Minimize impact of logging

F

® Cannot clear the log unless the transactional
information is inactive — if a transaction is
pending then it stays in the log until it's
completed...

Restart recovery will take longer if there were a
lot of long running transactions pending at the
time of failure

Always try to avoid:

® |ong running transactions

& Transactions which span more than one batch

® Transactions that require user interaction

@ Nested Transactions (complex and usually longer
running)

Consider changing recovery model
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What can impact your ability to
recover?

w

® Full Recovery Model = Everything is Fully Logged
@ All operations allowed and FULLY logged

® Operations like creating or rebuilding an INDEX takes
as large a log as the size of the operation

w

® Bulk Logged Recovery Model = Minimal Logging
for SOME Operations (NOT non-logged)

® Operations whose performance is affected, see BOL
Topic = Minimally Logged Operations

® ALL other operations (i.e. updates, inserts, etc. take the
same log space and time as the FULL recovery model

® Simple Recovery Model = Log Truncation on
Checkpoint

Logging, Recovery Models, Recovery
and Performance

Acceptable to Switch?

How, Why and Why Not?

Batch Processing Scenario

Batch Processing Script

Switching Recovery Models — Summary
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Acceptable to Switch?

® Yes

® |f users are not allowed in database during batch
processing

No modifications are made during batch process that
are not recoverable through some other means (i.e. re-

running the batch process)
Data loss during the batch process is OK

N[}

Modifications are made by users/processes that are not

recoverable

OLTP System requiring 24x7x365
Data loss is NOT acceptable
Database Mirroring

Switching Recovery Models

VL|

| LOG BACKUP
LL \/~ BULK |OGGED

Advantages: Advantages: ALTER DATABASE <name>

. N i SET RECOVERY FULL
® Up-to-the-minute = ® Minimal logging

recovery. ® Faster Bulk Operation
® Point-in-time Disadvantages:
recE = No STOPAT
® Access to “tail” of e Data loss possible if media failure...

the log If database becomes suspect, cannot
back up tail of log.

June 11, 2006
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What About Locking?

® ACID Transaction Design Requirements
e Atomicity Consistency Isolation Durability

Isolation Levels
Level 0 — Read Uncommitted
Level 1 — Read Committed
Level 2 — Repeatable Reads
Level 3 — Serializable

Default Isolation Level in BOTH 2000/2005 is
ANSI/ISO Level 1, Read Committed

In implementation this default level uses locking

ACID Properties

Atomicity

A transaction must be an atomic unit of work; either all of its
modifications are performed, or none

Consistency
When completed, a transaction must leave all dataiandiall related
structuresiin a consistent state

Isolation

A transaction either sees data in the state it was in
before another concurrent transaction modified it, or it
sees the data after the second transaction has
completed, but it does not see an intermediate state

Durability

Transaction should persist despite system failure
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|solation Level 0 — Read Uncommitted
Phenomenon: Dirty reads

A read transaction can read another transaction’s
uncommitted (or in-flight) changes — resulting| in
“dirty reads”

DML statements always use exclusive locking

In Implementation: row locks are not used (SCH_S
locks are used) for the dirty read tramsaction and
locks against data being accessed are not
honored

Resulting Phenomenon: statements execute with
the possibility of inaccurate data since the “in-
flight” data read may continue to change or even
be invalidated (rolled back)

Isolation Level 1 — Read Committed
Phenomenon: Inconsistent Analysis

L]

<

The default behavior in ALL releases

In-flight transaction’s data cannot be read by a
read committed transaction — only committed
changes are visible

DML statements always use exclusive locking

In Implementation: locks are released (for readers
— not modifiers) as resources are read, ai row may
be read more than once in some scenarios

Resulting Phenomenon: Reads are not repeatable
through the life of a transaction — as a result a
row may not be read consistently during the life
of a transaction
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Isolation Level 2 — Repeatable Read
Phenomenon: Phantoms

-

In-flight transaction’s data cannot be read and
data modified is accessible only to the repeatable
read transaction

Data read, but not modified is accessible to other
transactions for reads, but not DML

In Implementation: locks are held for the life of a
transaction, rows which are read are locked and
can be repeatably read during the life of a
transaction

Resulting Phenomenon: rows which were not
present at the beginning of the transaction can
appear — in the result

Key range

Isolation Level 3 — Serializable andindex

Phenomenon: None

&

reminder

In-flight transaction’s data cannot be read and
data modified is accessible only to the serializable
transaction

Data read, but not modified is accessible to other
transactions for reads, but not DML

In Implementation: locks are held for the life of a
transaction and held at higher levelsiwithin
indexes to prevent rows from entering the “set”

Implementation side effect: to prevent rows from
entering the “set” of data, the “set” of data needs
to be locked. If appropriate indexes do not exist
then higher levels of locking might be necessary —
l.e., table-level locking.
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Isolation in Implementation

All versions of SQL Server — including SQL Server
2005 — use a locking-based implementation by
default

In the default environment and to reduce the
possibility of various anomalies, transactional
duration and possibly higher levels of locking are
necessary — resulting in blocking

There are benefits of locking, if true “isolation” is
desired

Locking Prevents Conflicts
At the expense of blocking

® No other transactions can invalidate the data set
through modifications

® |s this always what you want or need?

® Queuing applications typically want locks, if someone
is modifying that row — we want to go to another not
see last transactional state

® Very volatile prices — don’t want to givethem the last
price if it's currently being updated, so wait... (but the
update’s fast)

® What about long running transactions or cases
where you don’t need absolute current...
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Tips to Minimize Blocking

Write efficient transactions — keep them short and
in one batch

Do not allow interaction in the midst of the batch

Use indexes to help SQL Server find — and lock —
only the necessary data

Consider estimates for long running gueries
and/or migrating data to a secondary analysis
server

Problems with locking becoming blocking are
likely when long running (and conflicting)
transactions execute

SQL Server 2005 Isolation Options

Default — Uses Locking, no options set

Read Committed with Statement-level Snapshot
# DB Option: READ_COMMITTED_SNAPSHOT enabled

=

& Uses locking for writes, versioning for reads for statement-level
consistency.

Transaction-level Snapshot Isolation
® DB Option: ALLOW_SNAPSHOT_ISOLATION enabled

& Uses default locking for everything, ALLOWS snapshot for
transactions when requested by changing session isolation setting:
SET TRANSACTION ISOLATION LEVEL SNAPSHOT

& |f requested, transaction-level consistency through row versioning

Both Options Configured

& Statement-level consistency through versioning automatically
® Transaction-level consistency where requested
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Read Committed Snapshot [selation
Database Changed to READ_COMMITTED_SNAPSHO

-

No phenomena are possible in the bounds of a
single statement

In volatile databases, a multi-statement
transaction may yield different results for different
statements which access the same data

Each statement is consistent but only for the
execution of that statement, not for the life of the
transaction (if the transaction has multiple
statements)

Each time data is read by a new statement the
latest version is used

Snapshot Isolation
Database Changed to ALLOW_SNAPSHOT_ISOLATION

L]

Setting ALLOWS users to ask for Snapshot
Isolation — NOT on by default

ALL phenomena and ALL default locking behavior
is EXACTLY the same unless you explicitly ask for
Snapshot Isolation

Once requests, no phenomena are possible in the
bounds of a transaction running under snapshot
isolation

In volatile databases, a multi-statement
transaction will always see the transactionally
accurate version which existed when the
transaction started

Versions must stick around longer, multi-
statement transactions may have conflicts
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Isolation Levels: In' Summary.

READ UNCOMMITTED (Level 0)

® "Dirty Reads” — An option ONLY for readers

® Any data (even that which is in-flight/locked) can be
viewed

READ COMMITTED (Level 1 — Default)

& Only committed changes are visible

@ Data in an intermediate state cannot e accessed
Read Committed w/statement-level Snapshot
® Statement-level read consistency

® New non-blocking, non-locking (ex. SCH_S),
version-based Level 1

o Hidden Slide
S=""w/extra details

Isolation Levels: In Summary (cont'd)

® REPEATABLE READS (Level 2)

@ All reads are consistent for the life of a transaction

& Shared locks are NOT released after the data is
processed — does not allow writers (does allow other
readers)

@ Does not protect entire set (phantoms may occur)

® SERIALIZEABLE (Level 3)
@ All reads are consistent for the life of a transaction
® Avoids phantoms — no new records

® Snapshot Isolation — 2005

® Transaction-Level consistency using snapshot

& New non-blocking, non-locking, version-based
transactions @) Hidden Siide

S=""Ww/extra details
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Controlling Isolation Levels
Table-level changes

From Clause, per table (no spaces)
® |evel 0 —- READUNCOMMITTED, NOLOCK
Level 1 — READCOMMITTED (locking)

Level 1 — READCOMMITTED (versioning)

® Only in 2005 and only if the database option to
READ_COMMITTED_SNAPSHOT is on

& (Can be overridden with READCOMMITTEBLOCK
Level 2 — REPEATABLEREAD
Level 3 — SERIALIZABLE, HOLDLOCK

L]
L]

FROM dbo.titles WITH(READUNCOMMITTED)
JOIN dbo.publishers WITH(SERIALIZABLE)

o Hidden Slide
S=""w/extra details

Controlling Isolation Levels

Session-level changes (cont'd)

Session level settings impact entire session but can
be overridden with table-level settings

Level 0 — READ UNCOMMITTED

Level 1 — READ COMMITTED

Level 2 — REPEATABLE READ

Level 3 — SERIALIZABLE

SET TRANSACTION ISOLATION LEVEL opt
¢ READ UNCOMMITTED

READ COMMITTED

REPEATABLE READ

SERIALIZABLE

SNAPSHOT

0 Hidden Slide
S=""Ww/extra details
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Allowing Read Committed using
Statement-level Snapshot

Database option

ALTER DATABASE <database name>
SET READ_COMMITTED_SNAPSHOT ON
WITH ROLLBACK AFTER 5

No other changes necessary...

No changes to your queries or your applications — they

automatically return with statement-level consistency
(NOTE: You: may need to modify your applications If youldepend on locking —
re: queues, readers to wait for change)

Changes to blocking...

However, if this is NOT your performance problem
(meaning concurrency isn’'t your bottleneck) then you
may hinder performance not improve

Expect this change in behavior at a cost

o Hidden Slide
S=""w/extra details

Allowing Snapshot Isolation

Database option

ALTER DATABASE <database name>
SET ALLOW_SNAPSHOT ISOLATION ON

Session setting
SET TRANSACTION ISOLATION LEVEL SNAPSHOT

Changes to applications:
® Request snapshot isolation
& Test for conflict detection

Expect this change in behavior at a higher cost

0 Hidden Slide
S=""Ww/extra details
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Potential Issues

Cost in row overhead — when enabled,
14 bytes added to row
If snapshot, do you depend on locking?

@ OK, most of you will say no but what about
status queues...

¢ Tip: Use READCOMMITTEDLOCK hint

® |f Snapshot Isolation, could you have conflicts?

& Be sure to have proper conflict detection and error
handling, see Kim's Snapshot Isolation whitepaper for
details and examples

o Hidden Slide
S=""w/extra details

Management/Monitoring

Version Store in TempDB
Versions removed when no longer needed

Read committed using statement-level snapshot
won't hold versions as long — in theory because
only statement-level

Snapshot isolation may have moreiimpact on
TempDB as versions held for life of transaction

Lots of long running transactions may stress
TempDB

See Kim's Snapshot Isolation whitepaper for
monitoring with DMVs (Dynamic Management
Views) ) Hidden Siide

S=""Ww/extra details

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may

be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop. Because

Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee

the accuracy of any information provided after the date of this presentation. 47
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.



Microsoft TechEd 2006 June 11, 2006

Data Modeling

Data Types

The Data Row

Table Design for Performance

Data Modeling

® Data modeling is the process of planning the
logical design of your database

Use Data modeling to define the relationships
between your data and processes
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Data Modeling Tiools

Visual Studio .NET Enterprise Architect includes
Visio for Enterprise Architects (VSEA)

Contains great tools for data modeling

Supports round-tripping between data model
and database

Future has not yet been announced

Database
and Software

modeling sl for

> Enterpnse
Alchitecis

* 2 Visual Studiozos

Network
diagramming
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VSEA Database Design Tools

Visio-based (VEA)
® Conceptual data modeling (ORM)

® |ogical database modeling
(Relational, IDEF1X, “ER")

Physical database modeling
(SQL Server, Access, Oracle, DB2, etc.)

Forward and reverse engineering, syne, import/export,
reports, etc.

Non-Visio

#

& Online physical database design tools
& SQL query designer

Relational Model

® |ntroduced by E.F. Codd
Based upon “relational algebra”

Relations actually refer to what are more
commonly referred to as tables
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Remembering Dr. Codd

Dr. E.F. Codd
August 23, 1923—April 18, 2003

Father of the Relational Model

& Released the seminal paper A Relational Model of Data for
Large Shared Data Banks in 1970

Received the A. M. Turing Award in 1981

® Considered the highest honor in
the computer science field

Normalization

® Normalization is the process of using formal
methods to separate data to be stored in a
database into multiple, related tables

Normalization helps maintain the consistency and
integrity of your data

Done primarily for on-line transaction processing
(OLTP) systems

® |n contrast, on-line analytical processing (OLAP)
systems are often heavily denormalized
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Entity Integrity

® Entities are single objects or concepts from the
real world

® Entity integrity means that you must be able to
uniquely identify each entity you store in a
database

® Each entity in a table should have a primary key
& This can be a single column or multiplercolumns
& Multiple columns would be composite key

Domain Integrity.

Domain integrity restricts what can be stored in
the database

Domain integrity represents your business rules
® SQL Server can help you enforce these rules

® You can enforce them in your application
& At multiple layers
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Referential Integrity

Referential integrity preserves the defined
relationships between tables when records are
entered or deleted

Tables can have relationships based upon keys
Foreign keys and primary keys
Foreign keys and unique keys

User-Defined Integrity.

® Applies when a business rule does not fit into one
of the three other forms

® |mplement using constraints, triggers, or stored
procedures
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Normal Forms

® Codd defined various “normal forms”, or levels of
normalization

® See Appendix for details

® Generally you want to get to at least third normal
form

® |ntroduction of native XML data type in SQL
Server 2005 introduces design challenges

Denormalization

The deliberate process of introducing redundant
data into your database

Generally done to increase application
performance

Often occurs when one database is both a TP and
DSS source
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Entities

Basic principle behind a table — the way we
describe some specific person, place or thing as a
base object within the database

Focus on a single element - Person, place, thing...

® Authors — Each author is an Entity described by a row
in the authors table.

Titles — Each title, separate from the author(s) that
wrote the title is described by a row in the titles table.

Publishers — Each publisher, separate from any title(s)
they may have published is described by a row in the
publishers table.

Attributes

® Basic principle behind a column — the way we
describe some specific element about the entity

Each column of a table should describe ONLY
that entity...
Core elements of an attribute

Attribute Name price

Data type money
Nullability NULL

Every attribute should describe the primary key,
the whole primary key, and nothing but the primary key.
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Data Types

System Supplied Data Types

& Character Find the right data type for the job:

s Numeric If the datatype varies:
< 5 chars should be nchar

5-20 chars — guestionable

Exact Numeric > 20 char —leam more towards
nvarchar

For numeric data:

Binary Find the right range

Standardize on decimal or

numeric

Use unigueidentifier sparingly

Understand precision and range

Date and Time
Uniqueidentifier

Miscellaneous

char(n) ]

varchar(n) 8000 bytes 1 byte per char - 8000 Characters
nchar(n)

nvarchar(n) | 5000 bytes |2 bytes per char - 4000 Characters

tinyint
-32768 to 32767
oz
uniqueidentifier 98E94963-F193-4E69-9262-7B692125557F
smalldatetime Jan 1, 1900 with precision to the minute

datetime .2:) 1, 1753 with precision to a timetick (3.33
smallmoney - 214,748.3648 through +214,748.3647
-922,337,203,685,477.5808 through
e +922,337,203,685,477.5807

Hidden Slide
=" w/extra details
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SQL Server 2005 Data Types

® |arge Value Data Types, varchar(max),

varchar(max) and varbinary(max)

¢ |n row storage limit 8000 bytes (max col width)

@ Work like typical varchar but support LOB values (23!
bytes)
Default behavior is IN_ROW when entire LOB fits in the
8060 max IN_ROW storage area (NOTE: 8060 bytes is
no longer the maximum row size)

Be aware that LOB types (text, ntext, image, varchar(max),

nvarchar(max), varbinary(max), xml) added to a table

prevent online index rebuilds

May want to consider vertical partitioning for LOB
types

Where to store BLOBs?

Each of these have pros/cons — which is right? i depends)

® |n the core base table
® Prevents online index operations
® Easily accessible
In a separate table but in the same filegroup
® Can't do isolated backup strategies (not desired?)
® Must be “joined” or accessed when necessary

® Doesn't put data into memory when net needed
(vertical partitioning uses resources more effectively)

In a separate table and in its own filegroup
e Allows isolated backup strategies
Outside of the database

® Not secured/controlled with database
® May allow easier access to other applications
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The Data Row

Data

Fixed Data Variable Data

Null
Block

Variable
Block

4 bytes

Rows on a Page

Page Header

Data rows

ow Offset Table
bytes each
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Optimal Row Width

Consider Table Usage above all else

Estimate Average Row Length
Overhead
Fixed Width Columns

Estimate Average from realistic sample data
SELECT avg(datalength(columnname)) FROM tname

Calculate Rows/Page
8096 Bytes/Page
= Rows/Page

277 Byites/Row

Calculate Wasted Bytes — on Disk .. in Memory

Consider Customer Table
with 1,600,000 Rows
Customer

—12.8GB
X 4600 Bytes/Row

14 Columns ol 1 Row/Pags Partitioned Tables
1000 Bytes/Row 3400+ Bytes Wasted =7.3GB

8 s /Page 1.6 Million Pages
2005000 Pages 12.8 GB Table »>Savings in Overall Disk

1.6GB Table
Space (5.5 GB Saved)
- »Not reading data into
cache when not necessary
18 Columns 17 Columns »>LOB data can be
1600 Bytes/Row 2000 Bytes/Row - :
isolated to support online

5 Rows/Page 4 Rows/Page i i
320,000 Pages 400,000 Pages index operations to more

2_.5GB Table 3.2 GB Table critical data
»>Locks are table specific
The Primary key column must be made redundant for these therefore less contention
two additional tables. 47 Columns in Customer. 49 Columns at the row level
total between 3 tables.
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Vertical Partitioning

® QOptimizing row size for...
® Caching
& |More rows on a page, more rows in memory
® |ocking
& Only locking the columns that are of interest. Minimize row.
based conflicts

® Usage Defines Vertical Partitions
¢ |ogically Group Columns to minimize joins
@ Consider Read Only vs. OLTP Columns
& Consider Columns often used together

Horizontal Partitioning (PVs or Piis)

Sales2003_03 Sales2003
Sales2003_04 X 874 Million Rows
Table or View?

All Sales Since January 2003

: <Current Sales (INSERTs) often
blocked by DSS queries.
eIndex Rebuilds take quite a
bit of time

Sales2004_01 Weekly FULL Database Backups
Sales2004_02 are backing up the same sales

Sales2004_03 Sales2004 (2003-2005) repeatedly

Sales2004_04 a1 i ow? Sales2005 01
3 Sales200:

PVs require constraints for partition mgmt
CHECK (SalesDate >= '01/01/2004" 2012
AND SalesDate < '02/01/2004") PTs require a Partition Function and
a Partition Scheme for partition mgmt
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Data Integrity Concepts

Domain Integrity
(columns)

Entity Integrity (rows)

(—)

Referential Integrity
(between columns — often different tables)

Enforcing Data Integrity:

Declarative Data Integrity.

Criteria defined in object definitions

SQL Server enforces automatically

Implement by using constraints, defaults, and rules
Procedural Data Integrity
& Criteria defined in script
& Script enforces
& |mplement by using triggers and stored procedures
Why Procedural over Declarative?

The big three: Custom Error Messages, Cross-database Rl
and Cascading (prior to SQL Server 2000) NOT TO
MENTION limitless functionality — you write the code!
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Foreign Key References

Foreign Key enforces domain and referential

integrity

@& Domain - restricts set of legal values to set in
referenced table/column(s)

® Referential — enforces relationship between the tables
(FK must reference PK or UK)

® |NSERTs/UPDATEs in the referencing tableimust supply a value
which exists

& DELETEs in the referenced table are not allowed when row!is
referenced

Foreign Key reference can cascade
& ON UPDATE - clean, easy, consistent
@ ON DELETE - Too easy, beware!

Foreign Key References

Inserting a row — in the referencing table

® Must lookup row in referenced table

® Must reference a primary key or a unique key.
® An index must exist, lookup is fast

Delete a row — in the referenced table

® Must determine if any rows reference the key

® The referencing column (the column oniwhich the
foreign key exists) does not have an index (unless
manually created)

Locks must be used to validate the integrity of the
relationship
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ERD — Entity Relationship Diagram

Relationships

& Titles have a Publisher

& Titles have potentially
many Authors

Authors may have
written more than one
Title

For a given title an
Author is given an order
and a royalty

titleauthor

Describing Relationships

® Mathematically — One to Many (1-n) Relationship
® For Every Sale there is Only one Title

® For Each Title there can be Many Sales
The Relationship between Sales and Titles is One to Many.

® For Every Title there is Only one publisher

® For Each Publisher there can be Many Titles
The Relationship between Titles and Publishers is @ne to Many

& Directionally
® Sales to Titles = One Sale to One Title
® Titles to Publishers = One Title to One Publisher

® Can we describe Sales to Publishers?
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Duplicating Keys

BEFORE adding redundant pub_id AFTER adding redundant puby id

Tl SQL Server Enterprise Manager - [2:Edit ... [H=1E] “fi SOL Server Enterprise Manager - [Wew Diagram in ‘pub... [2 |[E][X]
J% Console  Window Help ‘_ & x| ‘B Ele  window Help 1= %]

FEEIE PR

HE & Td BEoeQ 7wt @

;I titles

G |tte_id

publishers
pub_id
pub_name publishers *

city % |pub_id
state pub_name:
country ity
state
country

— -l

Design Techniques Summary

Rows CAN span pages however, record size
impacts disk space, cache utilization, concurrency
and maintenance restrictions

The lowest granularity of locking holds an entire
row — partitioning a table vertically or horizontally
can Improve concurrency, minimize restrictions
on online rebuilds and improve cache utilization

Optimizer is aware of constraints — efficient
horizontal partitioning requires constraints

Duplicating Keys which define relationships can
improve join performance by giving the optimizer
more options for performing a join

June 11, 2006
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Writing Effective Server-side code
Optimizing Procedural Code
Choices, Choices and More Choices
Secure Development

Performance and Scalability

Batches

¢ Parsed as a unit — if any statement fails syntax then NO
statements (in that batch) are executed. SQL Server
proceeds to next batch.

& At execution — if a statement fails then that statement is
rolled back and SQL Server exits the batch (or falls into

catch block) and proceeds to the next batch. Any
statement following the failed statement is NOT executed.

SELECT * FROM pubs.dbo.authors
SELECT * FROM pubs.dbo.authors
SELECT * FORM ! pubs.dbo.authors

go

Error: Server: Msg 170, Level 15, State 1, Line 3
Line 3: Incorrect syntax near ‘form'.
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Transactions

Controlled by Transaction Mode of session
Defined explicitly
Defined at connection level
Defined at server level

Allows multiple statements to be treated as a
single logical unit of work

Handled automatically across databases on the
same server (i.e. instance)

Handled through MSDTC explicitly through
BEGIN DISTRIBUTED TRANSACTION
COMMIT TRANSACTION

Requires error handling logic

Transaction Mode

Autocommit transaction (default)

& Statement level implicit transaction

® Each statement commits as a single unit
Explicit transaction (user-defined)

& BEGIN TRANSATION

& COMMIT TRANSACTION

Implicit transaction

& Session Level Setting
SET IMPLICIT_TRANSACTIONS ON

Batch scoped transactions (2005)
e Only when MARS enabled on client
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Transaction Termination (1 of 2)

® Resource Error — Automatically Handled

If the statement fails due to a SQL Server resource
error (for example, the transaction log fills), SQL Server
maintains data integrity automatically.

® User-defined Error — Programmatically Handled

® Conditionally, when your business rules (i.e. constraint
violation or a lock timeout (more on this coming up))
are violated, YOU must programmatically determine
the fate of the transaction.

Transaction Termination (2 of 2)

SET ARITHABORT
(default based on APl and driver)

® ON - rollback statement/transaction when divide-by-
zero or arithmetic overflow error occurs

® OFF — return NULL
SET XACT_ABORT
(off by default)

& ON - rollback statement/transaction when run-time
error occurs
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Understanding Transactions

¢ BEGIN TRANSACTION
® Begins a New Transaction
¢ |ncrements @@TRANCOUNT

& Supports special “marked transactions”

BEGIN TRANSACTION TransactionName
WITH MARK ‘important transaction’

® COMMIT TRANSACTION
@ Decrements @@TRANCOUNT by 1

¢ Does NOT commit the transaction UNLESS the
@@TRANCOUNT is O

Understanding Transactions

ROLLBACK TRANSACTION
@ Returns @@TRANCOUNT to 0

& Cancels all levels of Nested Transactions — even
when using ROLLBACK TRANSACTION toa named

(i.e. marked transaction).
SAVE TRANSACTION (a.k.a. Savepoints)
® Do not affect @@TRANCOUNT

& When you ROLLBACK to a savepoint you must still
“commit” or “rollback” the pending transaction
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Nested Transactions

Issues in Nesting Transactions
¢ Use @@trancount to determine nesting level

® Transactions aren't truly “nested” (even when named),
rollback always rolls back to OUTER most transaction
(@@trancount = 0)

Rollback to a savepoint does NOT decrement
@@trancount — must also commit nested transaction
to decrement @@trancount

Handle errors System Functions to help
& Try/Catch logic handle errors:

® Using session variables @@ERROR
@@TRANCOUNT

@@ROWCOUNT

Handling Errors — The Old Way.

After each statement you need to test the state of
@@ERROR

To centralize error checking code, use labels with
GOTO and RETURN statements

Errors such as data type conversion errors causes
batch to terminate; not every error can be
trapped

Makes for a lot of additional code

IF @@ERROR <> O
BEGIN
RAISERROR...
ROLLBACK
RETURN
=\|D)
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Handling Errors — The New Way;

® SQL Server 2005 adds exception handling

® Error handling in previous SQL Server versions tedious
& @@ERROR set on each statement
& set variable with @@ERROR, then check value
BEGIN-END TRY BEGIN-END CATCH blocks in SOL
2005
semantic equivalent of BEGIN-END blocks
additional functions return error info
can query transaction status
can save @@ERROR equivalent

*See TRY/CATCH in DAT424 on Wednesday — 14:00-15:15, by Bob Beauchemin.

Processing of Stored Procedures

sysobjects
Name, type, etc.
syscomments
Text of object
syscolumns

Execution
(first time
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Compilation/Optimization

Based on parameters supplied
Future executions will reuse the plan

Complete optimization of all code passed (more
on this coming up...statement-based
recompilation and/or modular code!)

Poor coding practices can cause excessive
locking/blocking

Excessive recompilations can cause poor
performance

Recompilation Issues

RECOMPILATION = OPTIMIZATION
OPTIMIZATION = RECOMPILATION

When do you want to recompile?
What options do you have Recompilation?
How do you know you need to recompile?

Do you want to recompile the entire procedure or
only part of it?

Can you test it?
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When to recompile?

When the plan for a given statement within a
procedure is not consistent in execution plan—-due
to parameter changes

Cost of recompilation might be significantly: less
than the execution cost of a bad plan!

Why?

® Faster Execution with a better plan

® Saving plans for reuse is NOT always beneficial
® Some plans should NEVER be saved

Do you want to do this for every procedure?

& No, but start with the highest priority/expensive
procedures first!

CREATE ... WITH'RECOMPILE

When procedure returns widely varying results
When the plan is not consistent
For SMALL procedures
For backward compatibility
Why?
2000: Only complete procedure recompiles
2005: Statement level recompilation

Always target the smallest amount possible to
recompile!
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EXECUTE WITH RECOMPILE

Excellent for Testing

Verify plans for a variety of test cases
EXEC dbo.GetMemberlnfo ‘Tripp' WITH RECOMPILE
EXEC dbo.GetMemberinfo 'T%' WITH RECOMPILE
EXEC dbo.GetMemberinfo '%T%' WITHI RECOMPILE

Do the execution plans match?

Are they consistent?

Yes = then create the procedure normally
No = Determine what should be recompiled

Statement-level Recompilation

® The old way: Modularizing your code
& Doesn't hurt!

® May allow better reuse of code “snippets”

® The new way: “inline recompilation”
& OPTION(RECOMPILE)

® Excellent when parameters cause the execution plan to widely
vany

& Bad because EVERY execution will recompile

& OPTIMIZE FOR ( @variable_name = literal_constant, ...)

& Excellent when large majority of executions generate the same
optimization time

® You don't care that the minority may run slower with a less
than optimal plan?
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Modular Code — Still works!

] Solution?
IF (expression operator exp) Do not use a lot of

SQL Statement Blockl conditional SQL
Statement Blocks
ELSE Call separate stored

SQL Statement Block2 procedures instead!

Scenario 1 — upon; first execution...
Parameters are passed such that the ELSE condition
executes — BOTH Blockl and Block2 are optimized with
the input parameters

Scenario 2 — upon first execution...

Parameters are passed such that the IF condition executes
— ONLY Block1 is optimized. Block2 will be optimized
when a parameter which forces the ELSE condition is
passed.

See ModularProcedures.sql

Development Dilemma

Computation
& Framework
access

Relational
data access
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SQL Server 2005 Toolkit

Relational Data

Progrels & fyges

SQL Server 2005 Toolkit

Semi-Structured
Data

X XVl
AVE GUE AL

ivoe SCHENE

VIININEEXES;
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SQL Server 2005 Toolkit

Unstructured
Data

9

CLR Integrationi Design Goal

Bring framework programming model into the
database tier

Allow business logic to easily migrate to the most
appropriate tier

Enable safe database extensions

Result: stored procedures, triggers, data types
defined in managed code
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CLR Integration

CLR

Hosting
Layer

SQL 0S

Windows

CLR Deeply Integrated
Hosting layer provides
coordination of:

Threads

Memory.

Garbage Collection

Allows System Extension
Scalar Functions
Table Value Eunctions
Types
Aggregates
Procedures
& Data Access

SQL CLR Functionality

osted Dy

in-progiy

SQL Queriess:

SELECH namesERONESuppliner:

AssemibIy:

geam-dll

SQL Data; REINIHIeIE

creaite asselpiyay
create functrens ..
createrprecedure ..

create trigger ..
create type ..

WHERESEeCaEIOn==Diistance (C @point ) < 3

June 11, 2006
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VS Integration

Visual Studio supports a new SQL Server 2005
Project type

& Easy to develop, debug and deploy .NET code
for the database

Integrated debugging experience across
mid-tier and database tier

Seamlessly step cross-language — TSQL and .NET
Set breakpoints anywhere, inspect anything

Increased Productivity

Good Scenario for CLR Usage

Data validation & network traffic reduction
Writing general purpose functions:
Data passed as arguments
Little/no additional data access
Complex computation applied on a row: by row: basis to the data
Scalar types & custom aggregations
Leveraging the power of the .NET Framework
& Access to a rich set of pre-built functionality
Replacing Extended Stored Procedures (XP)

& The CLR is safer:
®  No access violations making SQL Server crash

No leaks making SQL Server slow down & crash
Better performance & scalability (managed memory model)

No security issues...
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Bad Scenario for CLR Usage

June 11, 2006

%

Heavy data access — Transact-SQL set based
access will be faster

@ Don't write SELECT statements as CLR procedures!

Complex types
& 8K size limitation
& All'data is read/re-written when updated

Pre-Aggregation for Reports
® CLR Aggregates cannot be used in Indexed Views

Your application must support previous versions
of SQL Server

Technology for technology’s sake...

XML And Your database

Provides for more efficient storage and access to
semi-structured data

Provides for better integration in Service
Orientated Architectures

Provides malleable data that can be consumed
and transformed by clients and other services

Complements, but does not replace a good
relational schema
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XML Development

Native XML datatype

Optimized on-disk
structure (not “just a blob”)

XML Indexes

Entities & Attributes

XQuery

Integrated withi core relational
operators

Schema Support

Strongly typed XML

CLR/XML Integration

XML TextReader
Access to XSLT

Full Text Search

And more ...

XML Indexes

=,

Primary Index:
& Requires a clustered primary key on the base table

® B-Tree of element and attribute names, node values,
and node types, retains document order and structure,
as well as the path from the root of the XML instance
to each node for efficient evaluation of path
expressions

Secondary Indexes off of the primary XML index
& PATH =» columns (path, value)

& PROPERTY =» columns (PK, path, value)

& VALUE =» columns (value, path)

June 11, 2006
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Scenario for XML Development

Good Scenario: Bad Scenario:
® Data is semi-structured, & "Database in a Cell”

small core of fixed data s Documents are large and

with many, sparsely
populated extended
attributes

& Multi-value Property bags
&  Complex Property bags
s “WordXML"

Documents are large but
rarely updated

updated frequently

Document update
contention is likely:

Data is fiully structured &
populatedi=> candidate for
conversion to relational
schema

Data contains large binany

> Indexing will pay: off

Data is hierarchical
—> regular expressions are
well suited for finding data

objects (2GBtlimitation)

Transact-SQOL Enhancements

ROW_NUMBER

RANK, DENSE_RANK

Common Table Expressions
PIVOT/UNPIVOT

CROSS APPLY and OUTER APPLY
Error handling — TRY/CATCH

DDL Triggers (synchronous)

Event Notifications (asynchronous)
Parameterized TOP
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Whose Fault was SOL Injection?

® OK. We got your attention. It was not you

anyway, of course.

Security for a database developer was a very rude

wake-up call.
We feel your pain.

We can help you — in this session!

Defense in Depth

® Using a layered approach:

¢ |ncreases an attacker’s risk of detection

¢

Application

*

Perimeter

Physical Security

Policies, Procedures, &
Awareness

& Reduces an attacker’s probability of success

Permissions, encryption
Applicationhardeningj authorization
OS hardenmepSOL Server patching
SSL, IPSec, No/problems

Firewalls, packetfilters
Guards, locks, tracking devices,
HSM, tamper-evident labels

DBA education against social
engineering

June 11, 2006
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Application Protection

® Protection against attacks against the application

® Techniques and practices used by the database
code (modules, stored procedures) to avoid being
exploited by callers

& Permissions and ACLs on the data are also part of
application protection from the perspective of the
calling application

Secure Development

How things used to work?
User-schema separation
Granular permissions
EXECUTE AS

SQL Injection (Classic)
SQL Injection (Future)
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Security through' Encapsulation

® Granting access to a process or a method without
direct access to base objects

® How?
@ Grant access to the stored procedures, views and/or
functions without granting access to the base object
® Requires
@ The objects in the dependency chain cannot be broken
(object ownership chaining)

& The user has to have direct base object access (which is
what you're trying to avoid)

Do NOT Give Base Object Access
The SQL Server 2000 Way

dbo.Sales G dbo.DeleteASales

&

Granted execute access
to procedure

Only works when the object
dependencychain is NOT
broken

Only works when the
commands inside of the
stored procedure are not
built/executed dynamically
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User-Schema Separation

Database can contain
multiple schemas

Each schema has an owning
principal — user or role

Each user has a default
schema : Owns
for name resolution ‘

Database objects live
in schemas

Object creation inside
schema requires CREATE

Schemal

June 11, 2006

Database

Userl Approlel

has-default
schemg2 v

Owns.

Owns
Schema2

L

SP1
Fnl

Eermlssmn and ALTER or
ONTROL permission
on the schema

Ownership chaining still
based on owners not
schemas

Default Schema

Used for name resolution purposes
Common name resolution across multiple users
No need to rely on DBO schema

Using DBO schema may result in security: issues
® Object Creation requires higher privileges

® Mitigates concerns resulting from ownership chaining
Instead create “buckets” of objects through
“schemas” where schemas have owners and

developers have default schemas and/or control
on needed schemas
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Do NOT Give Base Object Access
The SQL Server 2005 Way

-

Create a schema — for example one which
contains procedures (and possibly even base
tables) and then GRANT EXECUTE at the schema

level
Add objects to appropriate schema

Grant access to the schema or the individual
objects — if chaining is required, it is;still based on
the owner... the owner of the schema

What if Dynamic String Execution

[ ]

By default — and for better security — if the stored
procedure has a statement which is built
dynamically (using EXEC('string’) or
EXEC(@variable)) then the context under which
the dynamically constructed string executes is
ALWAYS the caller

Which is what helps to prevent some forms of
SQL Injection

This is really a good thing BUT...

Can be limiting
s Enter: EXECUTE AS
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Module Execution Context

Execute AS CALLER
& Default behavior, same as SQL Server 2000

# Use when caller’s permission needs to be checked — or when ownership
chaining will suffice

Execute AS 'UserName'

& Statements execute as the username specified

& |mpersonate permission required on user specified

Execute AS OWNER

& Statements execute as the current owner of the module

& |mpersonate privileges on owner required, at setting| time

&  On ownership change, context is new owner

Execute AS SELF

& Statements execute as the person specifying the execute as clause for the
module — evenif the ownership changes

& May be useful in application scenarios where calling context may change

EXECUTE AS...

® Solves problems

® Allows permissions to be granted where never possible
(e.g. granting truncate table)

¢ Wrap ANYTHING inside a stored procedure andiset the
context to run as someone who has permissions — even
dynamic string execution — then give execute
permission

® Creates potential for further SQL Injection

& What if you're code is not well tested and uses
dynamically executed strings
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SQL Injection

® SQL statement(s) or clause(s) injected into an
existing SQL command

® |njected string appended to application input
& Text boxes
& Query strings
@ Manipulated values in HTML

® Why SOL injection works?

& Application accepts arbitrary user input

® Connection made in context of higher privileged
account

SQL Injection Mitigation

Do not trust the user’s input!
® | ook for valid input and reject everything else
& Protect identifiers with QUOTENAME()

& Regular expressions are your friend!

Do not use string concatenation

& Use parameterized queries to build queries
Restrict information in error messages
Use a low-privileged account

#

& DO NOT use sa or sysadmin role member
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Data Protection

® Use of cryptography to protect the data layer
from theft or manipulation

® Particularly important if offline data is in transit

® |mportant for regulatory reasons
& Prevent admin from access
® Sarbanes Oxley:

® Manipulation (integrity) protection uses digital
signatures

& Not implemented for data in SQL Server 2005
& (Can overcome this with judicious use of encryption alone

® |mplemented for code signing

Check Your OS

® Verify what alﬁorithms
supported by your OS,
as tﬁis depends on your 06 (64)
CSP (Cryptographic 3DES 128
Services Provider) --
sys.symmetric_keys AES128 -
For example, we found |AES192 -
the following during <TG
testing — thismay ~ |AE2%6 | -~ |
change in the future
c

At present, there is no
way to change the
CSP...
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Before You Begin

® Your DBA must ensure that the server has a
Service Master Key (SMK) that agrees with your
disaster recovery strategy and a Database Master
Key (DMK) has been created for each database
that will use encryption

i

® There are serious implications on security (use strong
password for SQL service account) and for disaster
recovery.

& ALTER SERVICE MASTER KEY can be used to change recovery
options

CREATE MASTER KEY ENCRYPTION BY PASSWORD: =

& Use a strong password, write it down, keep it safe

Key Generation

The key should be impossible to guess. Preferably

random.

® CREATE SYMMETRIC... will generate a fairly random
key for you — good!

You can base the key on data supplied by you; use
KEY_SOURCE* clause — good for generating identical
keys from a high-quality password

Note: KEY_SOURCE may be renamed to
DERIVED_FROM in the released version
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Passwords

Make sure passwords used to protect or create keys are
very strong

In our opinion, it is better to create a very long and
complex password that you will have to write down and
store in a well-protected safe in your company

& You can divide it into two halves and store in separate envelopes
in different safes

E.g.: *87 (HyFdIKRM?_764#{ C-*UGREJ*(NSE”_+7$(

® No dictionary words, more than 20 characters; many non-printing
characters

& Challenge: usability!

Consider also:

& Not keeping passwords as text in your code, but store and retrieve
them through DPAPI and a .NET component

& Using good quality password generators

Key Protection

SQL Server 2005 insists that the key you create is further
encrypted for its protection

& Yes, that's double-encryption, but that is not double-security.
Actually, it reduces security a little in some cases

CREATE SYMMETRIC...ENCRYPT BY
& PASSWORD

.

&  Your (v. good) password generates a key to 3DES encrypt the key you
are protecting

® Note, 3DES is less secure than AES, so this

CERTIFICATE

8 Your key is encrypted using the public key of a certificate
& This, in essence, is hybrid encryption

& |f private key is kept secure (and offline), this is a very good way to
protect a symmetric key

Or another SYMMETRIC or ASYMMETRIC key — less useful but
interesting
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Encryption

Create or retrieve the key

Open the key — this means decrypt it with its
(secondary) password or certificate or other key

Use function ENCRYPTBYKEY inside DML

Decryption

Create or retrieve the key
Open the key

Use function DECRYPTBYKEY inside SELECT and
all other DML
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Performance Issues

As you know, security is expensive

Asymmetric encryption alone is not viable for
large amounts of data

Symmetric cryptography can be both strong and
fast: AES

Hybrid encryption is fast enough andisolves the
problem of symmetric key distribution logistics

Don't encrypt everything, this rarely’makes sense
and would be very costly — and does not allow.
indexing (re: salting the data)

But, our (suspect) performance tests showed that
all algorithms were as fast as each other. This is
not what we expected, and either signifies other
overheads which cancel out the differences...

Secure Connections

SQL Server 2005 can use SSL to encrypt the
channel between clients and the server

Encryption is “auto-on” for initial authentication

Must be turned on (ForceEncryption=Yes) to
ensure secure communication

Security must be weighed against performance
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Top 10 Best Practices in Security.

Risk assessment and threat analysis
Trap “"developer quality” error messages
Avoid using dynamic string execution
Think encryption for sensitive data

Do not create objects in DBO schema
Hide underlying application schema
Use Roles for managing permissions
Account for catalog security

Avoid encryption as it precludes indexing and
performance

. Know your CSP. Check allowed key lengths if
needed. Chose carefully!

BT 00 S0y v s e N

=
o

Performance and Scalability

Using Indexes
Index Concepts
Table and Index Internals

Initial Table Design
® The Clustered Index Debate

Secondary Non-clustered Indexes
Letting ITW/DTA Help!
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Index Concepts — Book Analogy

Think of a book — with indexes in the back
The book has one form of logical ordering

For references — you use the indexes in the back... to find
the data in which you are interested you look up the key

When you find the key — you must lookup the data based
on its location... i.e. a "“bookmark” lookup

The bookmark always depends on the (boek) content
order

na Species C N Index — Animals by Habitat, Name
ndex — Species Common Name Ak T

//
Index — Animal by Type, Name 4 Index — Species Scientific Name
Bird, Mammal, Reptile, etc...

_ Index — Animal by
Index — Animal by Continent, Country, Name
Country, Name

Index Concepts — Tree Analogy.

® |f a tree were data and you were looking for
leaves with a certain property, you would have
two options to find that data....

Touch every leaf — interrogating
each one to determine if they
held that property...SCAN

If those leaves (which had that
property) were grouped such
that you could start at the
root, move to the branch and
then directly to those
leaves...SEEK
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Table Structure'— Heap

Table without a Clustered Index
Records are NOT ORDERED
No Doubly-Linked List

Access via HoBT Map — Heap or B-Tree Map
HoBT = 8K Page (Chain) which Tracks Object Usage
1 per Table PARTITION (Heap or B-tree)
For each Partition 1 per type (Data, LOB, Row-overflow),
per File, per 4 GB
If NO Indexes exist — a full Table Scan required.
At least 4000 I/Os on the Employee Table Heap.

4000 Pages of Employees in No Specific Order

189, Jones, ... 675, Jameson, ... 1, Griffith, ... 30234, Pickett, ... 456, Lange, ... 69872, Vickney, ..

96, Thomas, ... 79893, Tanner, ... |l 4568, Connelly, ... 2345, Smith, ...
8959, Smith, ... 42, Alberts, ... 957, Sanders, ...

8, Johnson, ... 12345, Kent, ... 777, Zender, ...

16890, Edwars, .. Jill 56907, Hawks, ...
8959, Dawson, ... 56789, Young, ... 12, Folley, ...
7893, Uckley, ... 264, Nelson, ... 46999, Ish, ...

Filel, Page 497 Filel, Page 498 Filel, Page 499 Filel, Page 5345 Filel, Page 5346 Filel, Page 5347

Table Structure — Clustered Table

Two components — B-tree/Leaf Level
Ordered Structure — maintained logically after creation

Balanced-Tree
Total Overhead
in terms of Disk

Space

= 6 Pages

Intermediate Level .- or<1%

=5 Pages .-’

Filel, Page 12986
1, Griffith, ...

79941, Baker, ... 79961, Kiesow, ... Bl 79981, Geller, ...
2, Ulaska, ...

79942, Shehy, 79962, Simon, . 79982, Smith, .
3, Johnson, 79943, La 79963, Gell

7o

File1, Page 5982 File1, Page 5983 File1, Page 5984 Filel, Page 11231  Filel, Page 11232  Filel, Page 11233
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Clustered Index Overview

Not Required — Although Highly
Recommended

Only One Per Table
Physical Order Applied at Creation

Logical Order Maintained throtigh a
Doubly-Linked List

Requires ongoing and automated
maintenance

Need to choose WISELY!

Clustered Index Criteria

Unique

® Yes— No overhead, data takes care of this criteria

& NO - SQL Server must “uniquify” the rows on INSERT.
This costs time and space. Each duplicate has a 4-byte “uniquifier.”
Narrow

& VYes— Keeps the NC indexes narrow.
& NO - Possibly wastes space

Static

& Yes— Improves Performance
& NO - Costly to maintain during updates to the key:

In fact, a column that'’s ever increasing (identity)
is often ideal...
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Clustering Key Choices

Identity column

Order Date, identity

¢ Not date alone as not unique

GUID

& Populated by client-side call to .NET client guid
generator — NOT as the CL key but may: be the Primary
Key:
Populated by server-side newid() function
¢ No pattern

Populated by NEW server-side newsequentialid()
function
® (Creates an ever-increasing pattern

Key point: As narrow as possible

Finding the Right Balance

Determine Primary Usage of Table — OLTP vs.
OLAP vs. Combo?
This determines Clustered Index

Create Constraints — Primary Key and
Alternate/Candidate Keys

Manually Add Indexes to Foreigni Key: Constraints

Capture a Workload(s) and analyze with Database
Tuning Advisor (2005)

Add additional indexes to help improve SARGs,
Joins, Aggregations

Are you done? NO!
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Fragmentation in the Leaf Level oi an
Index (regardless of type)

Data Modifications [can] lead to Fragmentation
INSERT

& Yes — Key value is not ever increasing/decreasing
® NO - Key is ever increasing/decreasing

UPDATE

& Yes— Updates... to variable width columns —where the values are
getting wider andi resulting row length no lenger fits on page

& NO - Columns are fixed width, columns have “place holder”
values (i.e. DEFAULT constraints) to minimize row expansion on
update OR no updates after insert

DELETE
€ Yes — Deletes are singleton deletes (swiss cheese problem)

& NO - Deletes are RANGE deletes for archival purposes (where
entire pages are emptied)

Indexing Summary

Indexing is the closest thing to a magic bullet

But — you need to “find the right balance” and
prioritize — know your data!

Proper maintenance policies/procedures are
what’s going to keep you in check

Good design practices will give you better
performance AND more access to features!

And — if you're working hard on your database
structures then you can take your perfarmance
even further with disk and log improvements!

Testing, Testing, Testing

*See Advanced Indexing Strategies in DAT437 on Thursday — 16:30-17:45, by Kimberly L. Tripp
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The Zen of Caching
Caching at the Middle Tier
Caching on the Client

Caching Zen

Moving information to a location where it can be
accessed very quickly

® From main memory to high-speed memory on the
processor

From the hard drive to main memory

From main memory on one machine tojanother
machine

Caching is framework for managing state
® State being data + status
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Caching Zen: Why?

® Performance

® Store the data as close as possible to consumer

® Scalability

® Common data is often processed the same way for
multiple users

@ Process it once and store the results
& Availability

® Provide access to data even when the primary data
store or service is unavailable

Caching Zen: When?

® On-demand: cache the data after it has been
requested and formatted

® A priori: preload the cache with both raw and
formatted data

® Combine the two
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Caching Zen: Where?

Generally as close to the data consumer as
possible—wherever accessing the cache can help
with

Performance

Scalability

Availability
Actual cache storage can be

® Memory resident—often on servers
® Disk resident—often on client

Caching Zen: Issues

Staleness
Coherency
Security
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Staleness

& Data that is cached becomes obsolete

& Staleness is the difference between the master
data’s current value and the current version that
is cached

® Staleness is relative to how often the master copy
of the data changes and how tolerant an
application is to stale data

Coherency

® |arge systems often have multiple caches
& Often seen with web server farms

® Caches need to kept in sync otherwise clients can
get inconsistent results
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Security

Data stored in cache needs to protected

Application logic can enforce access rules to in-
memory cache on servers

Client-side cache might require both in-memory
and disk level protection

Spyware

Unsafe networks

Users

Staleness Solution

® Cache expiration settings based upon the
application’s tolerance to stale data

® (Can be time driven where cache is reloaded
based upon an expiration setting

® (Can be data driven where cache is updatediwhen
master data is updated
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Coherency Solution

stores, updates can occur
& At the same time

& \Works when cache is small and speed of update is quick
@ At defined intervals

& \Works when cache is large and cache is load-balanced

Security Solution

=,

® Store cache data encrypted

_s

SOUrce are secure

® Depending upon the number of distinct cache

® Ensure communications between cache and data

June 11, 2006
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Cache Sync

New feature of SQL Server 2005

Cache source creates data based subscription that
server will monitor

When data changes, server notifies subscriber of
change and reason

& Uses new Service Broker infrastructure

Exposed in SQLClient 2.0 and ASP.NET 2.0

® High-level and low-level implementations available

State Transformation Pipeline

State can be presented in many formats

® Raw data object to business object to presentation
object

Caching possible at any and all points in the
pipeline

Ty =} =)
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Caching at the Middle Tier

® Prefer existing host processes and services

¢ COM+ components and object pooling
® [IS with ASP.NET

® Use custom services as needed

& Windows Services with custom endpoint and cache
engines

Caching at the Client Tier.

Local services

& SQL Server Express

® Custom Windows Services
In-memory

SQL Everywhere
System.Web.Caching
DataSets

Custom objects
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SQL Server Profiler
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Database Tuning Advisor

Monitoring
A Unified Approach

Supports multiple logs
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Windows Event Viewer
Application Log
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Accessing “System” Information

Client Applications

Backward Compatibility Views
INFORMATION_SCHEMA Views

Catalog Views
Built-in Functions

Metadata Security Layer
VIEW DEFINITION Permissions

~ . Other
SQL Server Catalog — Persisted State SQL Server

“System Base Tables” metadata

Backward Compatibility Views

Used to access many frequently used columns
from SQL Server 2000 system tables (e.g.
sysobjects table is now sys.objects view)

Many limits removed (can have more than 32767
users). Columns that expect a smallint may cause
overflow, or return O/NULL

Some columns/values no longer used (e.g.
sysindexes.FirstlAM and sysindexes.RowModCtr)

Should move to catalog views and functions for
replacement (be aware that it's NOT just simple
search and replace for sysobjects = sys.objects)

& sysobjects.id = sys.objects.object_id
® sysindexes.indid = sys.indexes.index_id
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Accessing System Information
Using the new “sys” schema

-

The schema that contains all the engine’s system
objects

® The catalog views and compatibility views
® System stored procedures, functions, etc...

The sys schema appears in every database

Metadata describing user objects isimaterialized
through catalog views in the resource database

Metadata describing the system objects
themselves is materialized through other catalog
views in the sys schema

SELECT * FROM sys.system_objects

Similar concept to INFORMATION_SCHEMA;
however, sys is not an ANSI/ISO standard

Dynamic Management Views

(]

Views built on top of internal structures
Ideal for tracking performance

dm_exec_* dm_repl_*
Execution of user code and associated Replication
connections dm broker *
dm_os_* SQL Service Broker
Memory, locking & scheduling dm fts *

- *
dm_tran_ Full Text Search
Transactions & isolation dm_gn_*

dm_io_* Query Notifications
I/O on network and disks dm clr *

dm_db_* Common Language Runtime
Databases and database objects
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DM_ Object Interface

SQL Server Relational Engine

SPs, Views,

Tables, etc. ol .
\ Monitoring

or

7 Diagnostic

i Application
Resource DB DMVs
(visible as “sys” and
" DMFs

Some existed,
yet not
exposed

Operational Aggregate
™= Memory Statistical
Structures Data

Finding DM Objects

Three object types:

& \iew

® |nline Table-valued Function

® Multi-statement Table-valued Function

SEEECINESO . *;

FROM sys.system objects AS so
WHERE so.name LIKE N*dm_ %"
ORDER BY so.type

0 Hidden Slide
S=""Ww/extra details
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Using DM Obj

ects

What type of object is it?
SELECT dbo.DMObjectType(N*dm_obj name*®)

If it's a function — what are the input parameters, their

order and type?
SELECT

FROM dbo.DVMFunctionParams(N®dm_obj_name*)
ORDER BY ParameterPosition

What's the result set?

SELECT *

FROM dboe.DNMObjectColumns(N=dm_obj name*®)
ORDER BY ColumnPosition

To create these procedures use: “DMObjects.sql”

Using DM Objects

o Hidden Slide
S=""w/extra details

® Find out all of this with one simple sproc:
EXEC dbo.sp_GetDMObjectinfo N*dm_obj name*®

E. Microsoft 50L Server Management Studio
P Edt Vew Query Project Jook Window Comenunty

e

Quevoeey 3 DD EH0 SH@ B EBES,

v ¥ egecute o
' ROADRUNNERKT),.DMOBbjects.sql
8 || 31 Edinor| O Resums |y Massages

& i master

Dynamic Management Object Type

3 |Dynamic Management Function

DMOb jec thame

|dm_db_index_physical_stats
dm_db_index_physical_stats
dm_db_index_physical_stats
dm_db_index_physical_stats
dm_db_index_physical_stats

DMObjectName
|dm_db_index_physical_stats
~dm_db_index_physical_stats
dm_db_index_physical_stats
dm_db_index_physical_stats
dm_db_index_physical_stats
dm_db_index_physical_stats

ParameterPosition

ColumnPosition

S AT o V= Woe ][5

ParameterName
@patabaseId
@objectId
@IndexId
@PartitionNumber
@Mode

ColumnHeader
database_id
object_id

index_id
partition_number
index_type_desc
alloc_unit_type_desc

To create these procedures use: “DMObjects.sql”

DataType MaxLe...
smallint 2
int 4
int 4
int 4
nvarchar 40

object_

=-333557

=333557

-33355%

-333557

-333557
#|

DataType MaxLen *

smallint

int

int

int

nvarchar

nvarchar

0 Hidden Slide
S=""Ww/extra details
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How DMVs Improve Access

& SQL Server 2000: DBCC SHOWCONTIG
® Not tabular by default

¥

& Difficult to programmatically analyze

=

& Pre-create temp table, complete definition with data types

=

&  |Must use dynamic string execution to execute results intoitemp table

® SQL Server 2005:
sys.dm_db_index_physical_stats(palams)
® Table-valued function returns tabular set

& EASY to programmatically analyze
& (Can use SELECT INTO to catch result set

=

& No dynamic string execution needed!

See Link in Resources to “Troubleshooting Performance Problems” for whitepaper.

SQL Server Profiler

Trace Properties

Analyze the SQL Server Database
Engine and Analysis Services

General =vents Selection | Events Extracton Settings

Select the server svent dasees to trace.

Significantly easier to setup
(Events, Data Columns and Filter
dialogs combined)

Special Events: Service Broker,
Notification Senvices, etc...

Special Event types: Showplan
XML andl Deadlock Graph — can
be saved to files

Supports pause and modify.

Can Profile SQL Server 2000 and
2005

Permissions to profile are
grantable

2

Everts |Teata & | 400
™ Auto State r
[ Showplan Text (Unzncoced) r
™ Showplan Text
[~ Showplan Statistics Profils

Showplan XML Stlistics Profile
™ Showplan XML ForGuery Comlle
™ Showplan Al
W Pefomance statistics
T Showplan All For Query Compile

- Samns

[V showall gvents [~ showal
—Showplan XML

Occurs when SQL Server executes a SGL Statement, Indude the
| eventdass stores each evert as a well defined XML document.

Mo data column selected.
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Profiler Ul Condensed

Trace Properties

General Events Selection | Events Extraction Settings ]

g Select the server event dasses to trace.

Events ﬁmData 7 1App|ic:a1ionNama T ] MTUserName &7 1 LoginName ¥ ICPU g ] Reac 4
[~ Auto Stats [
[~ Showplan Test {Unencoded) I3
[~ Showplan Text
[~ Showplan Statistics Profile
59 Showplan XML
[ Showplan XML Statistics Profie
[~ Showplan XML For Query Compile
[~ Showplan Al
[¥ Performance statistics
[~ Showplan All For Query Compile

r

| o 3 o e o |
| o o 2 o o | o

+ Srans

v Show all events ™ Show all columns Organize Columns. ..

—Showplan XML -

Oceurs when SQL Server executes a SQL Statement, Indude the Showplan XML event dass to identify the Showplan operators, The
event dass stores each event as a well defined XML document.

[~ Mo data column selected. -

Pe

-

D efi n e 85 Performance

@ File Action View Favorites Window Help

® i e+ @@ 2 D
O bJeCtS (com plete (21 Console Root Name | Comment

g rou pS) g System Monitor £8 System Overview This sample log prov

rformance Logs and Alert
Counter Logs

Counters ) T Los
Sample Interval NewL0g etgaFom..
File Location st

Yiew 3

Start log (time) 5

Line up Icons

Stop log (time) e

<] I |[>]

Create a new performance counter log configuration
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System Monitor Integration
Performance Counter Logs

June 11,

Create a Profiler Trace

Create a Performance Monitor
Log

Open Trace (complete load), Use
File — Import Performance Data,
Select Objects/Counters...

Works solely based on time —
make sure the two clients (if;
different) are time correlated

Can select in either data set and
indicators correlate

Works with SQL Server 2000 and
SQL Server 2005

E= SOL Server Profiler

Cie Cdt Wew Reploy Tools Window Lkp

EEE IR BT L ETE

- CREATE IDEX Covesng 1 on charge(charge:

~CREATE INDEX Covering2 on chamgefmember

Execution Tree Streem Aggregate
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Profiler with Performance Monitor

SO0 Server Profiler
Ele Ede Yew feplay Toos \indow tep
ANSA S8 » 0 n|s

% &\Perflogs\CreditTrace.tre

VEARADNR el P

x|
| | EveraClass TenData Aoplosentioms Logn¥ia._| C... | Rea._| Wries | Durstion | ClertProcessiD | SPIC] Stort Teme [ =l
501 BaichSianng Ham'y the final compassons query SELECT member o AS Member  SCL Guery Analyrer | widepo REDMO. u 2 2005081912584
Exscuton Fan Exncution Tree SaeORDER BY (chage] pmembar_na| AS 500 Query Analyrer  wisspn  BEOMO g L+
Server Mesory (harnge 1
SO BatchCompisind arn's the frul compadsons quary SELECT mamber_pio A5 Member SO0 Ouery Srslyrer  wédpp  REOMO. 3 0 €565 a0 5
0L BalchRaing = CREATE INDEX Coverng | on chargeicharge_amt. member_no] = .. 50L Query Analyoer  védsn REDMO. E w
Executon Plan Exscution Tree ———— SotORDER Y. (fcharge] member_na) AS.. | S0 Query Analyoer | véaon REDMO. 340 & ’.’.C.nli 912595
SOl BatchComplsted — CREATE INDEX: Ten .marber nd) - .| SOLOuey nohaer viawe  REDMO. 3. 0 0 4500 340 £ 205061912595
SOLBatchStatng ~CREATE INDEX Covenng2 on champeimamber_no. charge_smt) - In...  SOL Query Anslyzer | vidipo REDMO. 30 52 2005061912595
Bxtcution Plan Bxsoution T —— Setm AQrecatelGROUP BY chargelime... SOL Query Anslyaer  viaip0 REDMO. 30 52 2005061912595 :!
100 —
T~ - -
] / ~ P
A
A -~
[ /__f R —
/ — . Y
40 -~ \
~ p - W
i /A
£ 4

1:ﬂs'uPm:ss'umu-sahmz-sa'dsmzs&'esmu 58,47 PHI 125948 PMT2 5343 PM 1258 50 PM 125851 PM 125352 PM 125353 PM 12.59 54 PM 125955 PA 12 5956 PM 125857 PM 125858 PM125358 M

[F o 5eme | Courter [ [ instance ] Computer
—p—

4 Vaive

|Seected Ve [SesctedTme |
103 % Processor Time Processor 0 WROADRUNNE N 608 61372005125
=3 16.11 Aoy, Diske Cumue Pryscolliskc Total \ROADRUNNE 052 542 S 19/2005 12:58:
= 000 Avg Diskc Bytes. PryscalDiskc Toea  VROADRUNNE 4391018 2
[+ 000 Avg. Deskc Bytea. Pryneaiisc Toed  VAOADRUNNE 4184 77

REATE INDEX Co chargeicharge_amt, member_n)
Tl e by e BR01 mFr

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may

be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop. Because
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee

the accuracy of any information provided after the date of this presentation.

MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.

2006

115



Microsoft TechEd 2006

June 11, 2006

Database Engine Tuning Advisor

Partitioning recommendations
Time-bound tuning

Indexes with Included columns
XML Input/Output

Drop ONLY mode

Parameterized command line
execution

Import previously saved Session
Definition (XMIL format)

Workload options
& Can be a *.trc, *.sgl or *.xml format
& (Can be a SQL Server Table

Session Summary.

i Database Engine Tuning Advisor

Filo  Edit  Miow  Actions

Ui | 3| b start Anlysis

Tools  Window  Holp

HEB | P

Connect | 37 |4
= (b SOLLAUNCHYPCASOLD
[ Administrator 10413/

3=

Ml General
D 0
Hama | Admiristiator 041
E Status
Creation tin| 10/12/2005 £33
Status | Floads

SALLAUNCHYFPCASQLDevD1 -4

|| Genesl

| uning Jphions |_
¥ Limit biring time:

Stopat | Thusday , October

Physical Design Structures (PD3] to use in|
© ndexes and indexed views
& ndexes
€ Zvaluate utilization of existing POS
Partitioving streteqy to employ
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Building a scalable, reliable, performant, real-
world system takes MANY steps...

There’s no magic bullet!

But, it is possible...

using a myriad of techniques!

Review Blog Entries for demo scripts and all

resource links:
® Kimberly’s Blog:

® http://www.SOLskills.com/blogs/Kimberly

® Brian's Blog:

& http://www.mcwtech.com/cs/blogs/brianr/
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TechNet Webcast Series

http:

www.microsoft.com/events/series/technetsqlserver2005.mspx

Session 1: A Fast-paced Feature Overview and Series Introduction
Session 2: Security, presented by Bob Beauchemin, SQLskills.com

Session 3: Understanding Installation Options and Initial
Configuration

Session 4: Upgrade Considerations and Migration Paths
Session 5: Effective Use of the New Management Tools

Session 6: New Application Design Patterns for'Scalability and
Availability and the Operational Impacts of: Service Broker,
presented by Bob Beauchemin, SQLskills.com

Session 7: Technologies and Features to Improve Availability

Session 8: Implementing Database Mirroring, Part 1 of 2,
presented by Mark Wistrom, Database Mirroring Program Manager,
Microsoft Corp.

Session 9: Implementing Database Mirroring, Part 2 of 2
Session 10: Recovering from Human Error
Session 11: Best Practices and Series Wrap-up

MSDN Webcast Series

www.microsoft.com/events/series/msdnsalserver2005.mspx

Session 1: Interaction Between Data and Log
Session 2: Recovery Models

Session 3: Table Optimization Strategies

Session 4: Optimization Through Indexes

Session 5: Optimization Through Maintenance
Session 6: Isolation, Locking, and Blocking

Session 7: Optimizing Procedural Code

Session 8: Table and Index Partitioning

Session 9: Profiling/Server-side Trace Queues
Session 10: Common Roadblocks, A Series Wrapup
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ONLINE Indexing Presentations

Microsoft® SQL Server™ 2005

SQL Server Index Defragmentation Best Practices
http://www.microsoft.com/emea/itsshowtime/sessionh.aspx2videoi

&  Microsoft® SQL Server™ 2000

Indexing for Performance — Finding the Right Balance
http://msevents.microsoft.com/CUI/EventDetail.aspx?EventID=103
2254503&Culture=en-US

Indexing for Performance — Proper Index Maintenance
http://msevents.microsoft.com/CUl/EventDetail.aspx?EventID=103
2256511 &Culture=en-US

Indexing Whitepapers

& SQL Server 2005

L

Improving Performance with SQL Server 2005 Indexed
Views

http://www.microsoft.com/technet/prodtechnol/sql/20
05/ipsglOS5iv.mspx

Statistics Used by the Query Optimizer ini Microsoft
SOL Server 2005
http://www.microsoft.com/technet/prodtechnol/sal/20
05/grystats.mspx
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Indexing Whitepapers

& SQL Server 2000

® Improving Performance with SQL Server 2000 Indexed
Views

http://www.microsoft.com/technet/prodtechnol/sqgl/20
00/maintain/indexvw.mspx

Statistics Used by the Query Optimizer in Microsoft
SQL Server 2000

http://msdn.microsoft.com/library/en-
sdnsl2khtm|statuer .asp

Microsoft SQL Server 2000 Index Defragmentation Best
Practices

http://www.microsoft.com/technet/prodtechnol/sqgl/20
00/maintain/ss2kidbp.mspx

PDF of Slide Content is Available
Onllne

200606TechEd Preconf. Zip
Use a password of Tech!Ed@2006 to unzip

Please respect our IP and do not give out the
link/password to people who did not attend this
workshop!

Thanks so much, kt & br
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Please double-check the times and location

Thank you! Hope to see you again

DAT Chalk Talk: SQL Server 2005: Leveraging the
Availability and Scalability Features of the Enterprise
Edition, Monday, June 12, 17:00-18:15

DAT325: SOL Server Always On Technologies: Best
Practices in Building Robust, Recoverable and Reliable
Systems, Tuesday, June 13, 10:15-11:30, 52 AB

DAT413: SQL Server Always On Technologies: Disaster
Recovery Strategies for Isolated Damage and Human
Error, Wednesday, June 14 2:00 PM - 3:15 PM, 151 AB

DAT Chalk Talk: SQL Server 2005: SQLCMD Tips and
Tricks, Thursday, June 15, 14:45-16:00

DAT437: SQL Server 2005: Advanced Indexing Strategies,
Thursday, June 15, 16:30-17:45, 253 ABC

Please remember to complete your session evaluation!

Please double-check the times and location

Thank you! Hope to see you again

<

DEV307: Delving into Visual Studio 2005 Team
Edition for Software Developers
Monday, June 12 13:30-14:45, Grand Ballroom A

DEV307R: Delving into Visual Studio 2005 Team
Edition for Software Developers
Wednesday, June 14 15:45-17:00, 109 AB

DAT338: Deploying SQL Server Applications
Friday, June 16 10:45-12:00, 259 AB

DAT Customer Q&A
Friday, June 16 12:00-13:30, DAT TLC

Please remember to complete your session evaluation!
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Thank you.
Please fill out your evaluation,

A SOl

Brian A. Randell Kimberly L. Tripp
Senior Consultant President and Founder
http://www.MCWTech.com http://www.SQLskills.com

Fill out a session
evaluation on
CommNet anad

Win an XBOX 360!

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may
be registered trademarks and/or trademarks in the U.S. and/or other countries.

The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop. Because
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee

the accuracy of any information provided after the date of this presentation. 12 1
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION.



Microsoft TechEd 2006 June 11, 2006

Microsoft

Your potential. Our passion.™
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