
Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 11

Making the Most of SQL Server 2005:
Developing World Class 
Database Applications 

Making the Most of SQL Server 2005:
Developing World Class 
Database Applications 

Brian A. Randell Brian A. Randell 
Senior ConsultantSenior Consultant
http://www.MCWTech.com

Kimberly L. TrippKimberly L. Tripp
President and FounderPresident and Founder
http://www.SQLskills.com



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 22

About BrianAbout Brian

Senior Consultant with Senior Consultant with 
MCW Technologies, LLCMCW Technologies, LLC
Contact me via my blog or eContact me via my blog or e--mail: mail: 

http://www.mcwtech.com/cs/blogs/brianr/http://www.mcwtech.com/cs/blogs/brianr/
brianr@mcwtech.combrianr@mcwtech.com

Visual Basic MVPVisual Basic MVP
Author of Visual Studio 2005 Author of Visual Studio 2005 
Team Edition for Database Professionals Team Edition for Database Professionals 
HandsHands--on Labson Labs
Manager and coManager and co--author of author of 
Microsoft SQL Server 2005 Microsoft SQL Server 2005 
HandsHands--on Labson Labs
Author of Core Team System training courseAuthor of Core Team System training course
CoCo--author of Effective Visual Basicauthor of Effective Visual Basic

About KimberlyAbout Kimberly
Consultant/Trainer/Speaker/WriterConsultant/Trainer/Speaker/Writer
Founder, Founder, SYSSYSolutions, Inc.olutions, Inc. ((www.SQLskills.comwww.SQLskills.com))

ee--mail: mail: Kimberly@SQLskills.comKimberly@SQLskills.com
blog: blog: http://www.SQLskills.com/blogs/Kimberlyhttp://www.SQLskills.com/blogs/Kimberly

Microsoft Regional Director and SQL Server MVP Microsoft Regional Director and SQL Server MVP 
Writer/Editor for SQL Magazine Writer/Editor for SQL Magazine www.sqlmag.comwww.sqlmag.com
Author of the Database Mirroring HOL (DAT070) and the Table and Author of the Database Mirroring HOL (DAT070) and the Table and 
Indexing HOL (DAT010) as well as presenting these sessions: DAT3Indexing HOL (DAT010) as well as presenting these sessions: DAT325, 25, 
DAT413 and DAT437 and two chalk talks: on MondayDAT413 and DAT437 and two chalk talks: on Monday--Why Enterprise Why Enterprise 
Edition and on ThursdayEdition and on Thursday--SQLCMD Tips/Tricks)SQLCMD Tips/Tricks)
Author of several SQL Server 2005 Whitepapers on MSDN/TechNet Author of several SQL Server 2005 Whitepapers on MSDN/TechNet ––
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I (we) still love this stuffI (we) still love this stuff…… Feel free to ask questions!Feel free to ask questions!
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XML supportXML support
SELECT SELECT …… FOR XMLFOR XML
OpenXML OpenXML 
XML ViewsXML Views
XML UpdategramsXML Updategrams
XML View MapperXML View Mapper
XML Bulk LoadXML Bulk Load

URL and HTTP db accessURL and HTTP db access
HTTP access to cubesHTTP access to cubes
MultiMulti--instance supportinstance support
Integrated Data MiningIntegrated Data Mining
FullFull--Text Search in formatted Text Search in formatted 
docsdocs
English Query for the WebEnglish Query for the Web
C2 security rating (NSA)C2 security rating (NSA)
Installation disk imagingInstallation disk imaging
Active Directory integrationActive Directory integration
SelfSelf--management and tuningmanagement and tuning
Distributed Partitioned ViewsDistributed Partitioned Views

Log ShippingLog Shipping
Parallel CREATE INDEXParallel CREATE INDEX
Parallel scanParallel scan
Parallel DBCCParallel DBCC
Failover clusteringFailover clustering
Failover cluster managementFailover cluster management
32 CPU SMP system support32 CPU SMP system support
64 GB RAM support64 GB RAM support
VIA SAN supportVIA SAN support
Indexed viewsIndexed views
ROLAP dimension storage ROLAP dimension storage 
Distributed Partitioned CubesDistributed Partitioned Cubes
Online index reorganizationOnline index reorganization
Differential backupDifferential backup
UserUser--defined functionsdefined functions
ServerServer--less snapshot backupless snapshot backup
SQL Query Analyzer debuggerSQL Query Analyzer debugger
New data typesNew data types

ColumnColumn--level level 
collationscollations
Virtual Cube EditorVirtual Cube Editor
Linked cubesLinked cubes
MDX BuilderMDX Builder
DimensionsDimensions
Security in Analysis Security in Analysis 
ServicesServices
OLAP ActionsOLAP Actions
Custom rollupsCustom rollups
Cascading Cascading 
referential referential 
integrity and actionsintegrity and actions
INSTEAD OF INSTEAD OF 
triggerstriggers
Indexes on Indexes on 
computed columnscomputed columns
Queued replicationQueued replication
DTS enhancementsDTS enhancements
Copy Database Copy Database 
WizardWizard

SQL Server 2000SQL Server 2000
A Major ReleaseA Major Release

SQL Server SQL Server 20052005
.NET Framework.NET Framework

Common Language Runtime IntegrationCommon Language Runtime Integration
UserUser--defined Aggregatesdefined Aggregates
UserUser--defined Data Typesdefined Data Types
UserUser--defined Functionsdefined Functions
SQL Server .NET Data ProviderSQL Server .NET Data Provider
Extended TriggersExtended Triggers

Data TypesData Types
New XML New XML DatatypeDatatype
n/varchar(maxn/varchar(max))

SQL Server EngineSQL Server Engine
New Message Service BrokerNew Message Service Broker
HTTP Support (Native HTTP)HTTP Support (Native HTTP)
Database Tuning Advisor Database Tuning Advisor 
Enhanced Read ahead & scanEnhanced Read ahead & scan
Online Index RebuildOnline Index Rebuild
Multiple Active Result Sets Multiple Active Result Sets 
Persisted Computed ColumnsPersisted Computed Columns
Queuing SupportQueuing Support
Snapshot Isolation LevelSnapshot Isolation Level
NonNon--blocking Read Committed blocking Read Committed 
Table and Index PartitioningTable and Index Partitioning
NUMA supportNUMA support

Database Availability and RedundancyDatabase Availability and Redundancy
FailFail--over Clustering (up to 8 node)over Clustering (up to 8 node)
Enhanced MultiEnhanced Multi--instance Supportinstance Support
Database MirroringDatabase Mirroring
Database SnapshotsDatabase Snapshots

XMLXML
XQUERY Support (Server & Mid Tier)XQUERY Support (Server & Mid Tier)
XML Data Manipulation Language XML Data Manipulation Language 
FOR XML EnhancementsFOR XML Enhancements
XML  Schema (XSD) Support XML  Schema (XSD) Support 
MSXML 6.0 (Native)MSXML 6.0 (Native)
.Net XML Framework Support for .Net XML Framework Support for 
XML and CLR integrationXML and CLR integration

Notification ServicesNotification Services

Management ToolsManagement Tools
SSMSSSMS
MDX Query EditorMDX Query Editor
Version Control SupportVersion Control Support
SQLCMD Command Line ToolSQLCMD Command Line Tool
SQL Service ManagerSQL Service Manager

Database MaintenanceDatabase Maintenance
Backup and Restore EnhancementsBackup and Restore Enhancements
Checksum Integrity ChecksChecksum Integrity Checks
Dedicated Administrator ConnectionDedicated Administrator Connection
Dynamic AWEDynamic AWE
Fast RecoveryFast Recovery
HighlyHighly--available Upgradeavailable Upgrade
Online Index OperationsOnline Index Operations
Online RestoreOnline Restore
Parallel DBCCParallel DBCC\\Index OperationsIndex Operations

Performance TuningPerformance Tuning
Profiler EnhancementsProfiler Enhancements
Profiler/Profiler/PerfmonPerfmon IntegrationIntegration
Profiling Analysis ServicesProfiling Analysis Services
Exportable XML Exportable XML ShowplanShowplan
Exportable Deadlock TracesExportable Deadlock Traces

FullFull--text Searchtext Search
Indexing of XML Indexing of XML DatatypeDatatype
Index files integrated with SQL backupIndex files integrated with SQL backup

MDAC MDAC 
Side by Side installationSide by Side installation
Microsoft Installer base setupMicrosoft Installer base setup
Support for Active Directory DeploymentSupport for Active Directory Deployment

SQL Client .NET Data ProviderSQL Client .NET Data Provider
Server Cursor SupportServer Cursor Support
Bulk load supportBulk load support

SecuritySecurity
No default metadata accessNo default metadata access
Fine Grained Administration RightsFine Grained Administration Rights
Separation of Users and SchemaSeparation of Users and Schema
SSL Encryption at installationSSL Encryption at installation
Data EncryptionData Encryption
CodeCode--signingsigning

ReplicationReplication
AutoAuto--tuning Replication Agentstuning Replication Agents
Oracle PublicationOracle Publication
Improved Blob Change TrackingImproved Blob Change Tracking

OLAP and Data MiningOLAP and Data Mining
Analysis Management Objects Analysis Management Objects 
Windows Integrated Backup and RestoreWindows Integrated Backup and Restore
UDM, multiUDM, multi--fact table supportfact table support
DTS and DM IntegrationDTS and DM Integration
Eight new DM algorithmsEight new DM algorithms
Auto Packaging and DeploymentAuto Packaging and Deployment

SQL Integration Services (SQLIS)SQL Integration Services (SQLIS)
New Architecture (DTR + DTP)New Architecture (DTR + DTP)
Complex Control FlowsComplex Control Flows
Control Flow DebuggingControl Flow Debugging
For Each EnumerationsFor Each Enumerations
Property MappingsProperty Mappings
Full Data Flow DesignerFull Data Flow Designer
Full DTS Control Flow DesignerFull DTS Control Flow Designer
Graphical Package ExecutionGraphical Package Execution
Immediate Mode and Project ModeImmediate Mode and Project Mode
Package (Advanced) Deployment ToolsPackage (Advanced) Deployment Tools
Custom Tasks and TransformationsCustom Tasks and Transformations

Reporting ServicesReporting Services
Multiple Output Formats Multiple Output Formats 
Parameters (Static, Dynamic, Hierarchical)Parameters (Static, Dynamic, Hierarchical)
Bulk Delivery of Personalized ContentBulk Delivery of Personalized Content
Support Multiple Data Sources Support Multiple Data Sources 
STS (Web Parts, Doc Libraries)STS (Web Parts, Doc Libraries)
Visual Design ToolVisual Design Tool
Charting, Sorting, Filtering, DrillCharting, Sorting, Filtering, Drill--ThroughThrough
Scheduling, CachingScheduling, Caching
Complete Scripting EngineComplete Scripting Engine
Scale Out architectureScale Out architecture
Open XML Report DefinitionOpen XML Report Definition

Dynamic Management ViewsDynamic Management Views
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Developer and DBA ConvergenceDeveloper and DBA Convergence

Developers and Developers and DBADBA’’ss have traditionally worked to an have traditionally worked to an 
interface, defined by:interface, defined by:

Table or View definitionTable or View definition
Stored Procedure & result set definitionStored Procedure & result set definition

UIUI
DevelopmentDevelopment

Web ServiceWeb Service
DevelopmentDevelopment

DatabaseDatabase
DevelopmentDevelopment

Client/ServerClient/Server
DevelopmentDevelopment

DatabaseDatabase
DevelopmentDevelopment

CLR Development
- Procedures
- Functions
- Triggers
- Types
- Aggregates

XML Development

InterfaceInterface

Communication BarriersCommunication Barriers

Pockets of information within disciplinesPockets of information within disciplines
Unclear delineation of responsibilitiesUnclear delineation of responsibilities
Conflicting best practices and architecturesConflicting best practices and architectures
Conflicting strategic goals and objectivesConflicting strategic goals and objectives

DatabaseDatabase
ArchitectArchitectSolutionSolution

ArchitectArchitect

Database Administration
doesn’t understand our 
development priorities

Development doesn’t
understand good query
design

Reduce complexityReduce complexity
through clear releasethrough clear release
management processesmanagement processes

Increase communication Increase communication 
and collaborationand collaboration

via product integrationvia product integration



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 55

Developer and DBA ConvergenceDeveloper and DBA Convergence

Developers:Developers:
Get productive with the new Get productive with the new 
toolstools
Closer integration of Closer integration of DBAsDBAs into into 
the development processthe development process
Design application to be:Design application to be:

SupportableSupportable
Resilient to changeResilient to change

Ensure secure, robust Ensure secure, robust 
implementationimplementation

DBAsDBAs::
Maintain role as data Maintain role as data 
stewardsteward
Understand & advise on Understand & advise on 
appropriate technology appropriate technology 
choiceschoices
Factor XML & CLR into Factor XML & CLR into 
schema designschema design
Ensure secure, robust Ensure secure, robust 
implementationimplementation

Bridge the gap!Bridge the gap!

Visual Studio Team SystemVisual Studio Team System
Visual Studio Team SuiteVisual Studio Team Suite
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Visual Studio Team Foundation ServerVisual Studio Team Foundation Server

Visual
Studio

Industry
Partners

SoftwareSoftware
ArchitectsArchitects

SoftwareSoftware
DevelopersDevelopers

SoftwareSoftware
TestersTesters

DatabaseDatabase
ProfessionalsProfessionalsVisual

Studio
Team

Explorer
Application Application 
ModelingModeling

Infrastructure and Infrastructure and 
Deployment Deployment 

ModelingModeling

Code AnalysisCode Analysis

Performance Performance 
TuningTuning

Security AnalysisSecurity Analysis DatabaseDatabase
DeploymentDeployment

Database Change Database Change 
ManagementManagement

Database TestingDatabase Testing

Performance Performance 
TestingTesting

Manual TestingManual Testing

Test Case Test Case 
ManagementManagement

Visual Studio Professional EditionVisual Studio Professional Edition

Change ManagementChange Management

Work Item TrackingWork Item Tracking

ReportingReporting

Project SiteProject Site

Integration ServicesIntegration Services

Project ManagementProject Management

Load Test AgentLoad Test Agent

Visio and UML ModelingVisio and UML Modeling

Class ModelingClass Modeling

Unit TestingUnit Testing

Code CoverageCode Coverage

New!
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Developing World Class Database Developing World Class Database 
Applications Applications –– Agenda Agenda 

Installation Installation -- An Effective Base for Performance An Effective Base for Performance 
and Securityand Security
Initial ConfigurationInitial Configuration
Optimal Database StructuresOptimal Database Structures
Optimal Table Structures and DesignOptimal Table Structures and Design
Developing on SQL Server 2005Developing on SQL Server 2005

Optimizing Procedural CodeOptimizing Procedural Code
Choices, choices and more choicesChoices, choices and more choices

CachingCaching
Tuning, Monitoring, and Diagnosing System Tuning, Monitoring, and Diagnosing System 
ProblemsProblems

InstallationInstallation

Which version has the features you need?Which version has the features you need?
Server InstallationServer Installation
Initial ConfigurationInitial Configuration



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 77

Installing SQL Server 2005Installing SQL Server 2005

Getting a current buildGetting a current build
Installation through Windows InstallerInstallation through Windows Installer
PrePre--installation checklistinstallation checklist

Operating System ChoicesOperating System Choices
Visual Studio Visual Studio –– Beta?Beta?

Versions from which to chooseVersions from which to choose
3232--bit v 64bit v 64--bit (Itanium and x64)bit (Itanium and x64)
Developer, Enterprise, ExpressDeveloper, Enterprise, Express……

Licensing and featuresLicensing and features
SCC (System Configuration Checker)SCC (System Configuration Checker)
InstallationInstallation

Choosing a Product to InstallChoosing a Product to Install

SQL Server 2005 Enterprise EngineSQL Server 2005 Enterprise Engine
Includes Enterprise Edition, Enterprise Evaluation Edition and Includes Enterprise Edition, Enterprise Evaluation Edition and 
Developer Edition Developer Edition –– only difference is licensingonly difference is licensing
3232--bit and 64bit and 64--bit (Itanium and x64)bit (Itanium and x64)

SQL Server 2005 Standard EditionSQL Server 2005 Standard Edition
3232--bit and 64bit and 64--bit  (Itanium and x64)bit  (Itanium and x64)

SQL Server 2005 Workgroup EditionSQL Server 2005 Workgroup Edition
3232--bit onlybit only

SQL Server 2005 Express EditionsSQL Server 2005 Express Editions
SQL Server 2005 Express EditionSQL Server 2005 Express Edition
SQL Server 2005 Express Edition with Advanced ServicesSQL Server 2005 Express Edition with Advanced Services
SQL Server 2005 Express Edition ToolkitSQL Server 2005 Express Edition Toolkit

Can run multiple versions sideCan run multiple versions side--byby--sideside
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Microsoft Express Product RangeMicrosoft Express Product Range

Be sure to check the resource links for BrianBe sure to check the resource links for Brian’’s articles on SQL Server Express!s articles on SQL Server Express!

Installation as an Installation as an ““ApplicationApplication””
Not using Install ShieldNot using Install Shield

Third party productThird party product
Hard to Hard to ““controlcontrol””
Only stopped installation before file copy: Only stopped installation before file copy: ““Installation has enough Installation has enough 
information to start copying filesinformation to start copying files…”…”
Limited rollback capabilities, uninstalling partial and failed iLimited rollback capabilities, uninstalling partial and failed install nstall 
was messywas messy

Uses Windows InstallerUses Windows Installer
Microsoft productMicrosoft product
Can download/review Windows Installer SDKCan download/review Windows Installer SDK

MSDN, Win32 and COM Development, Administration and MSDN, Win32 and COM Development, Administration and 
Management, Setup, Windows InstallerManagement, Setup, Windows Installer

Components have an MSI fileComponents have an MSI file
Installation can be rolled back until the very endInstallation can be rolled back until the very end

Hidden SlideHidden Slide
w/extra detailsw/extra details
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Component UpdateComponent Update

.NET .NET 
Framework Framework 
2.02.0
SQL Native SQL Native 
Client (SNAC)Client (SNAC)
Support FilesSupport Files

Hidden SlideHidden Slide
w/extra detailsw/extra details

.NET Framework 2.0.NET Framework 2.0

Required for:Required for:
SQL Server Management StudioSQL Server Management Studio
Express Manager (used for SQL Express)Express Manager (used for SQL Express)
Engine (used by SQLCLR)Engine (used by SQLCLR)

How to Identify .NET Framework Version on your How to Identify .NET Framework Version on your 
MachineMachine

%WINDIR%%WINDIR%\\Microsoft.NETMicrosoft.NET\\FrameworkFramework\\version Rightversion Right--
click click mscorlib.dllmscorlib.dll, click Properties, and then click Version., click Properties, and then click Version.
Administrative Tools, .NET Framework 2.0 Administrative Tools, .NET Framework 2.0 
Configuration. At the top of the right pane, .NET Configuration. At the top of the right pane, .NET 
Framework version displays.Framework version displays.

Hidden SlideHidden Slide
w/extra detailsw/extra details
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SQL Native ClientSQL Native Client

Why SNAC?Why SNAC?
Separates Separates ““infrastructureinfrastructure”” from from ““driversdrivers””
SNAC is owned by SQL and only updated by SQL SNAC is owned by SQL and only updated by SQL 
(during install/service packs)(during install/service packs)
SNAC is on the SNAC is on the ““driversdrivers”” sideside
Infrastructure owned by OS and only updated by OSInfrastructure owned by OS and only updated by OS
Enables sideEnables side--byby--side driver installation with minimal side driver installation with minimal 
downtimedowntime
MDAC doesnMDAC doesn’’t allow sidet allow side--byby--side therefore requires side therefore requires 
stopping the appstopping the app
MDAC to be removed on 64MDAC to be removed on 64--bit as wellbit as well

Hidden SlideHidden Slide
w/extra detailsw/extra details

System System 
Configuration Configuration 

CheckerChecker

Directly impacts the 
likelihood of a 
successful install
Doesn’t mean you’ll 
have success with 
upgrade…

Hidden SlideHidden Slide
w/extra detailsw/extra details
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Hardware RecommendationsHardware Recommendations

File SystemFile System——NTFS, no compression for installation drive NTFS, no compression for installation drive 
or primary database file or log fileor primary database file or log file
More smaller/faster disks over fewer/larger disksMore smaller/faster disks over fewer/larger disks
Be sure to update all drivers and firmware!Be sure to update all drivers and firmware!
OS should be on redundant disksOS should be on redundant disks
SQL installation should be on redundant disksSQL installation should be on redundant disks
Transaction logs should be on fast, redundant and Transaction logs should be on fast, redundant and 
preferably isolated diskspreferably isolated disks
TempDBTempDB should be isolated and if on multishould be isolated and if on multi--proc use proc use 
multiple files (Q328551 multiple files (Q328551 –– see section see section ““Increase the Increase the 
Number of Number of TempdbTempdb Data Files with Equal SizingData Files with Equal Sizing””))
Databases should be Databases should be ““movedmoved”” to support better to support better 
performance (Q224071)performance (Q224071)
KB Articles KB Articles Q224071 (SQL 200x) and Q328551 (SQL Q224071 (SQL 200x) and Q328551 (SQL 
2000 2000 –– but best practices still apply)but best practices still apply)

Components to InstallComponents to Install

Separate Separate 
““packagespackages””
(.MSI files)(.MSI files)
High Level is High Level is 
for for ““typicaltypical””
set of set of 
featuresfeatures
Click Click 
Advanced Advanced 
for feature for feature 
treetree



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 1212

Components to InstallComponents to Install

Management Tools, Command Prompt Tools, Management Tools, Command Prompt Tools, 
Reporting Services Tools, Connectivity Reporting Services Tools, Connectivity 
Components, Programming Models, Management Components, Programming Models, Management 
Studio, Computer Manager, Profiler, and Studio, Computer Manager, Profiler, and 
Replication MonitorReplication Monitor
Business Intelligence Development Studio Business Intelligence Development Studio 
Documentation and samples Documentation and samples -- Books Online, code Books Online, code 
samplessamples

Workstation components, Books Workstation components, Books 
Online and development toolsOnline and development tools

SQL IS replaces SQL DTSSQL IS replaces SQL DTSData Transformation Services Data Transformation Services 
(Integration Services)(Integration Services)

Notification Services (Engine and Client), Bulk Notification Services (Engine and Client), Bulk 
Event for XMLEvent for XML

Notification Services Notification Services 

Reporting Services and Report ManagerReporting Services and Report ManagerReporting Services Reporting Services 

Analysis Services server components for Business Analysis Services server components for Business 
IntelligenceIntelligence

Analysis ServicesAnalysis Services

Database Engine, Replication, FullDatabase Engine, Replication, Full--TextTextSQLSQL Server Database ServicesServer Database Services

Default and Named InstancesDefault and Named Instances

Default InstanceDefault Instance
Accessed by Accessed by ““computernamecomputername””
SQL Server Service = SQL Server Service = mssqlservermssqlserver
SQL Server Agent Service = SQL Server Agent Service = sqlserveragentsqlserveragent
FullFull--Text = MSFTESQLText = MSFTESQL
Analysis Server = Analysis Server = MSSQLServerOLAPServiceMSSQLServerOLAPService

Named InstanceNamed Instance
Accessed by Accessed by computernamecomputername\\instancenameinstancename
SQL Server Service = SQL Server Service = mssql$instancenamemssql$instancename
SQL Server Agent Service = SQL Server Agent Service = sqlagent$instancenamesqlagent$instancename
FullFull--Text = Text = msftesql$instancenamemsftesql$instancename
Analysis Server = Analysis Server = MSOLAP$instancenameMSOLAP$instancename
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Directory StructureDirectory Structure

No longer dependent on instance nameNo longer dependent on instance name
All directories All directories MSSQL.nMSSQL.n even for other even for other 
components such as Analysis Servicescomponents such as Analysis Services
How can you detect?How can you detect?

Registry: HKEY_LOCAL_MACHINERegistry: HKEY_LOCAL_MACHINE\\SOFTWARESOFTWARE
\\MicrosoftMicrosoft\\Microsoft SQL ServerMicrosoft SQL Server
\\Instance NamesInstance Names\\SQLSQL
Name = Instance name (without MSSQL)Name = Instance name (without MSSQL)
Data = Install Directory (Data = Install Directory (mssql.nmssql.n))

Installation Directories Installation Directories 

20002000

20052005
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DECLARE @InstanceName sql_variant,
@InstanceDir sql_variant,
@SQLDataRoot nvarchar(512),
@ExecStr nvarchar(max)

SELECT @InstanceName =
ISNULL(SERVERPROPERTY('InstanceName'), 'MSSQLServer')

EXECUTE master.dbo.xp_regread 'HKEY_LOCAL_MACHINE',
'SOFTWARE\Microsoft\Microsoft SQL Server\Instance Names
\SQL', @InstanceName, @InstanceDir OUTPUT

SELECT @ExecStr = 'EXECUTE master.dbo.xp_regread '
+ '''HKEY_LOCAL_MACHINE'', ' 
+ '''SOFTWARE\Microsoft\Microsoft SQL Server\' 
+ convert(varchar, @InstanceDir)
+ '\Setup'', ''SQLDataRoot'', @SQLDataRoot OUTPUT'

EXEC master.dbo.sp_executesql @ExecStr
, N'@SQLDataRoot nvarchar(512) OUTPUT'
, @SQLDataRoot OUTPUT

Programmatically Detecting DirProgrammatically Detecting Dir

See Backup2000Restore2005.sql for SQLCMD master script.See Backup2000Restore2005.sql for SQLCMD master script.

Startup Service Startup Service 

Customize Customize 
allows you allows you 
to set each to set each 
individually individually 
and to and to 
different different 
accountsaccounts
Local System Local System 
oror
Domain Domain 
AccountAccount……
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Service Account ChoicesService Account Choices

Pros and Cons for each, re: security/controlPros and Cons for each, re: security/control
Dedicated Local account (not local administrator)Dedicated Local account (not local administrator)
Local service (do other services use this?)Local service (do other services use this?)
Network service (do other services use this?)Network service (do other services use this?)
Dedicated Domain account (not local administrator) Dedicated Domain account (not local administrator) 
Local account which is a local administratorLocal account which is a local administrator
Domain account which is a local administratorDomain account which is a local administrator

NEVER use:NEVER use:
Local System Local System 
Domain AdministratorDomain Administrator Principle of Least 

Privilege Applies
Never give more rights than necessary!

Principle of Least 
Privilege Applies

Never give more rights than necessary!

AuthenticationAuthentication

WindowsWindows
MixedMixed
Password only Password only 
specified for specified for 
Mixed ModeMixed Mode

Important:Important: Set Set 
the the sasa password password 
immediately immediately 
after installation after installation 
to ensure to ensure 
password is password is 
known value known value 
rather than rather than 
randomly randomly 
generated valuegenerated value
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Windows AuthenticationWindows Authentication

More SecureMore Secure
Strong Password requirementsStrong Password requirements
Account Lockout policiesAccount Lockout policies
Password expirationPassword expiration

Can be changed laterCan be changed later
After installation be sure to manually set the After installation be sure to manually set the 
password of the password of the sasa account otherwise internally account otherwise internally 
set to a randomly generated passwordset to a randomly generated password——if you if you 
change to mixed mode you will change to mixed mode you will ““enableenable”” your your sasa
account but not know the password. However, account but not know the password. However, 
you can easily change it.you can easily change it.

Mixed Mode AuthenticationMixed Mode Authentication
Windows Authentication plusWindows Authentication plus
SQL Server AuthenticationSQL Server Authentication

Uses Windows 2003 Server password policies, if Uses Windows 2003 Server password policies, if 
installed on Windows 2003 Serverinstalled on Windows 2003 Server
Requires Requires sasa password to be set during installation if password to be set during installation if 
Mixed mode is chosenMixed mode is chosen
Stronger password requirements in 2005Stronger password requirements in 2005

All passwords must be at least 6 characters long and satisfy at All passwords must be at least 6 characters long and satisfy at 
least three of the four criteria:least three of the four criteria:

It must contain uppercase letters (AIt must contain uppercase letters (A--Z)Z)
It must contain lowercase letters (aIt must contain lowercase letters (a--z)z)
It must contain numbers (0It must contain numbers (0--9)9)
It must contain nonIt must contain non--alphanumeric characters (!, #, %, or $)alphanumeric characters (!, #, %, or $)

See BOL for complete list of requirementsSee BOL for complete list of requirements

Hidden SlideHidden Slide
w/extra detailsw/extra details
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Collation SettingCollation Setting

Affects Affects 
searches, searches, 
lookups and lookups and 
ORDER BYORDER BY
Character Character 
data is data is 
affected:affected:

ASCiiASCii
charchar
varcharvarchar
texttext

UnicodeUnicode
NcharNchar
NvarcharNvarchar
NtextNtext

Collation ConceptsCollation Concepts

May be changed at any point in chainMay be changed at any point in chain
Different options offer different gains Different options offer different gains –– most in language sorting, most in language sorting, 
some in performancesome in performance
Can assign on the fly for just a single query Can assign on the fly for just a single query –– or within a view for or within a view for 
subsequent usesubsequent use
Computed Columns and Indexed Views can aid in performance for Computed Columns and Indexed Views can aid in performance for 
lookups with changed collations (there are likely to be version lookups with changed collations (there are likely to be version 
specific restrictions)specific restrictions)

Windows Install
SQL Server Install

Database Creation
Table Creation

Query Usage

I
n
h
e
r
i
t
e
d

} Use COLLATE option to change
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Collation OptionsCollation Options

To see the list of collationsTo see the list of collations
SELECT * FROM ::fn_helpcollations()

To see the server's settingTo see the server's setting
sp_helpsort

To see the database's settingTo see the database's setting
sp_helpdb dbname

To see the table's setting (for each column)To see the table's setting (for each column)
sp_help tname

For more information, check out these BOL For more information, check out these BOL 
topics:topics:

COLLATE
"Specifying Collations""Specifying Collations"

ALTER DATABASE TestCollation

COLLATE Latin1_General_CS_AS_KS_WS

go

-- Confirm the change?

SELECT DATABASEPROPERTYEX('TestCollation', 'Collation')

go

Changing Database CollationChanging Database Collation

Be careful moving from sensitive to insensitive, Be careful moving from sensitive to insensitive, 
may yield errors due to duplicate object namesmay yield errors due to duplicate object names
Make sure to do significant application testing Make sure to do significant application testing 
before changing a collation in productionbefore changing a collation in production
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USE DB_with_Diff_Collation_than_TempDB

go

CREATE TABLE #test

(

col1 varchar(12) COLLATE database_default

)

go

USE Tempdb

go

-- Confirm that the column RETAINs the Diff DB Collation!

sp_help 'tempdb..#test'

go

Working with Temporary ObjectsWorking with Temporary Objects

If using a different collation than If using a different collation than tempdbtempdb, temporary , temporary 
objects may have problems in comparisons, etc. unless objects may have problems in comparisons, etc. unless 
you use: COLLATE you use: COLLATE database_defaultdatabase_default

Best Practices for CollationsBest Practices for Collations

Have corporate standard, use consistentlyHave corporate standard, use consistently
If you donIf you don’’t know, accept the default as is most t know, accept the default as is most 
widely used and is compatible with .NET by widely used and is compatible with .NET by 
defaultdefault
Can be changed later (at many levels)Can be changed later (at many levels)……
Binary Sort Binary Sort –– excellent for testing scenarios to excellent for testing scenarios to 
make sure you are using consistent coding make sure you are using consistent coding 
practices, naming conventions, etc. Most strict practices, naming conventions, etc. Most strict 
environment in which to workenvironment in which to work



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 2020

Initial ConfigurationInitial Configuration

Off by default/SQL Surface Area ConfigurationOff by default/SQL Surface Area Configuration
SSL Encrypted CommunicationsSSL Encrypted Communications
SQL Server Configuration ManagerSQL Server Configuration Manager
Special ConsiderationsSpecial Considerations

Running SQL Server 2000 and SQL Server 2005 sideRunning SQL Server 2000 and SQL Server 2005 side--
byby--sideside
Renaming a serverRenaming a server

Off by DefaultOff by Default

Principle of least privilegePrinciple of least privilege
Minimal Configuration to run Minimal Configuration to run –– many installed many installed 
services (even when chosen during installation) services (even when chosen during installation) 
are are ““off by defaultoff by default””
Secure by DesignSecure by Design
Secure by DefaultSecure by Default
Secure by DeploymentSecure by Deployment
Where to enable, where to view?Where to enable, where to view?

sp_configuresp_configure, Computer Management, catalog views, , Computer Management, catalog views, 
no single central wayno single central way

Enter SQL Surface Area ConfigurationEnter SQL Surface Area Configuration
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Surface Area ConfigurationSurface Area Configuration
SQL Server Program Group, Configuration ToolsSQL Server Program Group, Configuration Tools
Review SQL Server Setup Help from link on main Review SQL Server Setup Help from link on main 
dialogdialog
Configure Services and ProtocolsConfigure Services and Protocols

In this first release more options in Configuration In this first release more options in Configuration 
ManagerManager

Surface Area Configuration for FeaturesSurface Area Configuration for Features
““LockdownLockdown”” most common/vulnerable featuresmost common/vulnerable features
sp_configuresp_configure settingssettings
Catalog View queries to view (endpoints)Catalog View queries to view (endpoints)

Services Services –– Local Only?Local Only?
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SQLSAC SQLSAC –– HTTP EndpointsHTTP Endpoints

Encrypted CommunicationsEncrypted Communications

SSL is used even if not present at installationSSL is used even if not present at installation
Checked at installation, if present usedChecked at installation, if present used
If not present, SQL Server generates a 1024 bit If not present, SQL Server generates a 1024 bit 
certificatecertificate

Logins/passwords encrypted alwaysLogins/passwords encrypted always
Uses certificate created at installation if SSL not Uses certificate created at installation if SSL not 
presentpresent
Use Use ““Certificate PickerCertificate Picker”” in SQL Server in SQL Server 
Configuration Manager to explicitly choose SSL Configuration Manager to explicitly choose SSL 
certificatecertificate
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SSL Encryption/Certificate PickerSSL Encryption/Certificate Picker

Protocol Protocol 
PropertiesProperties
Login/Login/pwdpwd
encryptedencrypted
ALL traffic ALL traffic 
encrypted encrypted 
= YES= YES
Certificate Certificate 
Picker tabPicker tab

Configuration ManagerConfiguration Manager

Start and Stop ServicesStart and Stop Services
Change auto start and service propertiesChange auto start and service properties
Does not require your services to be Does not require your services to be 
started to change propertiesstarted to change properties
Service Account password changes Service Account password changes 
dondon’’t require restart of servicet require restart of service
Control Supported Network libraries Control Supported Network libraries 
and SSL encryptionand SSL encryption
Create aliasesCreate aliases
Launch from:Launch from:

SSMS, Right click Configure ServicesSSMS, Right click Configure Services
SQL Configuration ManagerSQL Configuration Manager
Computer ManagementComputer Management

ServiceService
Control ManagerControl Manager

Server NetworkServer Network
UtilityUtility

SQL ServerSQL Server
““PropertiesProperties””

SQL ConfigurationSQL Configuration
ManagerManager
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Computer Manager Computer Manager –– 2000/20052000/2005

Running 2000/2005 Running 2000/2005 ““SideSide--byby--sideside””

Possible combination:Possible combination:
SQL Server 2000 default/named SQL Server 2000 default/named instance(sinstance(s))
SQL Server 2005 default/named SQL Server 2005 default/named instance(sinstance(s))

SQL Server 2005 can support multiple instances of multiple SQL Server 2005 can support multiple instances of multiple 
versions (e.g. Developer and Express)versions (e.g. Developer and Express)
DonDon’’t make a design mistake of assuming the version of the t make a design mistake of assuming the version of the 
default instancedefault instance

Possible troubles:Possible troubles:
Enterprise Manager Database Properties crashesEnterprise Manager Database Properties crashes
Color coding incorrect in Query AnalyzerColor coding incorrect in Query Analyzer

Fix: reFix: re--register all COM componentsregister all COM components
At command prompt in 80At command prompt in 80\\toolstools\\binn and binn and mssqlmssql\\binnbinn
dirsdirs, execute:, execute:
FOR %i IN (*.FOR %i IN (*.dlldll) DO regsvr32 /s %i) DO regsvr32 /s %i
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Renaming A Server After StartupRenaming A Server After Startup

Server name is NOT detected by SQL ServerServer name is NOT detected by SQL Server
Review the list of Review the list of servernamesservernames

sp_helpserversp_helpserver

Drop the old Drop the old servernameservername
sp_dropserversp_dropserver ''oldservernameoldservername''

Add the new Add the new servernameservername –– make sure you define it as the make sure you define it as the 
““locallocal”” instance of SQL Serverinstance of SQL Server

sp_addserversp_addserver ''newservernamenewservername', local', local

May have problems with May have problems with servernameservername related objects/jobs related objects/jobs 
–– i.e. i.e. msdb.dbo.sysjobsmsdb.dbo.sysjobs

UPDATE UPDATE sysjobssysjobs
SET SET originating_serveroriginating_server =  '=  'newservernamenewservername''

WHERE WHERE originating_serveroriginating_server =  '=  'oldservernameoldservername''

Optimal Database StructuresOptimal Database Structures

Anatomy of Data ModificationsAnatomy of Data Modifications
Optimizing Data/Log FilesOptimizing Data/Log Files
Logging and RecoveryLogging and Recovery
Transactions and IsolationTransactions and Isolation
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Database StructureDatabase Structure
Up to 32,767 Databases per Instance

Up to 32,767 Files per Database
(Total is for both Data and Log files)

Minimum of 2 files – one for data, one for log

MDF = 
Primary (MAIN) Data File

NDF = 
Non-Primary Data File

LDF = Log Data File

Should be only 1 log file
Data FileData File
*.*.mdfmdf (1)(1)

*.*.ndfndf (0(0--nn))

Log FileLog File
*.*.ldfldf (1(1--nn))

DatabaseDatabase

1.1. User sends UPDATEUser sends UPDATE
Update is highly selective (only 5 rows)Update is highly selective (only 5 rows)
Indexes exist to aid in finding these rows efficientlyIndexes exist to aid in finding these rows efficiently
The update is a SINGLE statement batch NOT enclosed in The update is a SINGLE statement batch NOT enclosed in 
BEGIN TRANBEGIN TRAN……COMMIT TRAN block therefore this is COMMIT TRAN block therefore this is 
IMPLICIT transactionIMPLICIT transaction

The Anatomy of a Data ModificationThe Anatomy of a Data Modification
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2.2. Server receives the request and locates the data in Server receives the request and locates the data in 
cache OR reads the data from disk into cachecache OR reads the data from disk into cache

Since this is highly selective only the necessary pages Since this is highly selective only the necessary pages 
are read into cache (maybe a few extra but thatare read into cache (maybe a few extra but that’’s not s not 
important here)important here)
LetLet’’s use an example where the 5 rows being modified s use an example where the 5 rows being modified 
are located on 3 different data pagesare located on 3 different data pages

The Anatomy of a Data ModificationThe Anatomy of a Data ModificationThe Anatomy of a Data Modification

What it looks like:What it looks like:
DataData

UPDATE…

Data

Log

Server…

Cache
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3.3. SQL Server proceeds to lock the necessary dataSQL Server proceeds to lock the necessary data
Locks are necessary to give us a consistent point FOR Locks are necessary to give us a consistent point FOR 
ALL rows from which to startALL rows from which to start
If any other If any other transaction(stransaction(s) have ANY of these rows ) have ANY of these rows 
locked we will wait until ALL locks have been acquired locked we will wait until ALL locks have been acquired 
before we can proceed.before we can proceed.
In the case of this update In the case of this update (because it(because it’’s highly selective s highly selective 
and because indexes exist to make this possible) and because indexes exist to make this possible) SQL SQL 
Server will use row level locking.Server will use row level locking.

The Anatomy of a Data ModificationThe Anatomy of a Data ModificationThe Anatomy of a Data Modification

What it looks like: What it looks like: 
LocksLocks

Cache

Page

Page

Page

Row

Row

Row

Row

Row

Update Lock

Update Lock

Update Lock

Update Lock

Update Lock
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The Anatomy of a Data ModificationThe Anatomy of a Data Modification

4.4. SQL Server can now begin to make the SQL Server can now begin to make the 
modifications modifications –– for EVERY row the process will for EVERY row the process will 
include:include:

Change to a stricter lock (Change to a stricter lock (eXclusiveeXclusive lock) lock) 
An update lock helps to allow better concurrency by being An update lock helps to allow better concurrency by being 
compatible with other shared locks (readers). Readers can read compatible with other shared locks (readers). Readers can read 
the prethe pre--modified data as it is transactionally consistentmodified data as it is transactionally consistent
The The eXclusiveeXclusive lock is required to make the change because lock is required to make the change because 
once modified no other reads should be able to see this unonce modified no other reads should be able to see this un--
committed changecommitted change

Make the modification (in cache)Make the modification (in cache)
Log the modification to the transaction log pages Log the modification to the transaction log pages 
(also in cache)(also in cache)

What it looks like:What it looks like:
ModificationsModifications

Cache

Page

Page

Page

Row

Row

Row

Row

Row

Update LockExclusive Lockx
x

Update LockExclusive Lockxx

Update LockExclusive Lockxx

Update LockExclusive Lockxx

Update LockExclusive Lockx

x

L
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5.5. Finally, the transaction is complete Finally, the transaction is complete –– this is the this is the 
MOST critical step (when MOST critical step (when @@@@trancounttrancount = 0= 0))

All rows have been modifiedAll rows have been modified
There are no other statements in this transaction There are no other statements in this transaction –– i.e. i.e. 
Implicit transactionImplicit transaction
Steps are:Steps are:

1.1. Write all log pages to transaction log ON DISKWrite all log pages to transaction log ON DISK
2.2. Release the locksRelease the locks
3.3. Send a message to the user:Send a message to the user:

(5 Rows Affected)(5 Rows Affected)

The Anatomy of a Data ModificationThe Anatomy of a Data ModificationThe Anatomy of a Data Modification

What it looks like:What it looks like:
WriteWrite--Ahead LoggingAhead Logging

LData

Log

Server…

Cache~~~~~
~~~~~
~~~~~
~~~~~
~~~~~
~~

Sequential writes
Change
Change
Change
Change
…

Log

5 Rows Affected

After the log 
entries are made 
and the locks are 

released…
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So now what?So now what?

The transaction log ON DISK The transaction log ON DISK –– is up to dateis up to date
The data in CACHE The data in CACHE –– is up to dateis up to date
But when does the data get written from cache to But when does the data get written from cache to 
disk?disk?

CheckpointCheckpoint

CheckpointCheckpoint
ItIt’’s important to realize that a checkpoint does s important to realize that a checkpoint does 
NOT just write committed pagesNOT just write committed pages……
Instead a checkpoint writes Instead a checkpoint writes ALLALL pages which pages which 
have changed since they were brought into cache have changed since they were brought into cache 
–– regardlessregardless of the state of the transaction which of the state of the transaction which 
changed them!changed them!

Why?Why?
To reduce rollTo reduce roll--forward recovery time during restart forward recovery time during restart 
recoveryrecovery
To batch I/Os to disk and reduce disk thrashing for To batch I/Os to disk and reduce disk thrashing for 
data writesdata writes

Hidden SlideHidden Slide
w/extra detailsw/extra details
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Transaction Recovery and Transaction Recovery and 
Checkpoints Checkpoints 

Transactions… Action Required
if restart recovery

None

Checkpoint System Failure

11

22

33

44

55

Roll forward

Roll back

Roll forward

Roll back

LL DD

L/DL/D

L/DL/D

LL

LL

Time

Hidden SlideHidden Slide
w/extra detailsw/extra details

Restart RecoveryRestart Recovery

Automatically on system restartAutomatically on system restart
SQL Server 2000SQL Server 2000

1.1. RedoRedo
2.2. UndoUndo
3.3. Users allowed access to databaseUsers allowed access to database

SQL Server 2005 (Enterprise Edition Only)SQL Server 2005 (Enterprise Edition Only)
1.1. RedoRedo
2.2. Users allowed access to databaseUsers allowed access to database
3.3. UndoUndo

Faster access to database Faster access to database –– including faster failover on including faster failover on 
ClusterCluster
Records are protected (i.e. Locked)Records are protected (i.e. Locked)

Hidden SlideHidden Slide
w/extra detailsw/extra details
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Key PointsKey Points

Data Portion mostly random reads Data Portion mostly random reads –– except at except at 
checkpointcheckpoint
Log Portion mostly sequential writesLog Portion mostly sequential writes
Separate physical disks minimizes contention at Separate physical disks minimizes contention at 
the drive level the drive level –– first choice in tuningfirst choice in tuning
Log is critical in recoveryLog is critical in recovery
Protect the logProtect the log
Minimize impact to logMinimize impact to log
Be aware of environmental changesBe aware of environmental changes

Optimizing Data FilesOptimizing Data Files

Defrag the physical disksDefrag the physical disks
Effective RAID array configurationEffective RAID array configuration
PrePre--allocate to a reasonable initial sizeallocate to a reasonable initial size
DonDon’’t let autot let auto--growth get out of controlgrowth get out of control
Consider allowing Instant InitializationConsider allowing Instant Initialization
While a lot of these will help for the log (and IWhile a lot of these will help for the log (and I’’ll ll 
explain why in a moment) there are more explain why in a moment) there are more 
important things to be aware of IN the data important things to be aware of IN the data 
portion portion –– tables and indexestables and indexes

Extent Scan Fragmentation (interleaved objects)Extent Scan Fragmentation (interleaved objects)
Index FragmentationIndex Fragmentation



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 3434

Optimizing Log Files  Optimizing Log Files  

Isolate Isolate thethe Transaction Log (only one!)Transaction Log (only one!)
Defrag the physical disksDefrag the physical disks
Effective RAID array configurationEffective RAID array configuration
PrePre--allocate to a reasonable initial sizeallocate to a reasonable initial size
DonDon’’t let autot let auto--growth get out of controlgrowth get out of control
Check and fix your internal fragmentationCheck and fix your internal fragmentation
DonDon’’t be caught up in nothing but speed!t be caught up in nothing but speed!
See KimSee Kim’’s blog entry: s blog entry: 8 Steps to Better 8 Steps to Better 
Transaction Log ThroughputTransaction Log Throughput, June 25, 2005, June 25, 2005

How the Transaction Log WorksHow the Transaction Log Works

On commit, activity is written to the log On commit, activity is written to the log –– active and likely active and likely 
sequentialsequential
Activity moves through log sequentially, fills and then Activity moves through log sequentially, fills and then 
goes to a second file or autogrowsgoes to a second file or autogrows
Excessive autogrowth causes:Excessive autogrowth causes:

Slight pause on autogrowSlight pause on autogrow
Windows call to extend a file (may cause file fragmentation)Windows call to extend a file (may cause file fragmentation)
Adds Adds ““VLFsVLFs”” to the file on each autogrowthto the file on each autogrowth

Virtual Log File 4Virtual Log File 4 Virtual Log File 5Virtual Log File 5Virtual Log File 1Virtual Log File 1 Virtual Log File 2Virtual Log File 2

Inactive Virtual 
Log File

Min LSN Min LSN 
(first open(first open

tran)tran)

Active Virtual 
Log File

Inactive/Unused
Log File

StartStart
Logical LogLogical Log

EndEnd
Logical LogLogical Log

Virtual Log File 3Virtual Log File 3

Inactive Virtual 
Log File

Inactive Virtual 
Log File
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The Effects of LoggingThe Effects of Logging

Log is written AHEAD of the data portionLog is written AHEAD of the data portion
Log is the ONLY place where transactional Log is the ONLY place where transactional 
consistency is known (i.e. guaranteed)consistency is known (i.e. guaranteed)
Once a checkpoint occurs SQL Server doesnOnce a checkpoint occurs SQL Server doesn’’t t 
need the information in the log need the information in the log –– for committed for committed 
(or inactive) transactions (the log could even be (or inactive) transactions (the log could even be 
cleared howevercleared however……))
Without the transaction log a database cannot Without the transaction log a database cannot 
function (i.e. marked suspect)function (i.e. marked suspect)
Need to make sure this is redundant AND Need to make sure this is redundant AND 
optimaloptimal……
What can effect the logging What can effect the logging –– and therefore and therefore 
performance?performance?

Minimize impact of loggingMinimize impact of logging

Cannot clear the log unless the transactional Cannot clear the log unless the transactional 
information is inactive information is inactive –– if a transaction is if a transaction is 
pending then it stays in the log until itpending then it stays in the log until it’’s s 
completedcompleted……
Restart recovery will take longer if there were a Restart recovery will take longer if there were a 
lot of long running transactions pending at the lot of long running transactions pending at the 
time of failuretime of failure
Always try to avoid:Always try to avoid:

Long running transactionsLong running transactions
Transactions which span more than one batchTransactions which span more than one batch
Transactions that require user interactionTransactions that require user interaction
Nested Transactions (complex and usually longer Nested Transactions (complex and usually longer 
running)running)

Consider changing recovery modelConsider changing recovery model
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What can impact your ability to What can impact your ability to 
recover?recover?

Full Recovery Model Full Recovery Model Everything is Fully LoggedEverything is Fully Logged
All operations allowed and FULLY loggedAll operations allowed and FULLY logged
Operations like creating or rebuilding an INDEX takes Operations like creating or rebuilding an INDEX takes 
as large a log as the size of the operationas large a log as the size of the operation

Bulk_LoggedBulk_Logged Recovery Model Recovery Model Minimal Logging Minimal Logging 
for SOME Ofor SOME Operations (perations (NOT NOT nonnon--loggedlogged))

Operations whose performance is affected, see BOL Operations whose performance is affected, see BOL 
Topic Topic Minimally Logged OperationsMinimally Logged Operations
ALL other operations (i.e. updates, inserts, etc. take the ALL other operations (i.e. updates, inserts, etc. take the 
same log space and time as the FULL recovery modelsame log space and time as the FULL recovery model

Simple Recovery Model Simple Recovery Model Log Truncation on Log Truncation on 
CheckpointCheckpoint

Logging, Recovery Models, Recovery Logging, Recovery Models, Recovery 
and Performanceand Performance

Acceptable to Switch?Acceptable to Switch?
How, Why and Why Not?How, Why and Why Not?
Batch Processing ScenarioBatch Processing Scenario
Batch Processing ScriptBatch Processing Script
Switching Recovery Models Switching Recovery Models –– SummarySummary
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Acceptable to Switch?Acceptable to Switch?
YesYes

If users are not allowed in database during batch If users are not allowed in database during batch 
processingprocessing
No modifications are made during batch process that No modifications are made during batch process that 
are not recoverable through some other means (are not recoverable through some other means (i.e. rei.e. re--
running the batch processrunning the batch process))
Data loss during the batch process is OKData loss during the batch process is OK

NoNo
Modifications are made by users/processes that are not Modifications are made by users/processes that are not 
recoverable recoverable 
OLTP System requiring 24x7x365OLTP System requiring 24x7x365
Data loss is NOT acceptableData loss is NOT acceptable
Database Mirroring Database Mirroring 

BATCH OPERATIONBATCH OPERATION

BULK_LOGGEDBULK_LOGGED

Advantages:Advantages:
Minimal loggingMinimal logging
Faster Bulk OperationFaster Bulk Operation

Disadvantages:Disadvantages:
No No STOPATSTOPAT
Data loss possible if media failureData loss possible if media failure……
If database becomes suspect, cannot If database becomes suspect, cannot 
back up tail of log.back up tail of log.

Advantages:Advantages:
UpUp--toto--thethe--minute minute 
recoveryrecovery
PointPoint--inin--time time 
recoveryrecovery
Access to Access to ““tailtail”” of of 
the logthe log

LOG BACKUP

FULLFULL

ALTER DATABASE <name>
SET RECOVERY BULK_LOGGED

ALTER DATABASE <name>
SET RECOVERY FULL

LOG BACKUP11

22

33

44

Switching Recovery ModelsSwitching Recovery Models

FULLFULL
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What About Locking?What About Locking?
ACID Transaction Design RequirementsACID Transaction Design Requirements

Atomicity  Consistency  Atomicity  Consistency  IsolationIsolation DurabilityDurability

Isolation LevelsIsolation Levels
Level 0 Level 0 –– Read UncommittedRead Uncommitted
Level 1 Level 1 –– Read CommittedRead Committed
Level 2 Level 2 –– Repeatable ReadsRepeatable Reads
Level 3 Level 3 –– SerializableSerializable

DefaultDefault Isolation Level in BOTH 2000/2005 is Isolation Level in BOTH 2000/2005 is 
ANSI/ISO Level 1, Read CommittedANSI/ISO Level 1, Read Committed
In implementation this default level uses lockingIn implementation this default level uses locking

ACID PropertiesACID Properties

AtomicityAtomicity
A transaction must be an atomic unit of work; either all of its A transaction must be an atomic unit of work; either all of its 
modifications are performed, or nonemodifications are performed, or none

ConsistencyConsistency
When completed, a transaction must leave all data and all relateWhen completed, a transaction must leave all data and all related d 
structures in a consistent state structures in a consistent state 

IsolationIsolation
A transaction either sees data in the state it was in A transaction either sees data in the state it was in 
before another concurrent transaction modified it, or it before another concurrent transaction modified it, or it 
sees the data after the second transaction has sees the data after the second transaction has 
completed, but it does not see an intermediate statecompleted, but it does not see an intermediate state

DurabilityDurability
Transaction should persist despite system failureTransaction should persist despite system failure
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Isolation Level 0 Isolation Level 0 –– Read UncommittedRead Uncommitted
Phenomenon: Dirty readsPhenomenon: Dirty reads

A read transaction can read another transactionA read transaction can read another transaction’’s s 
uncommitted (or inuncommitted (or in--flight) changes flight) changes –– resulting in resulting in 
““dirty readsdirty reads””
DML statements always use exclusive lockingDML statements always use exclusive locking
In Implementation:In Implementation: row locks are not used (SCH_S row locks are not used (SCH_S 
locks are used) for the dirty read transaction and locks are used) for the dirty read transaction and 
locks against data being accessed are not locks against data being accessed are not 
honoredhonored
Resulting Phenomenon:Resulting Phenomenon: statements execute with statements execute with 
the possibility of inaccurate data since the the possibility of inaccurate data since the ““inin--
flightflight”” data read may continue to  change or even data read may continue to  change or even 
be invalidated (rolled back)be invalidated (rolled back)

Isolation Level 1 Isolation Level 1 –– Read CommittedRead Committed
Phenomenon: Inconsistent AnalysisPhenomenon: Inconsistent Analysis

The default behavior in ALL releasesThe default behavior in ALL releases
InIn--flight transactionflight transaction’’s data cannot be read by a s data cannot be read by a 
read committed transaction read committed transaction –– only committed only committed 
changes are visiblechanges are visible
DML statements always use exclusive lockingDML statements always use exclusive locking
In Implementation:In Implementation: locks are released (for readers locks are released (for readers 
–– not modifiers) as resources are read, a row may not modifiers) as resources are read, a row may 
be read more than once in some scenariosbe read more than once in some scenarios
Resulting Phenomenon:Resulting Phenomenon: Reads are not repeatable Reads are not repeatable 
through the life of a transaction through the life of a transaction –– as a result a as a result a 
row may not be read consistently during the life row may not be read consistently during the life 
of a transactionof a transaction



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 4040

Isolation Level 2 Isolation Level 2 –– Repeatable ReadRepeatable Read
Phenomenon: PhantomsPhenomenon: Phantoms

InIn--flight transactionflight transaction’’s data cannot be read and s data cannot be read and 
data modified is accessible only to the repeatable data modified is accessible only to the repeatable 
read transactionread transaction
Data read, but not modified is accessible to other Data read, but not modified is accessible to other 
transactions for reads, but not DMLtransactions for reads, but not DML
In Implementation: In Implementation: locks are held for the life of a locks are held for the life of a 
transaction, rows which are read are locked and transaction, rows which are read are locked and 
can be can be repeatablyrepeatably read during the life of a read during the life of a 
transactiontransaction
Resulting Phenomenon:Resulting Phenomenon: rows which were not rows which were not 
present at the beginning of the transaction can present at the beginning of the transaction can 
appear appear –– in the resultin the result

Isolation Level 3 Isolation Level 3 –– SerializableSerializable
Phenomenon: NonePhenomenon: None

InIn--flight transactionflight transaction’’s data cannot be read and s data cannot be read and 
data modified is accessible only to the data modified is accessible only to the serializableserializable
transactiontransaction
Data read, but not modified is accessible to other Data read, but not modified is accessible to other 
transactions for reads, but not DML transactions for reads, but not DML 
In Implementation:In Implementation: locks are held for the life of a locks are held for the life of a 
transaction and held at higher levels within transaction and held at higher levels within 
indexes to prevent rows from entering the indexes to prevent rows from entering the ““setset””
Implementation side effect:Implementation side effect: to prevent rows from to prevent rows from 
entering the entering the ““setset”” of data, the of data, the ““setset”” of data needs of data needs 
to be locked. If appropriate indexes do not exist to be locked. If appropriate indexes do not exist 
then higher levels of locking might be necessary then higher levels of locking might be necessary ––
i.e., tablei.e., table--level locking.level locking.

Key range Key range 
and index and index 
reminderreminder
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Isolation in ImplementationIsolation in Implementation

All versions of SQL Server All versions of SQL Server –– including SQL Server including SQL Server 
2005 2005 –– use a lockinguse a locking--based implementation by based implementation by 
defaultdefault
In the default environment and to reduce the In the default environment and to reduce the 
possibility of various anomalies, transactional possibility of various anomalies, transactional 
duration and possibly higher levels of locking are duration and possibly higher levels of locking are 
necessary necessary –– resulting in blockingresulting in blocking
There are benefits of locking, if true There are benefits of locking, if true ““isolationisolation”” is is 
desireddesired

Locking Prevents ConflictsLocking Prevents Conflicts
At the expense of blockingAt the expense of blocking

No other transactions can invalidate the data set No other transactions can invalidate the data set 
through modificationsthrough modifications
Is this always what you want or need?Is this always what you want or need?

Queuing applications typically want locks, if someone Queuing applications typically want locks, if someone 
is modifying that row is modifying that row –– we want to go to another not we want to go to another not 
see last transactional statesee last transactional state
Very volatile prices Very volatile prices –– dondon’’t want to give them the last t want to give them the last 
price if itprice if it’’s currently being updated, so waits currently being updated, so wait…… (but the (but the 
updateupdate’’s fast)s fast)

What about long running transactions or cases What about long running transactions or cases 
where you donwhere you don’’t need absolute currentt need absolute current……
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Tips to Minimize BlockingTips to Minimize Blocking

Write efficient transactions Write efficient transactions –– keep them short and keep them short and 
in one batchin one batch
Do not allow interaction in the midst of the batchDo not allow interaction in the midst of the batch
Use indexes to help SQL Server find Use indexes to help SQL Server find –– and lock and lock ––
only the necessary dataonly the necessary data
Consider estimates for long running queries Consider estimates for long running queries 
and/or migrating data to a secondary analysis and/or migrating data to a secondary analysis 
serverserver
Problems with locking becoming blocking are Problems with locking becoming blocking are 
likely when long running (and conflicting) likely when long running (and conflicting) 
transactions executetransactions execute

SQL Server 2005 Isolation OptionsSQL Server 2005 Isolation Options

Default Default –– Uses Locking, no options setUses Locking, no options set
Read Committed with StatementRead Committed with Statement--level Snapshotlevel Snapshot

DB Option: DB Option: READ_COMMITTED_SNAPSHOTREAD_COMMITTED_SNAPSHOT enabledenabled
Uses locking for writes, versioning for reads for statementUses locking for writes, versioning for reads for statement--level level 
consistencyconsistency

TransactionTransaction--level Snapshot Isolationlevel Snapshot Isolation
DB Option: DB Option: ALLOW_SNAPSHOT_ISOLATION ALLOW_SNAPSHOT_ISOLATION enabledenabled
Uses default locking for everything, ALLOWS snapshot for Uses default locking for everything, ALLOWS snapshot for 
transactions when requested by changing session isolation settintransactions when requested by changing session isolation setting: g: 
SET TRANSACTION ISOLATION LEVEL SNAPSHOTSET TRANSACTION ISOLATION LEVEL SNAPSHOT

If requested, transactionIf requested, transaction--level consistency through row versioninglevel consistency through row versioning

Both Options ConfiguredBoth Options Configured
StatementStatement--level consistency through versioning automaticallylevel consistency through versioning automatically
TransactionTransaction--level consistency where requestedlevel consistency where requested
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Read Committed Snapshot IsolationRead Committed Snapshot Isolation
Database Changed to Database Changed to READ_COMMITTED_SNAPSHOTREAD_COMMITTED_SNAPSHOT

No phenomena are possible in the bounds of a No phenomena are possible in the bounds of a 
single statementsingle statement
In volatile databases, a multiIn volatile databases, a multi--statement statement 
transaction may yield different results for different transaction may yield different results for different 
statements which access the same datastatements which access the same data
Each statement is consistent but only for the Each statement is consistent but only for the 
execution of that statement, not for the life of the execution of that statement, not for the life of the 
transaction (if the transaction has multiple transaction (if the transaction has multiple 
statements)statements)
Each time data is read by a new statement the Each time data is read by a new statement the 
latest version is usedlatest version is used

Snapshot IsolationSnapshot Isolation
Database Changed to Database Changed to ALLOW_SNAPSHOT_ISOLATIONALLOW_SNAPSHOT_ISOLATION

Setting ALLOWS users to ask for Snapshot Setting ALLOWS users to ask for Snapshot 
Isolation Isolation –– NOT on by defaultNOT on by default
ALL phenomena and ALL default locking behavior ALL phenomena and ALL default locking behavior 
is EXACTLY the same unless you explicitly ask for is EXACTLY the same unless you explicitly ask for 
Snapshot IsolationSnapshot Isolation
Once requests, no phenomena are possible in the Once requests, no phenomena are possible in the 
bounds of a transaction running under snapshot bounds of a transaction running under snapshot 
isolationisolation
In volatile databases, a multiIn volatile databases, a multi--statement statement 
transaction will always see the transaction will always see the transactionallytransactionally
accurate version which existed when the accurate version which existed when the 
transaction startedtransaction started
Versions must stick around longer, multiVersions must stick around longer, multi--
statement transactions may have conflictsstatement transactions may have conflicts
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Isolation Levels: In SummaryIsolation Levels: In Summary

READ UNCOMMITTED (Level 0)READ UNCOMMITTED (Level 0)
““Dirty ReadsDirty Reads”” –– An option ONLY for readersAn option ONLY for readers
Any data (even that which is inAny data (even that which is in--flight/locked) can be flight/locked) can be 
viewedviewed

READ COMMITTED (Level 1 READ COMMITTED (Level 1 –– Default)Default)
Only committed changes are visibleOnly committed changes are visible
Data in an intermediate state cannot be accessedData in an intermediate state cannot be accessed

Read Committed w/statementRead Committed w/statement--level Snapshotlevel Snapshot
StatementStatement--level read consistencylevel read consistency
New nonNew non--blocking, nonblocking, non--locking (ex. SCH_S), locking (ex. SCH_S), 
versionversion--based Level 1based Level 1

Hidden SlideHidden Slide
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Isolation Levels: In Summary (contIsolation Levels: In Summary (cont’’d)d)

REPEATABLE READS (Level 2)REPEATABLE READS (Level 2)
All reads are consistent for the life of a transactionAll reads are consistent for the life of a transaction
Shared locks are NOT released after the data is Shared locks are NOT released after the data is 
processed processed –– does not allow writers (does allow other does not allow writers (does allow other 
readers)readers)
Does not protect entire set (phantoms may occur)Does not protect entire set (phantoms may occur)

SERIALIZEABLE (Level 3)SERIALIZEABLE (Level 3)
All reads are consistent for the life of a transactionAll reads are consistent for the life of a transaction
Avoids phantoms Avoids phantoms –– no new recordsno new records

Snapshot Isolation Snapshot Isolation –– 2005 2005 
TransactionTransaction--Level consistency using snapshot Level consistency using snapshot 
New nonNew non--blocking, nonblocking, non--locking, versionlocking, version--based based 
transactionstransactions Hidden SlideHidden Slide

w/extra detailsw/extra details
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Controlling Isolation LevelsControlling Isolation Levels
TableTable--level changeslevel changes

From Clause, per table (no spaces)From Clause, per table (no spaces)
Level 0 Level 0 –– READUNCOMMITTED, NOLOCKREADUNCOMMITTED, NOLOCK
Level 1 Level 1 –– READCOMMITTED (locking)READCOMMITTED (locking)
Level 1 Level 1 –– READCOMMITTED (versioning)READCOMMITTED (versioning)

Only in 2005 and Only in 2005 and onlyonly if the database option to if the database option to 
READ_COMMITTED_SNAPSHOT is onREAD_COMMITTED_SNAPSHOT is on
Can be overridden with READCOMMITTEDLOCKCan be overridden with READCOMMITTEDLOCK

Level 2 Level 2 –– REPEATABLEREAD REPEATABLEREAD 
Level 3 Level 3 –– SERIALIZABLE, HOLDLOCKSERIALIZABLE, HOLDLOCK

FROM dbo.titles WITH(READUNCOMMITTED)FROM dbo.titles WITH(READUNCOMMITTED)

JOIN JOIN dbo.publishersdbo.publishers WITH(SERIALIZABLE)WITH(SERIALIZABLE)

Hidden SlideHidden Slide
w/extra detailsw/extra details

Controlling Isolation Levels Controlling Isolation Levels 
SessionSession--level changes (contlevel changes (cont’’d)d)

Session level settings impact entire session but can Session level settings impact entire session but can 
be overridden with tablebe overridden with table--level settingslevel settings

Level 0 Level 0 –– READ UNCOMMITTEDREAD UNCOMMITTED
Level 1 Level 1 –– READ COMMITTEDREAD COMMITTED
Level 2 Level 2 –– REPEATABLE READREPEATABLE READ
Level 3 Level 3 –– SERIALIZABLESERIALIZABLE

SET TRANSACTION ISOLATION LEVEL optSET TRANSACTION ISOLATION LEVEL opt
READ UNCOMMITTEDREAD UNCOMMITTED
READ COMMITTEDREAD COMMITTED
REPEATABLE READREPEATABLE READ
SERIALIZABLESERIALIZABLE
SNAPSHOTSNAPSHOT

Hidden SlideHidden Slide
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Allowing Read Committed using Allowing Read Committed using 
StatementStatement--level Snapshot level Snapshot 

Database optionDatabase option
ALTER DATABASE <database_name> ALTER DATABASE <database_name> 
SET READ_COMMITTED_SNAPSHOT ONSET READ_COMMITTED_SNAPSHOT ON
WITH ROLLBACK AFTER 5WITH ROLLBACK AFTER 5

No other changes necessaryNo other changes necessary……
No changes to your queries or your applications No changes to your queries or your applications –– they they 
automatically return with statementautomatically return with statement--level consistency level consistency 
(NOTE: You may need to modify your applications if you depend on(NOTE: You may need to modify your applications if you depend on locking locking ––
re: queues, readers to wait for change)re: queues, readers to wait for change)

Changes to blockingChanges to blocking……
However, if this is NOT your performance problem However, if this is NOT your performance problem 
(meaning concurrency isn(meaning concurrency isn’’t your bottleneck) then you t your bottleneck) then you 
may hinder performance not improve may hinder performance not improve 
Expect this change in behavior at a costExpect this change in behavior at a cost

Hidden SlideHidden Slide
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Allowing Snapshot IsolationAllowing Snapshot Isolation

Database optionDatabase option
ALTER DATABASE <database_name>ALTER DATABASE <database_name>
SET ALLOW_SNAPSHOT_ISOLATION ONSET ALLOW_SNAPSHOT_ISOLATION ON

Session settingSession setting
SET TRANSACTION ISOLATION LEVEL SNAPSHOTSET TRANSACTION ISOLATION LEVEL SNAPSHOT

Changes to applications:Changes to applications:
Request snapshot isolationRequest snapshot isolation
Test for conflict detectionTest for conflict detection

Expect this change in behavior at a higher costExpect this change in behavior at a higher cost

Hidden SlideHidden Slide
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Potential IssuesPotential Issues

Cost in row overhead Cost in row overhead –– when enabled, when enabled, 
14 bytes added to row14 bytes added to row
If snapshot, do you depend on locking?If snapshot, do you depend on locking?

OK, most of you will say no but what about OK, most of you will say no but what about 
status queuesstatus queues……
Tip: Use READCOMMITTEDLOCK hintTip: Use READCOMMITTEDLOCK hint

If Snapshot Isolation, could you have conflicts?If Snapshot Isolation, could you have conflicts?
Be sure to have proper conflict detection and error Be sure to have proper conflict detection and error 
handling, see Kimhandling, see Kim’’s Snapshot Isolation whitepaper for s Snapshot Isolation whitepaper for 
details and examplesdetails and examples

Hidden SlideHidden Slide
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Management/MonitoringManagement/Monitoring

Version Store in Version Store in TempDBTempDB
Versions removed when no longer neededVersions removed when no longer needed
Read committed using statementRead committed using statement--level snapshot level snapshot 
wonwon’’t hold versions as long t hold versions as long –– in theory because in theory because 
only statementonly statement--levellevel
Snapshot isolation may have more impact on Snapshot isolation may have more impact on 
TempDBTempDB as versions held for life of transactionas versions held for life of transaction
Lots of long running transactions may stress Lots of long running transactions may stress 
TempDBTempDB
See KimSee Kim’’s Snapshot Isolation whitepaper for s Snapshot Isolation whitepaper for 
monitoring with monitoring with DMVsDMVs (Dynamic Management (Dynamic Management 
Views)Views) Hidden SlideHidden Slide

w/extra detailsw/extra details
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Optimal Table Structures and DesignOptimal Table Structures and Design

Data ModelingData Modeling
Data TypesData Types
The Data RowThe Data Row
Table Design for PerformanceTable Design for Performance

Data ModelingData Modeling

Data modeling is the process of planning the Data modeling is the process of planning the 
logical design of your databaselogical design of your database
Use Data modeling to define the relationships Use Data modeling to define the relationships 
between your data and processesbetween your data and processes
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Data Modeling ToolsData Modeling Tools

Visual Studio .NET Enterprise Architect includes Visual Studio .NET Enterprise Architect includes 
Visio for Enterprise Architects (VSEA)Visio for Enterprise Architects (VSEA)
Contains great tools for data modelingContains great tools for data modeling
Supports roundSupports round--tripping between data model tripping between data model 
and databaseand database
Future has not yet been announcedFuture has not yet been announced

Visio for Visio for 
EnterpriseEnterprise
ArchitectsArchitects

(VEA)(VEA)

DatabaseDatabase
and Softwareand Software
modelingmodeling

NetworkNetwork
diagrammingdiagramming subsumes

subsumes

part ofpart of
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VSEA Database Design ToolsVSEA Database Design Tools

VisioVisio--based (VEA)based (VEA)
Conceptual data modeling (ORM)Conceptual data modeling (ORM)
Logical database modeling Logical database modeling 
(Relational, IDEF1X, (Relational, IDEF1X, ““ERER””))
Physical database modelingPhysical database modeling
(SQL Server, Access, Oracle, DB2, etc.)(SQL Server, Access, Oracle, DB2, etc.)
Forward and reverse engineering, sync, import/export, Forward and reverse engineering, sync, import/export, 
reports, etc.reports, etc.

NonNon--VisioVisio
Online physical database design toolsOnline physical database design tools
SQL query designerSQL query designer

Relational ModelRelational Model

Introduced by E.F. Introduced by E.F. CoddCodd
Based upon Based upon ““relational algebrarelational algebra””
Relations actually refer to what are more Relations actually refer to what are more 
commonly referred to as tablescommonly referred to as tables
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Remembering Dr. Remembering Dr. CoddCodd

Dr. E.F. Dr. E.F. CoddCodd
August 23, 1923August 23, 1923——April 18, 2003April 18, 2003
Father of the Relational ModelFather of the Relational Model

Released the seminal paper A Relational Model of Data for Released the seminal paper A Relational Model of Data for 
Large Shared Data Banks in 1970Large Shared Data Banks in 1970

Received the A. M. Turing Award in 1981Received the A. M. Turing Award in 1981
Considered the highest honor in Considered the highest honor in 
the computer science fieldthe computer science field

NormalizationNormalization

Normalization is the process of using formal Normalization is the process of using formal 
methods to separate data to be stored in a methods to separate data to be stored in a 
database into multiple, related tablesdatabase into multiple, related tables
Normalization helps maintain the consistency and Normalization helps maintain the consistency and 
integrity of your dataintegrity of your data
Done primarily for onDone primarily for on--line transaction processing line transaction processing 
(OLTP) systems(OLTP) systems

In contrast, onIn contrast, on--line analytical processing (OLAP) line analytical processing (OLAP) 
systems are often heavily denormalizedsystems are often heavily denormalized
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Entity IntegrityEntity Integrity

Entities are single objects or concepts from the Entities are single objects or concepts from the 
real worldreal world
Entity integrity means that you must be able to Entity integrity means that you must be able to 
uniquely identify each entity you store in a uniquely identify each entity you store in a 
databasedatabase
Each entity in a table should have a primary keyEach entity in a table should have a primary key

This can be a single column or multiple columnsThis can be a single column or multiple columns
Multiple columns would be Multiple columns would be compositecomposite keykey

Domain IntegrityDomain Integrity

Domain integrity restricts what can be stored in Domain integrity restricts what can be stored in 
the databasethe database
Domain integrity represents your Domain integrity represents your business rulesbusiness rules

SQL Server can help you enforce these rulesSQL Server can help you enforce these rules
You can enforce them in your applicationYou can enforce them in your application

At multiple layersAt multiple layers
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Referential IntegrityReferential Integrity

Referential integrity preserves the defined Referential integrity preserves the defined 
relationships between tables when records are relationships between tables when records are 
entered or deletedentered or deleted
Tables can have relationships based upon keysTables can have relationships based upon keys

Foreign keys and primary keys Foreign keys and primary keys 
Foreign keys and unique keysForeign keys and unique keys

UserUser--Defined IntegrityDefined Integrity

Applies when a business rule does not fit into one Applies when a business rule does not fit into one 
of the three other formsof the three other forms
Implement using constraints, triggers, or stored Implement using constraints, triggers, or stored 
proceduresprocedures
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Normal FormsNormal Forms

CoddCodd defined various defined various ““normal formsnormal forms””, or levels of , or levels of 
normalizationnormalization

See Appendix for detailsSee Appendix for details

Generally you want to get to at least third normal Generally you want to get to at least third normal 
formform
Introduction of native XML data type in SQL Introduction of native XML data type in SQL 
Server 2005 introduces design challengesServer 2005 introduces design challenges

DenormalizationDenormalization

The deliberate process of introducing redundant The deliberate process of introducing redundant 
data into your databasedata into your database
Generally done to increase application Generally done to increase application 
performanceperformance
Often occurs when one database is both a TP and Often occurs when one database is both a TP and 
DSS sourceDSS source
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EntitiesEntities

Basic principle behind a table Basic principle behind a table –– the way we the way we 
describe some specific person, place or thing as a describe some specific person, place or thing as a 
base object within the databasebase object within the database
Focus on a single element Focus on a single element -- Person, place, thingPerson, place, thing……

Authors Authors –– Each author is an Entity described by a row Each author is an Entity described by a row 
in the authors table.in the authors table.
Titles Titles –– Each title, separate from the author(s) that Each title, separate from the author(s) that 
wrote the title is described by a row in the titles table.wrote the title is described by a row in the titles table.
Publishers Publishers –– Each publisher, separate from any title(s) Each publisher, separate from any title(s) 
they may have published is described by a row in the they may have published is described by a row in the 
publishers table.publishers table.

AttributesAttributes

Basic principle behind a column Basic principle behind a column –– the way we the way we 
describe some specific element about the entitydescribe some specific element about the entity
Each column of a table should describe ONLY Each column of a table should describe ONLY 
that entitythat entity……
Core elements of an attributeCore elements of an attribute

Attribute NameAttribute Name priceprice
Data typeData type moneymoney
NullabilityNullability NULLNULL

Every attribute should describe the primary key, 
the whole primary key, and nothing but the primary key. 
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Data TypesData Types

System Supplied Data TypesSystem Supplied Data Types
CharacterCharacter
Unicode CharacterUnicode Character
NumericNumeric
Date and TimeDate and Time
Exact NumericExact Numeric
UniqueidentifierUniqueidentifier
BinaryBinary
MiscellaneousMiscellaneous

Find the right data type for the job:Find the right data type for the job:

Use Unicode over Use Unicode over ASCiiASCii

If the If the datatypedatatype varies:varies:
< 5 chars should be < 5 chars should be ncharnchar
55--20 chars 20 chars –– questionablequestionable
> 20 char > 20 char –– lean more towardslean more towards

nvarcharnvarchar
For numeric data:For numeric data:

Find the right rangeFind the right range
Standardize on decimal orStandardize on decimal or

numericnumeric
Use Use uniqueidentifieruniqueidentifier sparinglysparingly
Understand precision and rangeUnderstand precision and range

98E94963-F193-4E69-9262-7B692125557F16 bytesuniqueidentifier
Jan 1, 1900 with precision to the minute4 bytessmalldatetime
Jan 1, 1753 with precision to a timetick (3.33 
ms)8 bytesdatetime

NotesMax/Exact 
StorageData Type

-922,337,203,685,477.5808 through 
+922,337,203,685,477.58078 bytesmoney

- 214,748.3648 through +214,748.36474 bytessmallmoney

1 byte per char - 8000 Characters8000 byteschar(n)
varchar(n)

2 bytes per char - 4000 Characters8000 bytesnchar(n)
nvarchar(n)

-263 to 263-18 bytesbigint
-231 to 231-14 bytesint
-32768 to 327672 bytessmallint
0-2551 bytetinyint

Hidden SlideHidden Slide
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SQL Server 2005 Data TypesSQL Server 2005 Data Types

Large Value Data Types, Large Value Data Types, varchar(maxvarchar(max), ), 
varchar(maxvarchar(max) and ) and varbinary(maxvarbinary(max))

In row storage limit 8000 bytes (max In row storage limit 8000 bytes (max colcol width)width)
Work like typical Work like typical varcharvarchar but support LOB values (2but support LOB values (23131

bytes)bytes)
Default behavior is IN_ROW when entire LOB fits in the Default behavior is IN_ROW when entire LOB fits in the 
8060 max IN_ROW storage area (NOTE: 8060 bytes is 8060 max IN_ROW storage area (NOTE: 8060 bytes is 
no longer the maximum row size)no longer the maximum row size)

Be aware that LOB types Be aware that LOB types (text, (text, ntextntext, image, , image, varchar(maxvarchar(max), ), 
nvarchar(maxnvarchar(max), ), varbinary(maxvarbinary(max), xml)), xml) added to a table added to a table 
prevent online index rebuildsprevent online index rebuilds
May want to consider vertical partitioning for LOB May want to consider vertical partitioning for LOB 
typestypes

Where to store Where to store BLOBsBLOBs??
Each of these have pros/cons Each of these have pros/cons –– which is which is rightright? ? (it depends)(it depends)

In the In the core core base tablebase table
Prevents online index operationsPrevents online index operations
Easily accessibleEasily accessible

In a separate table but in the same In a separate table but in the same filegroupfilegroup
CanCan’’t do isolated backup strategies (not desired?)t do isolated backup strategies (not desired?)
Must be Must be ““joinedjoined”” or accessed when necessaryor accessed when necessary
DoesnDoesn’’t put data into memory when not needed t put data into memory when not needed 
(vertical partitioning uses resources more effectively)(vertical partitioning uses resources more effectively)

In a separate table and in its own In a separate table and in its own filegroupfilegroup
Allows isolated backup strategiesAllows isolated backup strategies

Outside of the databaseOutside of the database
Not secured/controlled with databaseNot secured/controlled with database
May allow easier access to other applications May allow easier access to other applications 
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The Data RowThe Data Row

Header Fixed Data NB VB Variable Data

Null
Block

Variable
Block

4 bytes

Data

Rows on a PageRows on a Page

Page HeaderPage Header

Row ARow ARow A

Row CRow CRow C

Row BRow BRow B

ABC

Data rows

Row Offset Table
2 bytes each

96
bytes

8,096
bytes
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Optimal Row WidthOptimal Row Width

Consider Table Usage above all elseConsider Table Usage above all else
Estimate Average Row LengthEstimate Average Row Length

OverheadOverhead
Fixed Width ColumnsFixed Width Columns
Estimate Average from realistic sample dataEstimate Average from realistic sample data
SELECT SELECT avg(datalength(columnnameavg(datalength(columnname)) FROM )) FROM tnametname

Calculate Rows/PageCalculate Rows/Page
8096 Bytes/Page8096 Bytes/Page

??? Bytes/Row??? Bytes/Row

Calculate Wasted Bytes Calculate Wasted Bytes –– on Disk on Disk ∴∴ in Memoryin Memory

= Rows/Page

Consider Customer Table Consider Customer Table 
with 1,600,000 Rowswith 1,600,000 Rows

14 Columns
1000 Bytes/Row
8 Rows/Page

200,000 Pages
1.6GB Table

CustomerPersonal

18 Columns*
1600 Bytes/Row
5 Rows/Page

320,000 Pages
2.5GB Table

CustomerProfessional

17 Columns*
2000 Bytes/Row
4 Rows/Page

400,000 Pages
3.2 GB Table

CustomerMisc

47 Columns
4600 Bytes/Row
Only 1 Row/Page

3400+ Bytes Wasted
1.6 Million Pages
12.8 GB Table

Customer

*The Primary key column must be made redundant for these 
two additional tables. 47 Columns in Customer. 49 Columns 
total between 3 tables.

Customer
= 12.8 GB

Partitioned Tables
= 7.3 GB

Savings in Overall Disk 
Space (5.5 GB Saved)

Not reading data into 
cache when not necessary

LOB data can be 
isolated to support online 
index operations to more 
critical data

Locks are table specific 
therefore less contention 
at the row level
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Vertical PartitioningVertical Partitioning

Optimizing row size forOptimizing row size for……
CachingCaching

More rows on a page, more rows in memoryMore rows on a page, more rows in memory

LockingLocking
Only locking the columns that are of interest. Minimize row Only locking the columns that are of interest. Minimize row 
based conflictsbased conflicts

Usage Defines Vertical PartitionsUsage Defines Vertical Partitions
Logically Group Columns to minimize joinsLogically Group Columns to minimize joins
Consider Read Only vs. OLTP ColumnsConsider Read Only vs. OLTP Columns
Consider Columns often used togetherConsider Columns often used together

Sales2005_01

Sales2005_02

Sales2005_03

Sales2005_04
...

Table or View?

Sales2003

Table or View?

Sales2004

Table or View?

Sales2005

Horizontal Partitioning (Horizontal Partitioning (PVsPVs or or PTsPTs))

874 Million Rows
All Sales Since January 2003
•Current Sales (INSERTs) often 

blocked by DSS queries. 
•Index Rebuilds take quite a 

bit of time
•Weekly FULL Database Backups 
are backing up the same sales 

(2003-2005) repeatedly

Sales

Sales2003_01

Sales2003_02

Sales2003_03

Sales2003_04
...

Sales2003_12

Sales2004_01

Sales2004_02

Sales2004_03

Sales2004_04
...

Sales2004_12

PVs require constraints for partition mgmt
CHECK (SalesDate >= '01/01/2004'

AND SalesDate < '02/01/2004') PTs require a Partition Function and
a Partition Scheme for partition mgmt

Sales2005_12
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Data Integrity ConceptsData Integrity Concepts
Domain Integrity

(columns)

Entity Integrity (rows)

Referential Integrity
(between columns – often different tables)

Enforcing Data IntegrityEnforcing Data Integrity

Declarative Data IntegrityDeclarative Data Integrity
Criteria defined in object definitionsCriteria defined in object definitions
SQL Server enforces automaticallySQL Server enforces automatically
Implement by using constraints, defaults, and rulesImplement by using constraints, defaults, and rules

Procedural Data IntegrityProcedural Data Integrity
Criteria defined in scriptCriteria defined in script
Script enforcesScript enforces
Implement by using triggers and stored proceduresImplement by using triggers and stored procedures

Why Procedural over Declarative?Why Procedural over Declarative?
The big three: Custom Error Messages, CrossThe big three: Custom Error Messages, Cross--database RI database RI 
and Cascading (prior to SQL Server 2000) NOT TO and Cascading (prior to SQL Server 2000) NOT TO 
MENTION limitless functionality MENTION limitless functionality –– you write the code!you write the code!
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Foreign Key ReferencesForeign Key References

Foreign Key enforces domain and referential Foreign Key enforces domain and referential 
integrityintegrity

Domain Domain –– restricts set of legal values to set in restricts set of legal values to set in 
referencreferenceded table/table/column(scolumn(s))
Referential Referential –– enforces relationship between the tables enforces relationship between the tables 
(FK must reference PK or UK)(FK must reference PK or UK)

INSERTs/UPDATEsINSERTs/UPDATEs in the referencin the referencinging table must supply a value table must supply a value 
which existswhich exists
DELETEsDELETEs in the referencin the referenceded table are not allowed when row is table are not allowed when row is 
referencreferenceded

Foreign Key reference can cascadeForeign Key reference can cascade
ON UPDATE ON UPDATE –– clean, easy, consistentclean, easy, consistent
ON DELETE ON DELETE –– Too easy, beware!Too easy, beware!

Foreign Key ReferencesForeign Key References

Inserting a row Inserting a row –– in the referencin the referencinging tabletable
Must lookup row in referenced tableMust lookup row in referenced table
Must reference a primary key or a unique keyMust reference a primary key or a unique key

An index must exist, lookup is fastAn index must exist, lookup is fast

Delete a row Delete a row –– in the referencin the referenceded tabletable
Must determine if any rows reference the keyMust determine if any rows reference the key
The referencing column (the column on which the The referencing column (the column on which the 
foreign key exists) does not have an index (unless foreign key exists) does not have an index (unless 
manually created)manually created)

Locks must be used to validate the integrity of the Locks must be used to validate the integrity of the 
relationshiprelationship
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ERD ERD –– Entity Relationship DiagramEntity Relationship Diagram

RelationshipsRelationships
Titles have a PublisherTitles have a Publisher
Titles have potentially Titles have potentially 
many Authorsmany Authors
Authors may have Authors may have 
written more than one written more than one 
TitleTitle
For a given title an For a given title an 
Author is given an order Author is given an order 
and a royaltyand a royalty

Describing RelationshipsDescribing Relationships

Mathematically Mathematically –– One to Many (1One to Many (1--n) Relationship n) Relationship 
For Every Sale there is Only one TitleFor Every Sale there is Only one Title
For Each Title there can be Many SalesFor Each Title there can be Many Sales
The Relationship between Sales and Titles is One to ManyThe Relationship between Sales and Titles is One to Many

For Every Title there is Only one publisherFor Every Title there is Only one publisher
For Each Publisher there can be Many TitlesFor Each Publisher there can be Many Titles
The Relationship between Titles and Publishers is One to ManyThe Relationship between Titles and Publishers is One to Many

DirectionallyDirectionally
Sales to Titles = One Sale to One TitleSales to Titles = One Sale to One Title
Titles to Publishers = One Title to One PublisherTitles to Publishers = One Title to One Publisher

Can we describe Sales to Publishers?Can we describe Sales to Publishers?
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Duplicating KeysDuplicating Keys
BEFORE adding redundant pub_idBEFORE adding redundant pub_id AFTER adding redundant pub_idAFTER adding redundant pub_id

Design Techniques SummaryDesign Techniques Summary

Rows CAN span pages however, record size Rows CAN span pages however, record size 
impacts disk space, cache utilization, concurrency impacts disk space, cache utilization, concurrency 
and maintenance restrictionsand maintenance restrictions
The lowest granularity of locking holds an entire The lowest granularity of locking holds an entire 
row row –– partitioning a table vertically or horizontally partitioning a table vertically or horizontally 
can improve concurrency, minimize restrictions can improve concurrency, minimize restrictions 
on online rebuilds and improve cache utilizationon online rebuilds and improve cache utilization
Optimizer is aware of constraints Optimizer is aware of constraints –– efficient efficient 
horizontal partitioning requires constraintshorizontal partitioning requires constraints
Duplicating Keys which define relationships can Duplicating Keys which define relationships can 
improve join performance by giving the optimizer improve join performance by giving the optimizer 
more options for performing a joinmore options for performing a join
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Developing on SQL Server 2005Developing on SQL Server 2005

Writing Effective ServerWriting Effective Server--side codeside code
Optimizing Procedural CodeOptimizing Procedural Code
Choices, Choices and More ChoicesChoices, Choices and More Choices
Secure DevelopmentSecure Development
Performance and ScalabilityPerformance and Scalability

BatchesBatches

Parsed as a unit Parsed as a unit –– if any statement fails syntax then NO if any statement fails syntax then NO 
statements (in that batch) are executed. SQL Server statements (in that batch) are executed. SQL Server 
proceeds to next batch.proceeds to next batch.
At execution At execution –– if a statement fails then that statement is if a statement fails then that statement is 
rolled back and SQL Server exits the batch (or falls into rolled back and SQL Server exits the batch (or falls into 
catch block) and proceeds to the next batch. Any catch block) and proceeds to the next batch. Any 
statement following the failed statement is NOT executed.statement following the failed statement is NOT executed.

SELECT * FROM SELECT * FROM pubs.dbo.authorspubs.dbo.authors
SELECT * FROM SELECT * FROM pubs.dbo.authorspubs.dbo.authors
SELECT * FORM SELECT * FORM pubs.dbo.authorspubs.dbo.authors
gogo

Error: Server: Error: Server: MsgMsg 170, Level 15, State 1, Line 3170, Level 15, State 1, Line 3
Line 3: Incorrect syntax near 'form'.Line 3: Incorrect syntax near 'form'.
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TransactionsTransactions

Controlled by Transaction Mode of sessionControlled by Transaction Mode of session
Defined explicitlyDefined explicitly
Defined at connection levelDefined at connection level
Defined at server levelDefined at server level

Allows multiple statements to be treated as a Allows multiple statements to be treated as a 
single logical unit of worksingle logical unit of work
Handled automatically across databases on the Handled automatically across databases on the 
same server (i.e. instance)same server (i.e. instance)
Handled through MSDTC explicitly throughHandled through MSDTC explicitly through

BEGIN DISTRIBUTED TRANSACTIONBEGIN DISTRIBUTED TRANSACTION
COMMITCOMMIT TRANSACTIONTRANSACTION

Requires error handling logicRequires error handling logic

Transaction ModeTransaction Mode

Autocommit transaction (default)Autocommit transaction (default)
Statement level implicit transactionStatement level implicit transaction
Each statement commits as a single unitEach statement commits as a single unit

Explicit transaction (userExplicit transaction (user--defined)defined)
BEGIN TRANSATION BEGIN TRANSATION 
COMMIT TRANSACTIONCOMMIT TRANSACTION

Implicit transactionImplicit transaction
Session Level SettingSession Level Setting

SET IMPLICIT_TRANSACTIONS ONSET IMPLICIT_TRANSACTIONS ON

Batch scoped transactions (2005)Batch scoped transactions (2005)
Only when MARS enabled on clientOnly when MARS enabled on client
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Transaction Termination (1 of 2)Transaction Termination (1 of 2)

Resource Error Resource Error –– Automatically HandledAutomatically Handled
If the statement fails due to a SQL Server resource If the statement fails due to a SQL Server resource 
error (for example, the transaction log fills), SQL Server error (for example, the transaction log fills), SQL Server 
maintains data integrity automatically.maintains data integrity automatically.

UserUser--defined Error defined Error –– Programmatically HandledProgrammatically Handled
Conditionally, when your business rules (i.e. constraint Conditionally, when your business rules (i.e. constraint 
violation or a lock timeout (more on this coming up)) violation or a lock timeout (more on this coming up)) 
are violated, YOU must programmatically determine are violated, YOU must programmatically determine 
the fate of the transaction. the fate of the transaction. 

Transaction Termination (2 of 2)Transaction Termination (2 of 2)

SET ARITHABORTSET ARITHABORT
(default based on API and driver)(default based on API and driver)

ON ON –– rollback statement/transaction when dividerollback statement/transaction when divide--byby--
zero or arithmetic overflow error occurszero or arithmetic overflow error occurs
OFF OFF –– return NULLreturn NULL

SET XACT_ABORTSET XACT_ABORT
(off by default)(off by default)

ON ON –– rollback statement/transaction when runrollback statement/transaction when run--time time 
error occurserror occurs
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Understanding TransactionsUnderstanding Transactions

BEGIN TRANSACTIONBEGIN TRANSACTION
Begins a New TransactionBegins a New Transaction

Increments @@TRANCOUNTIncrements @@TRANCOUNT

Supports special Supports special ““marked transactionsmarked transactions””
BEGIN TRANSACTION BEGIN TRANSACTION TransactionNameTransactionName

WITH MARK WITH MARK ‘‘important transactionimportant transaction’’

COMMIT TRANSACTIONCOMMIT TRANSACTION
Decrements @@TRANCOUNT by 1Decrements @@TRANCOUNT by 1

Does NOT commit the transaction UNLESS the Does NOT commit the transaction UNLESS the 
@@TRANCOUNT is 0@@TRANCOUNT is 0

Understanding TransactionsUnderstanding Transactions

ROLLBACK TRANSACTIONROLLBACK TRANSACTION
Returns @@TRANCOUNT to 0Returns @@TRANCOUNT to 0
Cancels all levels of Nested Transactions Cancels all levels of Nested Transactions –– even even 
when using ROLLBACK TRANSACTION to a named when using ROLLBACK TRANSACTION to a named 
(i.e. marked transaction).(i.e. marked transaction).

SAVE TRANSACTIONSAVE TRANSACTION (a.k.a. (a.k.a. SavepointsSavepoints))
Do not affect @@TRANCOUNTDo not affect @@TRANCOUNT
When you ROLLBACK to a When you ROLLBACK to a savepointsavepoint you must still you must still 
““commitcommit”” or or ““rollbackrollback”” the pending transactionthe pending transaction
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Nested TransactionsNested Transactions

Issues in Nesting TransactionsIssues in Nesting Transactions
Use Use @@@@trancounttrancount to determine nesting levelto determine nesting level
Transactions arenTransactions aren’’t truly t truly ““nestednested”” (even when named),  (even when named),  
rollback always rolls back to OUTER most transaction rollback always rolls back to OUTER most transaction 
((@@@@trancounttrancount = 0= 0))
Rollback to a Rollback to a savepointsavepoint does NOT decrement does NOT decrement 
@@@@trancounttrancount –– must also commit nested transaction must also commit nested transaction 
to decrement @@to decrement @@trancounttrancount

Handle errorsHandle errors
Try/Catch logicTry/Catch logic
Using session variablesUsing session variables

System Functions to help System Functions to help 
handle errors:  handle errors:  
@@ERROR  @@ERROR  
@@TRANCOUNT  @@TRANCOUNT  
@@ROWCOUNT@@ROWCOUNT

Handling Errors Handling Errors –– The Old WayThe Old Way

After each statement you need to test the state of After each statement you need to test the state of 
@@ERROR@@ERROR
To centralize error checking code, use labels with To centralize error checking code, use labels with 
GOTO and RETURN statementsGOTO and RETURN statements
Errors such as data type conversion errors causes Errors such as data type conversion errors causes 
batch to terminate; batch to terminate; not every error can be not every error can be 
trappedtrapped
Makes for a lot of additional codeMakes for a lot of additional code

IF @@ERROR <> 0IF @@ERROR <> 0
BEGINBEGIN

RAISERRORRAISERROR……
ROLLBACK ROLLBACK 
RETURNRETURN

ENDEND
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Handling Errors Handling Errors –– The New WayThe New Way

SQL Server 2005 adds exception handlingSQL Server 2005 adds exception handling
Error handling in previous SQL Server versions tediousError handling in previous SQL Server versions tedious

@@ERROR set on each statement@@ERROR set on each statement
set variable with @@ERROR, then check valueset variable with @@ERROR, then check value

BEGINBEGIN--END TRY BEGINEND TRY BEGIN--END CATCH blocks in SQL END CATCH blocks in SQL 
20052005

semantic equivalent of BEGINsemantic equivalent of BEGIN--END blocksEND blocks
additional functions return error infoadditional functions return error info
can query transaction statuscan query transaction status
can save @@ERROR equivalentcan save @@ERROR equivalent

*See TRY/CATCH in DAT424 on Wednesday *See TRY/CATCH in DAT424 on Wednesday –– 14:0014:00--15:15, by Bob 15:15, by Bob BeaucheminBeauchemin..

Processing of Stored ProceduresProcessing of Stored Procedures

Compiled plan placed in
unified cache

Compilation

Execution
(first time

or recompile)

Resolution*

Optimization

Parsing

Resolution
Creation

sysobjects
Name, type, etc. 
syscomments
Text of object
syscolumns
Parameter list
sysdepends

Object dependencies
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Compilation/OptimizationCompilation/Optimization

Based on parameters suppliedBased on parameters supplied
Future executions will reuse the planFuture executions will reuse the plan
Complete optimization of all code passed (more Complete optimization of all code passed (more 
on this coming upon this coming up……statementstatement--based based 
recompilation and/or modular code!)recompilation and/or modular code!)
Poor coding practices can cause excessive Poor coding practices can cause excessive 
locking/blockinglocking/blocking
Excessive recompilations can cause poor Excessive recompilations can cause poor 
performanceperformance

Recompilation IssuesRecompilation Issues

RECOMPILATION = OPTIMIZATIONRECOMPILATION = OPTIMIZATION
OPTIMIZATION = RECOMPILATIONOPTIMIZATION = RECOMPILATION

When do you want to recompile?When do you want to recompile?
What options do you have Recompilation?What options do you have Recompilation?
How do you know you need to recompile?How do you know you need to recompile?
Do you want to recompile the entire procedure or Do you want to recompile the entire procedure or 
only part of it?only part of it?
Can you test it?Can you test it?
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When to recompile?When to recompile?

When the plan for a given statement within a When the plan for a given statement within a 
procedure is not consistent in execution planprocedure is not consistent in execution plan––due due 
to parameter changesto parameter changes
Cost of recompilation might be significantly less Cost of recompilation might be significantly less 
than the execution cost of a bad plan!than the execution cost of a bad plan!
Why?Why?

Faster Execution with a better planFaster Execution with a better plan
Saving plans for reuse is NOT always beneficialSaving plans for reuse is NOT always beneficial
Some plans should NEVER be savedSome plans should NEVER be saved

Do you want to do this for every procedure?Do you want to do this for every procedure?
No, but start with the highest priority/expensive No, but start with the highest priority/expensive 
procedures first!procedures first!

CREATE CREATE …… WITH RECOMPILEWITH RECOMPILE

When procedure returns widely varying resultsWhen procedure returns widely varying results
When the plan is not consistentWhen the plan is not consistent
For SMALL proceduresFor SMALL procedures
For backward compatibilityFor backward compatibility
Why?Why?

2000: Only complete procedure recompiles2000: Only complete procedure recompiles
2005: Statement level recompilation2005: Statement level recompilation

Always target the smallest amount possible to Always target the smallest amount possible to 
recompile!recompile!
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EXECUTE WITH RECOMPILEEXECUTE WITH RECOMPILE

Excellent for TestingExcellent for Testing
Verify plans for a variety of test casesVerify plans for a variety of test cases

EXEC EXEC dbo.GetMemberInfodbo.GetMemberInfo 'Tripp' WITH RECOMPILE'Tripp' WITH RECOMPILE
EXEC EXEC dbo.GetMemberInfodbo.GetMemberInfo 'T%' WITH RECOMPILE'T%' WITH RECOMPILE
EXEC EXEC dbo.GetMemberInfodbo.GetMemberInfo '%T%' WITH RECOMPILE'%T%' WITH RECOMPILE

Do the execution plans match? Do the execution plans match? 
Are they consistent?Are they consistent?
Yes Yes then create the procedure normallythen create the procedure normally
No No Determine what should be recompiledDetermine what should be recompiled

StatementStatement--level Recompilationlevel Recompilation

The old way: Modularizing your codeThe old way: Modularizing your code
DoesnDoesn’’t hurt!t hurt!
May allow better reuse of code May allow better reuse of code ““snippetssnippets””

The new way: The new way: ““inline recompilationinline recompilation””
OPTION(RECOMPILE)OPTION(RECOMPILE)

Excellent when parameters cause the execution plan to widely Excellent when parameters cause the execution plan to widely 
varyvary
Bad because EVERY execution will recompileBad because EVERY execution will recompile

OPTIMIZE FOR ( @variable_name = literal_constant, ...)OPTIMIZE FOR ( @variable_name = literal_constant, ...)
Excellent when large majority of executions generate the same Excellent when large majority of executions generate the same 
optimization timeoptimization time
You donYou don’’t care that the minority may run slower with a less t care that the minority may run slower with a less 
than optimal plan?than optimal plan?
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Modular Code Modular Code –– Still works!Still works!

IF (expression operator exp)IF (expression operator exp)
SQL Statement Block1SQL Statement Block1

ELSEELSE
SQL Statement Block2SQL Statement Block2

Scenario 1 Scenario 1 –– upon first executionupon first execution……
Parameters are passed such that the ELSE condition Parameters are passed such that the ELSE condition 
executes executes –– BOTH Block1 and Block2 are optimized with BOTH Block1 and Block2 are optimized with 
the input parametersthe input parameters

Scenario 2 Scenario 2 –– upon first executionupon first execution……
Parameters are passed such that the IF condition executes Parameters are passed such that the IF condition executes 
–– ONLY Block1 is optimized. Block2 will be optimized ONLY Block1 is optimized. Block2 will be optimized 
when a parameter which forces the ELSE condition is when a parameter which forces the ELSE condition is 
passed.passed.

See See ModularProcedures.sqlModularProcedures.sql

Solution?
Do not use a lot of 

conditional SQL 
Statement Blocks

Call separate stored 
procedures instead!

Development DilemmaDevelopment Dilemma

TT--SQLSQL

XMLXML

CLRCLR

Computation Computation 
& Framework & Framework 

accessaccess

Relational Relational 
data accessdata access

SemiSemi--structuredstructured
data accessdata access
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SQL Server 2005 ToolkitSQL Server 2005 Toolkit

SQLSQL

ServiceService
BrokerBroker

TransactTransact
SQLSQL

CLRCLR
Programs & TypesPrograms & Types

Relational DataRelational Data

SQLSQL XMLXML FTSFTS

SQL Server 2005 ToolkitSQL Server 2005 Toolkit

SQLSQL XMLXML FTSFTSXMLXML

XMLXML
typetype

X/QueryX/Query XML IndexesXML Indexes

SemiSemi--Structured Structured 
DataData

XML XML 
SchemaSchema
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SQL Server 2005 ToolkitSQL Server 2005 Toolkit

SQLSQL XMLXML FTSFTSFTSFTS

MicrosoftMicrosoft
SearchSearch

OfficeOffice
DocumentsDocuments

Integrated with Integrated with 
database backupdatabase backup

Unstructured Unstructured 
DataData

CLR Integration Design GoalCLR Integration Design Goal

Bring framework programming model into the Bring framework programming model into the 
database tierdatabase tier
Allow business logic to easily migrate to the most Allow business logic to easily migrate to the most 
appropriate tierappropriate tier
Enable safe database extensionsEnable safe database extensions

Result:  stored procedures, triggers, data types Result:  stored procedures, triggers, data types 
defined in managed codedefined in managed code
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CLR IntegrationCLR Integration
CLR Deeply IntegratedCLR Deeply Integrated
Hosting layer provides Hosting layer provides 
coordination of:coordination of:

ThreadsThreads
MemoryMemory
Garbage CollectionGarbage Collection

Allows System ExtensionAllows System Extension
Scalar FunctionsScalar Functions
Table Value FunctionsTable Value Functions
TypesTypes
AggregatesAggregates
ProceduresProcedures

Data AccessData Access

SQL Engine

Windows

SQL OS

CLR

Hosting
Layer

VS .NET VS .NET 
ProjectProject Assembly: Assembly: 

geom.dllgeom.dll

VB, C#, VB, C#, …… BuildBuild

SQL ServerSQL Server

SQL Data Definition:        SQL Data Definition:        
create assembly create assembly ……
create function create function ……
create procedure create procedure ……
create trigger create trigger ……
create type create type ……

SQL Queries:                 SQL Queries:                 
SELECT name FROM Supplier SELECT name FROM Supplier 

WHERE WHERE Location::DistanceLocation::Distance ( @point ) < 3( @point ) < 3

CLR hosted by CLR hosted by 
SQL (inSQL (in--proc)proc)

SQL CLR Functionality SQL CLR Functionality 

Define Define Location.DistanceLocation.Distance()()
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VS IntegrationVS Integration

Visual Studio supports a new SQL Server 2005 Visual Studio supports a new SQL Server 2005 
Project type Project type 

Easy to develop, debug and deploy .NET code Easy to develop, debug and deploy .NET code 
for the database for the database 

Integrated debugging experience across Integrated debugging experience across 
midmid--tier and database tiertier and database tier

Seamlessly step crossSeamlessly step cross--language language –– TSQL and .NETTSQL and .NET
Set breakpoints anywhere, inspect anythingSet breakpoints anywhere, inspect anything

Increased ProductivityIncreased Productivity

Good Scenario for CLR UsageGood Scenario for CLR Usage

Data validation & network traffic reductionData validation & network traffic reduction
Writing general purpose functions:Writing general purpose functions:

Data passed as argumentsData passed as arguments
Little/no additional data accessLittle/no additional data access
Complex computation applied on a row by row basis to the dataComplex computation applied on a row by row basis to the data

Scalar types & custom aggregationsScalar types & custom aggregations
Leveraging the power of the .NET FrameworkLeveraging the power of the .NET Framework

Access to a rich set of preAccess to a rich set of pre--built functionalitybuilt functionality

Replacing Extended Stored Procedures (XP)Replacing Extended Stored Procedures (XP)
The CLR is safer: The CLR is safer: 

No access violations making SQL Server crash No access violations making SQL Server crash 
No leaks making SQL Server slow down & crashNo leaks making SQL Server slow down & crash
Better performance & scalability (managed memory model)Better performance & scalability (managed memory model)
No security issuesNo security issues……
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Bad Scenario for CLR UsageBad Scenario for CLR Usage

Heavy data access Heavy data access –– TransactTransact--SQL set based SQL set based 
access will be fasteraccess will be faster

DonDon’’t write SELECT statements as CLR procedures!t write SELECT statements as CLR procedures!

Complex typesComplex types
8K size limitation8K size limitation
All data is read/reAll data is read/re--written when updatedwritten when updated

PrePre--Aggregation for ReportsAggregation for Reports
CLR Aggregates cannot be used in Indexed ViewsCLR Aggregates cannot be used in Indexed Views

Your application must support previous versions Your application must support previous versions 
of SQL Serverof SQL Server
Technology for technologyTechnology for technology’’s sakes sake……

XML And Your databaseXML And Your database

Provides for more efficient storage and access to Provides for more efficient storage and access to 
semisemi--structured datastructured data
Provides for better integration in Service Provides for better integration in Service 
Orientated ArchitecturesOrientated Architectures
Provides malleable data that can be consumed Provides malleable data that can be consumed 
and transformed by clients and other servicesand transformed by clients and other services
Complements, but does not replace a good Complements, but does not replace a good 
relational schemarelational schema
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XML DevelopmentXML Development
<<xs:complexTypexs:complexType name ="name ="myelementmyelement" mixed="true">" mixed="true">

<<xs:sequencexs:sequence minOccursminOccurs="0">="0">
<<xs:elementxs:element name="child1" name="child1" 

type="type="xs:integerxs:integer" />" />
<<xs:elementxs:element name="child2" name="child2" 

type="type="xs:integerxs:integer" />" />
</</xs:sequencexs:sequence>>

</</xs:complexTypexs:complexType>>
<<xs:elementxs:element name="name="myelementmyelement" type="" type="myelementmyelement" " 

/>/>
<<myelementmyelement>>

Some textSome text
<child1>3</child1><child1>3</child1>
Some more textSome more text
<child2>4</child2><child2>4</child2>
Some more textSome more text

</</myelementmyelement>>
<<xs:complexTypexs:complexType name ="name ="myelementWithChildrenmyelementWithChildren">">

<<xs:sequencexs:sequence>>
<<xs:elementxs:element name="child1" name="child1" 

type="type="xs:integerxs:integer" />" />
<<xs:elementxs:element name="child2" name="child2" 

type="type="xs:integerxs:integer" />" />
</</xs:sequencexs:sequence>>

</</xs:complexTypexs:complexType>>
<<xs:elementxs:element name="name="myelementmyelement" type="" type="xs:anyTypexs:anyType" " 

/>/>

Native XML Native XML datatypedatatype
Optimized onOptimized on--disk disk 
structure (not structure (not ““just a blobjust a blob””))

XML IndexesXML Indexes
Entities & AttributesEntities & Attributes

XQueryXQuery
Integrated with core relational Integrated with core relational 
operatorsoperators

Schema SupportSchema Support
Strongly typed XMLStrongly typed XML

CLR/XML IntegrationCLR/XML Integration
XMLTextReaderXMLTextReader
Access to XSLTAccess to XSLT

Full Text SearchFull Text Search
And more And more ……

XML IndexesXML Indexes

Primary Index:Primary Index:
Requires a clustered primary key on the base tableRequires a clustered primary key on the base table
BB--Tree of element and attribute names, node values, Tree of element and attribute names, node values, 
and node types, retains document order and structure, and node types, retains document order and structure, 
as well as the path from the root of the XML instance as well as the path from the root of the XML instance 
to each node for efficient evaluation of path to each node for efficient evaluation of path 
expressionsexpressions

Secondary Indexes off of the primary XML index Secondary Indexes off of the primary XML index 
PATH PATH columns (path, value) columns (path, value) 
PROPERTY PROPERTY columns (PK, path, value)columns (PK, path, value)
VALUE VALUE columns (value, path) columns (value, path) 
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Scenario for XML DevelopmentScenario for XML Development

Good Scenario:Good Scenario:
Data is semiData is semi--structured, structured, 
small core of fixed data small core of fixed data 
with many, sparsely with many, sparsely 
populated extended populated extended 
attributes attributes 

MultiMulti--value Property bagsvalue Property bags
Complex Property bagsComplex Property bags
““WordXMLWordXML””

Documents are large but Documents are large but 
rarely updatedrarely updated

Indexing will pay offIndexing will pay off
Data is hierarchicalData is hierarchical

regular expressions are regular expressions are 
well suited for finding datawell suited for finding data

Bad Scenario:Bad Scenario:
““Database in a CellDatabase in a Cell””
Documents are large and Documents are large and 
updated frequentlyupdated frequently
Document update Document update 
contention is likelycontention is likely
Data is fully structured & Data is fully structured & 
populated populated candidate for candidate for 
conversion to relational conversion to relational 
schemaschema
Data contains large binary Data contains large binary 
objects (2GB limitation)objects (2GB limitation)

TransactTransact--SQL EnhancementsSQL Enhancements

ROW_NUMBERROW_NUMBER
RANK, DENSE_RANK RANK, DENSE_RANK 
Common Table ExpressionsCommon Table Expressions
PIVOT/UNPIVOTPIVOT/UNPIVOT
CROSS APPLY and OUTER APPLYCROSS APPLY and OUTER APPLY
Error handling Error handling –– TRY/CATCH TRY/CATCH 
DDL Triggers (synchronous)DDL Triggers (synchronous)
Event Notifications (asynchronous)Event Notifications (asynchronous)
Parameterized TOPParameterized TOP
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Whose Fault was SQL Injection?Whose Fault was SQL Injection?

OK. We got your attention. It was not you OK. We got your attention. It was not you 
anyway, of course.anyway, of course.
Security for a database developer was a very rude Security for a database developer was a very rude 
wakewake--up call.up call.
We We feel feel your pain.your pain.
We can help you We can help you –– in this session!in this session!

Defense in DepthDefense in Depth
Using a layered approach:Using a layered approach:

Increases an attackerIncreases an attacker’’s risk of detection s risk of detection 
Reduces an attackerReduces an attacker’’s probability of successs probability of success

Policies, Procedures, & 
Awareness

OS hardening, SQL Server patchingOS hardening, SQL Server patching

Firewalls, packet filtersFirewalls, packet filters

Guards, locks, tracking devices, Guards, locks, tracking devices, 
HSM, tamperHSM, tamper--evident labelsevident labels

SSL, IPSec, No problemsSSL, IPSec, No problems

Application hardening, authorizationApplication hardening, authorization

Permissions, encryptionPermissions, encryption

DBA education against social DBA education against social 
engineeringengineering

Physical Security

Perimeter

Internal Network

Host

Application

Data
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Application ProtectionApplication Protection

Protection against attacks against the applicationProtection against attacks against the application

Techniques and practices used by the database Techniques and practices used by the database 
code (modules, stored procedures) to avoid being code (modules, stored procedures) to avoid being 
exploited by callersexploited by callers

Permissions and Permissions and ACLsACLs on the data are also part of on the data are also part of 
application protection from the perspective of the application protection from the perspective of the 
calling applicationcalling application

Secure DevelopmentSecure Development

How things used to work?How things used to work?
UserUser--schema separationschema separation
Granular permissionsGranular permissions
EXECUTE ASEXECUTE AS
SQL Injection (Classic)SQL Injection (Classic)
SQL Injection (Future)SQL Injection (Future)
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Security through EncapsulationSecurity through Encapsulation

Granting access to a process or a method without Granting access to a process or a method without 
direct access to base objectsdirect access to base objects
How?How?

Grant access to the stored procedures, views and/or Grant access to the stored procedures, views and/or 
functions without granting access to the base objectfunctions without granting access to the base object

RequiresRequires
The objects in the dependency chain cannot be broken The objects in the dependency chain cannot be broken 
(object ownership chaining)(object ownership chaining)
The user has to have direct base object access (which is The user has to have direct base object access (which is 
what youwhat you’’re trying to avoid)re trying to avoid)

Do NOT Give Base Object AccessDo NOT Give Base Object Access
The SQL Server 2000 WayThe SQL Server 2000 Way

Only works when the object Only works when the object 
dependency chain is NOT dependency chain is NOT 
brokenbroken
Only works when the Only works when the 
commands inside of the commands inside of the 
stored procedure are not stored procedure are not 
built/executed dynamicallybuilt/executed dynamically

dbo.Salesdbo.Salesdbo.Sales

UserUserUser

dbo.DeleteASalesdbo.DeleteASalesdbo.DeleteASales

Granted execute access
to procedure

has NO direct permissions
may even be DENIED permissions to Sales 
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UserUser--Schema SeparationSchema Separation

Database can contain Database can contain 
multiple schemasmultiple schemas
Each schema has an owning Each schema has an owning 
principal principal –– user or roleuser or role
Each user has a default Each user has a default 
schema schema 
for name resolutionfor name resolution
Database objects live Database objects live 
in schemasin schemas
Object creation inside Object creation inside 
schema requires CREATE schema requires CREATE 
permission and ALTER or permission and ALTER or 
CONTROL permission CONTROL permission 
on the schemaon the schema
Ownership chaining still Ownership chaining still 
based on owners not based on owners not 
schemas schemas 

Role1Role1

OwnsOwns has default has default 
schema2schema2

OwnsOwns

OwnsOwns

Schema1Schema1 Schema2Schema2

Schema3Schema3
SP1SP1

Fn1Fn1
Tab1Tab1

DatabaseDatabase

User1User1 Approle1Approle1

Default SchemaDefault Schema

Used for name resolution purposesUsed for name resolution purposes
Common name resolution across multiple usersCommon name resolution across multiple users
No need to rely on DBO schemaNo need to rely on DBO schema
Using DBO schema may result in security issuesUsing DBO schema may result in security issues

Object Creation requires higher privilegesObject Creation requires higher privileges
Mitigates concerns resulting from ownership chainingMitigates concerns resulting from ownership chaining

Instead create Instead create ““bucketsbuckets”” of objects through of objects through 
““schemasschemas”” where schemas have owners and where schemas have owners and 
developers have default schemas and/or control developers have default schemas and/or control 
on needed schemason needed schemas
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Do NOT Give Base Object AccessDo NOT Give Base Object Access
The SQL Server 2005 Way

Create a schema Create a schema –– for example one which for example one which 
contains procedures (and possibly even base contains procedures (and possibly even base 
tables) and then GRANT EXECUTE at the schema tables) and then GRANT EXECUTE at the schema 
levellevel
Add objects to appropriate schemaAdd objects to appropriate schema
Grant access to the schema or the individual Grant access to the schema or the individual 
objects objects –– if chaining is required, it is still based on if chaining is required, it is still based on 
the ownerthe owner…… the owner of the schemathe owner of the schema

What if Dynamic String ExecutionWhat if Dynamic String Execution

By default By default –– and for better security and for better security –– if the stored if the stored 
procedure has a statement which is built procedure has a statement which is built 
dynamically (using dynamically (using EXEC('stringEXEC('string') or ') or 
EXEC(@variableEXEC(@variable)) then the context under which )) then the context under which 
the dynamically constructed string executes is the dynamically constructed string executes is 
ALWAYS the callerALWAYS the caller
Which is what helps to prevent some forms of Which is what helps to prevent some forms of 
SQL InjectionSQL Injection
This is really a This is really a goodgood thing BUTthing BUT……
Can be limitingCan be limiting

Enter: Enter: EXECUTE ASEXECUTE AS
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Module Execution ContextModule Execution Context
Execute AS Execute AS CALLERCALLER

Default behavior, same as SQL Server 2000Default behavior, same as SQL Server 2000
Use when callerUse when caller’’s permission needs to be checked s permission needs to be checked –– or when ownership or when ownership 
chaining will sufficechaining will suffice

Execute AS Execute AS ''UserNameUserName''
Statements execute as the username specifiedStatements execute as the username specified
Impersonate permission required on user specified Impersonate permission required on user specified 

Execute AS Execute AS OWNEROWNER
Statements execute as the current owner of the moduleStatements execute as the current owner of the module
Impersonate privileges on owner required, at setting timeImpersonate privileges on owner required, at setting time
On ownership change, context is new ownerOn ownership change, context is new owner

Execute AS Execute AS SELFSELF
Statements execute as the person specifying the execute as clausStatements execute as the person specifying the execute as clause for the e for the 
module module –– even if the ownership changeseven if the ownership changes
May be useful in application scenarios where calling context mayMay be useful in application scenarios where calling context may changechange

EXECUTE ASEXECUTE AS……

Solves problemsSolves problems
Allows permissions to be granted where never possible Allows permissions to be granted where never possible 
(e.g. granting truncate table)(e.g. granting truncate table)
Wrap ANYTHING inside a stored procedure and set the Wrap ANYTHING inside a stored procedure and set the 
context to run as someone who has permissions context to run as someone who has permissions –– even even 
dynamic string execution dynamic string execution –– then give execute then give execute 
permissionpermission

Creates potential for further SQL InjectionCreates potential for further SQL Injection
What if youWhat if you’’re code is not well tested and uses re code is not well tested and uses 
dynamically executed stringsdynamically executed strings
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SQL InjectionSQL Injection

SQL SQL statement(sstatement(s) or ) or clause(sclause(s) injected into an ) injected into an 
existing SQL commandexisting SQL command
Injected string appended to application inputInjected string appended to application input

Text boxesText boxes
Query stringsQuery strings
Manipulated values in HTML Manipulated values in HTML 

Why SQL injection works?Why SQL injection works?
Application accepts arbitrary user inputApplication accepts arbitrary user input
Connection made in context of higher privileged Connection made in context of higher privileged 
accountaccount

SQL Injection MitigationSQL Injection Mitigation

Do not trust the userDo not trust the user’’s input!s input!
Look for valid input and reject everything elseLook for valid input and reject everything else
Protect identifiers with QUOTENAME()Protect identifiers with QUOTENAME()
Regular expressions are your friend!Regular expressions are your friend!

Do not use string concatenation Do not use string concatenation 
Use parameterized queries to build queriesUse parameterized queries to build queries

Restrict information in error messagesRestrict information in error messages
Use a lowUse a low--privileged accountprivileged account

DO NOT use DO NOT use sasa or or sysadminsysadmin role memberrole member
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Data ProtectionData Protection

Use of cryptography to protect the data layer Use of cryptography to protect the data layer 
from theft or manipulationfrom theft or manipulation

Particularly important if offline data is in transitParticularly important if offline data is in transit
Important for regulatory reasonsImportant for regulatory reasons

Prevent admin from accessPrevent admin from access
Sarbanes OxleySarbanes Oxley

Manipulation (integrity) protection uses digital Manipulation (integrity) protection uses digital 
signaturessignatures

Not implemented for data in SQL Server 2005Not implemented for data in SQL Server 2005
Can overcome this with judicious use of encryption aloneCan overcome this with judicious use of encryption alone

Implemented for code signingImplemented for code signing

Check Your OSCheck Your OS

Verify what algorithms Verify what algorithms 
and key lengths are and key lengths are 
supported by your OS, supported by your OS, 
as this depends on your as this depends on your 
CSP (Cryptographic CSP (Cryptographic 
Services Provider)Services Provider)

sys.symmetric_keyssys.symmetric_keys
For example, we found For example, we found 
the following during the following during 
testing testing –– this may this may 
change in the futurechange in the future
At present, there is no At present, there is no 
way to change the way to change the 
CSPCSP……

40404040RC4RC4

128128128128RC2RC2

256256--AES256AES256

192192--AES192AES192

128128--AES128AES128

1281281281283DES3DES

56 (64)56 (64)56 (64)56 (64)DESDES

WS2003WS2003XP SP2XP SP2



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 9090

Before You BeginBefore You Begin

Your DBA must ensure that the server has a Your DBA must ensure that the server has a 
Service Master Key (SMK) that agrees with your Service Master Key (SMK) that agrees with your 
disaster recovery strategy and a Database Master disaster recovery strategy and a Database Master 
Key (DMK) has been created for each database Key (DMK) has been created for each database 
that will use encryptionthat will use encryption

There are serious implications on security (use strong There are serious implications on security (use strong 
password for SQL service account) and for disaster password for SQL service account) and for disaster 
recoveryrecovery

ALTER SERVICE MASTER KEY can be used to change recovery ALTER SERVICE MASTER KEY can be used to change recovery 
optionsoptions

CREATE MASTER KEY ENCRYPTION BY PASSWORD =CREATE MASTER KEY ENCRYPTION BY PASSWORD =
Use a strong password, write it down, keep it safeUse a strong password, write it down, keep it safe

Key GenerationKey Generation

The key should be impossible to guess. Preferably The key should be impossible to guess. Preferably 
random.random.

CREATE SYMMETRICCREATE SYMMETRIC…… will generate a fairly random will generate a fairly random 
key for you key for you –– good!good!
You can base the key on data supplied by you, use You can base the key on data supplied by you, use 
KEY_SOURCE* clause KEY_SOURCE* clause –– good for generating identical good for generating identical 
keys from a highkeys from a high--quality passwordquality password

Note: KEY_SOURCE may be renamed to Note: KEY_SOURCE may be renamed to 
DERIVED_FROM in the released versionDERIVED_FROM in the released version
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PasswordsPasswords

Make sure passwords used to protect or create keys are Make sure passwords used to protect or create keys are 
very strongvery strong
In our opinion, it is better to create a very long and In our opinion, it is better to create a very long and 
complex password that you will have to write down and complex password that you will have to write down and 
store in a wellstore in a well--protected safe in your companyprotected safe in your company

You can divide it into two halves and store in separate envelopeYou can divide it into two halves and store in separate envelopes s 
in different safesin different safes

E.g.: E.g.: *87(HyfdlkRM?_764#{(**%*87(HyfdlkRM?_764#{(**%GRtjGRtj*(NS*(NS£”£”_+^$(_+^$(
No dictionary words, more than 20 characters, many nonNo dictionary words, more than 20 characters, many non--printing printing 
characterscharacters
Challenge: usability!Challenge: usability!

Consider also:Consider also:
Not keeping passwords as text in your code, but store and retrieNot keeping passwords as text in your code, but store and retrieve ve 
them through DPAPI and a .NET componentthem through DPAPI and a .NET component
Using good quality password generatorsUsing good quality password generators

Key ProtectionKey Protection

SQL Server 2005 insists that the key you create is further SQL Server 2005 insists that the key you create is further 
encrypted for its protectionencrypted for its protection

Yes, thatYes, that’’s doubles double--encryption, but that is not doubleencryption, but that is not double--security. security. 
Actually, it reduces security a little in some casesActually, it reduces security a little in some cases

CREATE SYMMETRICCREATE SYMMETRIC……ENCRYPT BYENCRYPT BY
PASSWORDPASSWORD

Your (v. good) password generates a key to 3DES encrypt the key Your (v. good) password generates a key to 3DES encrypt the key you you 
are protectingare protecting
Note, 3DES is less secure than AES, so this Note, 3DES is less secure than AES, so this 

CERTIFICATECERTIFICATE
Your key is encrypted using the public key of a certificateYour key is encrypted using the public key of a certificate
This, in essence, is hybrid encryptionThis, in essence, is hybrid encryption
If private key is kept secure (and offline), this is a very goodIf private key is kept secure (and offline), this is a very good way to way to 
protect a symmetric keyprotect a symmetric key

Or another SYMMETRIC or ASYMMETRIC key Or another SYMMETRIC or ASYMMETRIC key –– less useful but less useful but 
interestinginteresting
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EncryptionEncryption

1.1. Create or retrieve the keyCreate or retrieve the key
2.2. Open the key Open the key –– this means decrypt it with its this means decrypt it with its 

(secondary) password or certificate or other key(secondary) password or certificate or other key
3.3. Use function ENCRYPTBYKEY inside DMLUse function ENCRYPTBYKEY inside DML

DecryptionDecryption

1.1. Create or retrieve the keyCreate or retrieve the key
2.2. Open the keyOpen the key
3.3. Use function DECRYPTBYKEY inside SELECT and Use function DECRYPTBYKEY inside SELECT and 

all other DMLall other DML
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Performance IssuesPerformance Issues

As you know, security is expensiveAs you know, security is expensive
AsymmetricAsymmetric encryption alone is not viable for encryption alone is not viable for 
large amounts of datalarge amounts of data
Symmetric Symmetric cryptography can be both strong and cryptography can be both strong and 
fast: AESfast: AES
Hybrid Hybrid encryption is fast enough and solves the encryption is fast enough and solves the 
problem of symmetric key distribution logisticsproblem of symmetric key distribution logistics
DonDon’’t encrypt everything, this rarely makes sense t encrypt everything, this rarely makes sense 
and would be very costly and would be very costly –– and does not allow and does not allow 
indexing (re: salting the data)indexing (re: salting the data)

But, our (suspect) performance tests showed that But, our (suspect) performance tests showed that 
all algorithms were as fast as each other. This is all algorithms were as fast as each other. This is 
not what we expected, and either signifies other not what we expected, and either signifies other 
overheads which cancel out the differencesoverheads which cancel out the differences……

Secure ConnectionsSecure Connections

SQL Server 2005 can use SSL to encrypt the SQL Server 2005 can use SSL to encrypt the 
channel between clients and the serverchannel between clients and the server
Encryption is Encryption is ““autoauto--onon”” for initial authenticationfor initial authentication
Must be turned on (Must be turned on (ForceEncryptionForceEncryption=Yes) to =Yes) to 
ensure secure communicationensure secure communication
Security must be weighed against performanceSecurity must be weighed against performance
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Top 10 Best Practices in SecurityTop 10 Best Practices in Security

1.1. Risk assessment and threat analysisRisk assessment and threat analysis
2.2. Trap Trap ““developer qualitydeveloper quality”” error messageserror messages
3.3. Avoid using dynamic string execution Avoid using dynamic string execution 
4.4. Think encryption for sensitive dataThink encryption for sensitive data
5.5. Do not create objects in DBO schemaDo not create objects in DBO schema
6.6. Hide underlying application schemaHide underlying application schema
7.7. Use Roles for managing permissionsUse Roles for managing permissions
8.8. Account for catalog securityAccount for catalog security
9.9. Avoid encryption as it precludes indexing and Avoid encryption as it precludes indexing and 

performanceperformance
10.10. Know your CSP. Check allowed key lengths if Know your CSP. Check allowed key lengths if 

needed. Chose carefully!needed. Chose carefully!

Performance and ScalabilityPerformance and Scalability

Using IndexesUsing Indexes
Index ConceptsIndex Concepts
Table and Index InternalsTable and Index Internals
Initial Table DesignInitial Table Design

The Clustered Index DebateThe Clustered Index Debate

Secondary NonSecondary Non--clustered Indexesclustered Indexes
Letting ITW/DTA Help!Letting ITW/DTA Help!
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Index Concepts Index Concepts –– Book AnalogyBook Analogy

Think of a book Think of a book –– with indexes in the backwith indexes in the back
The book has one form of logical orderingThe book has one form of logical ordering
For references For references –– you use the indexes in the backyou use the indexes in the back…… to find to find 
the data in which you are interested you look up the keythe data in which you are interested you look up the key
When you find the key When you find the key –– you must lookup the data based you must lookup the data based 
on its locationon its location…… i.e. a i.e. a ““bookmarkbookmark”” lookuplookup
The bookmark always depends on the (book) content The bookmark always depends on the (book) content 
orderorder

Index – Species Common Name

Index – Species Scientific Name

Index – Animal by 
Country, Name

Index – Animal by 
Continent, Country, Name

Index – Animal by Type, Name
Bird, Mammal, Reptile, etc…

Index – Animals by Habitat, Name
Air, Land, Water

Index Concepts Index Concepts –– Tree AnalogyTree Analogy

If a tree were data and you were looking for If a tree were data and you were looking for 
leaves with a certain property, you would have leaves with a certain property, you would have 
two options to find that datatwo options to find that data……..

1.1. Touch every leaf Touch every leaf –– interrogating interrogating 
each one to determine if they each one to determine if they 
held that propertyheld that property……SCANSCAN

2.2. If those leaves (which had that If those leaves (which had that 
property) were grouped such property) were grouped such 
that you could start at the that you could start at the 
root, move to the branch and root, move to the branch and 
then directly to those then directly to those 
leavesleaves……SEEKSEEK
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Table Structure Table Structure –– HeapHeap

Table without a Clustered IndexTable without a Clustered Index
Records are NOT ORDEREDRecords are NOT ORDERED
No DoublyNo Doubly--Linked ListLinked List
Access via Access via HoBTHoBT Map Map –– Heap or BHeap or B--Tree MapTree Map

HoBTHoBT = 8K Page (Chain) which Tracks Object Usage = 8K Page (Chain) which Tracks Object Usage 
1 per Table PARTITION (Heap or B1 per Table PARTITION (Heap or B--tree)tree)
For each Partition 1 per type (Data, LOB, RowFor each Partition 1 per type (Data, LOB, Row--overflow), overflow), 
per File, per 4 GBper File, per 4 GB

If NO Indexes exist If NO Indexes exist –– a full Table Scan required. a full Table Scan required. 
At leastAt least 4000 I/Os on the Employee Table Heap.4000 I/Os on the Employee Table Heap.

…
4000 Pages of Employees in No Specific Order

189, Jones, …

96, Thomas, …

8959, Smith, …

8, Johnson, …

…

675, Jameson, …

79893, Tanner, …

42, Alberts, …

12345, Kent, …

…

1, Griffith, …

4568, Connelly, …

957, Sanders, …

777, Zender, …

…

30234, Pickett, …

2345, Smith, …

8959, Dawson, …

7893, Uckley, …

…

456, Lange, …

16890, Edwars, …

56789, Young, …

264, Nelson, …

…

69872, Vickney, …

56907, Hawks, …

12, Folley, …

46999, Ish, …

…

File1, Page 497 File1, Page 498 File1, Page 499 File1, Page 5345 File1, Page 5346 File1, Page 5347

Table Structure Table Structure –– Clustered TableClustered Table

Two components Two components –– BB--tree/Leaf Leveltree/Leaf Level
Ordered Structure Ordered Structure –– maintained logically after creationmaintained logically after creation

…
1, Griffith, …

2, Ulaska, …

3, Johnson, …

…

20, Morrisson, …

21, Ambers, …

22, Johany, …

23, Smith, …

…

40, Griffen, …

41, Shen, …

42, Alberts, …

43, Landon, …

…

60, Lynne, …

79981, Geller, …

79982, Smith, …

79983, Jones, …

…

80000, Kirkert, …

79961, Kiesow, …

79962, Simon, …

79963, Gellock, …

…

79980, Debry, …

79941, Baker, …

79942, Shehy, …

79943, Laws, …

…

79960, Miller, …

File1, Page 5982 File1, Page 5983 File1, Page 5984 File1, Page 11231 File1, Page 11232 File1, Page 11233

…
1, 1, 5982

21, 1, 5983

41, 1, 5984

…

~16000

~64001

…

79941, 1, 11231

79961, 1, 11232

79981, 1, 11233

File1, Page 12982 File1, Page 12986

1, 1, 12982

16001, 1, 12983

32001, 1, 12984

48001, 1, 12985

64001, 1, 12986

File1, Page 12987

Root 
= 1 Page

Intermediate Level 
= 5 Pages

Balanced-Tree
Total Overhead 
in terms of Disk 

Space

= 6 Pages 
or < 1%

Leaf 
Level
4000 

Pages
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Clustered Index OverviewClustered Index Overview

Not Required Not Required –– Although Highly Although Highly 
RecommendedRecommended
Only One Per TableOnly One Per Table
Physical Order Applied at Creation Physical Order Applied at Creation 
Logical Order Maintained through a Logical Order Maintained through a 
DoublyDoubly--Linked ListLinked List
Requires ongoing and automated Requires ongoing and automated 
maintenancemaintenance
Need to choose WISELY!Need to choose WISELY!

Clustered Index CriteriaClustered Index Criteria

UniqueUnique
Yes Yes –– No overhead, data takes care of this criteria No overhead, data takes care of this criteria 
NO NO –– SQL Server must SQL Server must ““uniquifyuniquify”” the rows on INSERT. the rows on INSERT. 
This costs time and space. Each duplicate has a 4This costs time and space. Each duplicate has a 4--byte byte ““uniquifieruniquifier..””

NarrowNarrow
Yes Yes –– Keeps the NC indexes narrowKeeps the NC indexes narrow
NO NO –– Possibly wastes spacePossibly wastes space

StaticStatic
Yes Yes –– Improves PerformanceImproves Performance
NO NO –– Costly to maintain during updates to the keyCostly to maintain during updates to the key

In fact, a column thatIn fact, a column that’’s ever increasing (identity) s ever increasing (identity) 
is often idealis often ideal……
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Clustering Key ChoicesClustering Key Choices

Identity columnIdentity column
Order Date, identity Order Date, identity 

Not date alone as not uniqueNot date alone as not unique
GUIDGUID

Populated by clientPopulated by client--side call to .NET client side call to .NET client guidguid
generator generator –– NOT as the CL key but may be the Primary NOT as the CL key but may be the Primary 
KeyKey
Populated by serverPopulated by server--side side newidnewid() function() function

No patternNo pattern
Populated by NEW serverPopulated by NEW server--side side newsequentialidnewsequentialid() () 
functionfunction

Creates an everCreates an ever--increasing patternincreasing pattern

Key point: As narrow as possibleKey point: As narrow as possible

Finding the Right BalanceFinding the Right Balance

Determine Primary Usage of Table Determine Primary Usage of Table –– OLTP vs. OLTP vs. 
OLAP vs. Combo? OLAP vs. Combo? 

This determines Clustered IndexThis determines Clustered Index
Create Constraints Create Constraints –– Primary Key and Primary Key and 
Alternate/Candidate KeysAlternate/Candidate Keys
Manually Add Indexes to Foreign Key ConstraintsManually Add Indexes to Foreign Key Constraints
Capture a Capture a Workload(sWorkload(s) and analyze with Database ) and analyze with Database 
Tuning Advisor (2005)Tuning Advisor (2005)
Add additional indexes to help improve Add additional indexes to help improve SARGsSARGs, , 
Joins, AggregationsJoins, Aggregations
Are you done?Are you done? NO!NO!NO!
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Fragmentation in the Leaf Level of an Fragmentation in the Leaf Level of an 
Index (regardless of type)Index (regardless of type)

Data Modifications [can] lead to FragmentationData Modifications [can] lead to Fragmentation
INSERTINSERT

Yes Yes –– Key value is not ever increasing/decreasingKey value is not ever increasing/decreasing
NO NO –– Key is ever increasing/decreasingKey is ever increasing/decreasing

UPDATEUPDATE
Yes Yes –– UpdatesUpdates…… to variable width columns to variable width columns –– where the values are where the values are 
getting wider and resulting row length no longer fits on pagegetting wider and resulting row length no longer fits on page
NO NO –– Columns are fixed width, columns have Columns are fixed width, columns have ““place holderplace holder””
values (i.e. DEFAULT constraints) to minimize row expansion on values (i.e. DEFAULT constraints) to minimize row expansion on 
update OR no updates after insertupdate OR no updates after insert

DELETEDELETE
Yes Yes –– Deletes are singleton deletes (swiss cheese problem)Deletes are singleton deletes (swiss cheese problem)
NO NO –– Deletes are RANGE deletes for archival purposes (where Deletes are RANGE deletes for archival purposes (where 
entire pages are emptied)entire pages are emptied)

Indexing SummaryIndexing Summary

Indexing is the closest thing to a magic bulletIndexing is the closest thing to a magic bullet
But But –– you need to you need to ““find the right balancefind the right balance”” and and 
prioritize prioritize –– know your data!know your data!
Proper maintenance policies/procedures are Proper maintenance policies/procedures are 
whatwhat’’s going to keep you in checks going to keep you in check
Good design practices will give you better Good design practices will give you better 
performance AND more access to features!performance AND more access to features!
And And –– if youif you’’re working hard on your database re working hard on your database 
structures then you can take your performance structures then you can take your performance 
even further with disk and log improvements!even further with disk and log improvements!
Testing, Testing, TestingTesting, Testing, Testing

*See Advanced Indexing Strategies in DAT437 on Thursday *See Advanced Indexing Strategies in DAT437 on Thursday –– 16:3016:30--17:45, by Kimberly L. Tripp17:45, by Kimberly L. Tripp
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CachingCaching

The Zen of CachingThe Zen of Caching
Caching at the Middle TierCaching at the Middle Tier
Caching on the ClientCaching on the Client

Caching ZenCaching Zen

Moving information to a location where it can be Moving information to a location where it can be 
accessed very quicklyaccessed very quickly

From main memory to highFrom main memory to high--speed memory on the speed memory on the 
processorprocessor
From the hard drive to main memoryFrom the hard drive to main memory
From main memory on one machine to another From main memory on one machine to another 
machinemachine

Caching is framework for managing stateCaching is framework for managing state
State being data + statusState being data + status
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Caching Zen: Why?Caching Zen: Why?

PerformancePerformance
Store the data as close as possible to consumerStore the data as close as possible to consumer

ScalabilityScalability
Common data is often processed the same way for Common data is often processed the same way for 
multiple usersmultiple users

Process it once and store the resultsProcess it once and store the results

AvailabilityAvailability
Provide access to data even when the primary data Provide access to data even when the primary data 
store or service is unavailablestore or service is unavailable

Caching Zen: When?Caching Zen: When?

OnOn--demand: cache the data after it has been demand: cache the data after it has been 
requested and formattedrequested and formatted
A priori: preload the cache with both raw and A priori: preload the cache with both raw and 
formatted dataformatted data
Combine the twoCombine the two
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Caching Zen: Where?Caching Zen: Where?

Generally as close to the data consumer as Generally as close to the data consumer as 
possiblepossible——wherever accessing the cache can help wherever accessing the cache can help 
withwith

PerformancePerformance
ScalabilityScalability
AvailabilityAvailability

Actual cache storage can beActual cache storage can be
Memory residentMemory resident——often on serversoften on servers
Disk residentDisk resident——often on clientoften on client

Caching Zen: IssuesCaching Zen: Issues

StalenessStaleness
CoherencyCoherency
SecuritySecurity
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StalenessStaleness

Data that is cached becomes obsoleteData that is cached becomes obsolete
Staleness is the difference between the master Staleness is the difference between the master 
datadata’’s current value and the current version that s current value and the current version that 
is cachedis cached
Staleness is relative to how often the master copy Staleness is relative to how often the master copy 
of the data changes and how tolerant an of the data changes and how tolerant an 
application is to stale dataapplication is to stale data

CoherencyCoherency

Large systems often have multiple cachesLarge systems often have multiple caches
Often seen with web server farmsOften seen with web server farms

Caches need to kept in sync otherwise clients can Caches need to kept in sync otherwise clients can 
get inconsistent resultsget inconsistent results
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SecuritySecurity

Data stored in cache needs to protectedData stored in cache needs to protected
Application logic can enforce access rules to inApplication logic can enforce access rules to in--
memory cache on serversmemory cache on servers
ClientClient--side cache might require both inside cache might require both in--memory memory 
and disk level protectionand disk level protection

SpywareSpyware
Unsafe networksUnsafe networks
UsersUsers

Staleness SolutionStaleness Solution

Cache expiration settings based upon the Cache expiration settings based upon the 
applicationapplication’’s tolerance to stale datas tolerance to stale data
Can be time driven where cache is reloaded Can be time driven where cache is reloaded 
based upon an expiration settingbased upon an expiration setting
Can be data driven where cache is updated when Can be data driven where cache is updated when 
master data is updatedmaster data is updated
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Coherency SolutionCoherency Solution

Depending upon the number of distinct cache Depending upon the number of distinct cache 
stores, updates can occurstores, updates can occur

At the same timeAt the same time
Works when cache is small and speed of update is quickWorks when cache is small and speed of update is quick

At defined intervalsAt defined intervals
Works when cache is large and cache is loadWorks when cache is large and cache is load--balancedbalanced

Security SolutionSecurity Solution

Store cache data encryptedStore cache data encrypted
Ensure communications between cache and data Ensure communications between cache and data 
source are securesource are secure
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Cache SyncCache Sync

New feature of SQL Server 2005New feature of SQL Server 2005
Cache source creates data based subscription that Cache source creates data based subscription that 
server will monitorserver will monitor
When data changes, server notifies subscriber of When data changes, server notifies subscriber of 
change and reasonchange and reason

Uses new Service Broker infrastructureUses new Service Broker infrastructure

Exposed in Exposed in SQLClientSQLClient 2.0 and ASP.NET 2.02.0 and ASP.NET 2.0
HighHigh--level and lowlevel and low--level implementations availablelevel implementations available

State Transformation PipelineState Transformation Pipeline

State can be presented in many formatsState can be presented in many formats
Raw data object to business object to presentation Raw data object to business object to presentation 
objectobject

Caching possible at any and all points in the Caching possible at any and all points in the 
pipelinepipeline
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Caching at the Middle TierCaching at the Middle Tier

Prefer existing host processes and servicesPrefer existing host processes and services
COM+ components and object poolingCOM+ components and object pooling
IIS with ASP.NETIIS with ASP.NET

Use custom services as neededUse custom services as needed
Windows Services with custom endpoint and cache Windows Services with custom endpoint and cache 
enginesengines

Caching at the Client TierCaching at the Client Tier

Local servicesLocal services
SQL Server ExpressSQL Server Express
Custom Windows ServicesCustom Windows Services

InIn--memorymemory
SQL EverywhereSQL Everywhere
System.Web.CachingSystem.Web.Caching
DataSetsDataSets
Custom objectsCustom objects
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Tuning, Monitoring, and Diagnosing System Tuning, Monitoring, and Diagnosing System 
ProblemsProblems

SQL Server ProfilerSQL Server Profiler
System MonitorSystem Monitor
Database Tuning AdvisorDatabase Tuning Advisor

MonitoringMonitoring
A Unified ApproachA Unified Approach

Supports multiple logs Supports multiple logs 
SQL Server Database SQL Server Database 
Engine InformationEngine Information
SQL Server Agent SQL Server Agent 
InformationInformation
Windows Event Viewer Windows Event Viewer 
Application LogApplication Log
Database Mail LogsDatabase Mail Logs

Across all logs, allows:Across all logs, allows:
Searching Searching 
FilteringFiltering
ExportingExporting
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Accessing Accessing ““SystemSystem”” InformationInformation

SQL Server Catalog – Persisted State
“System Base Tables”

Other
SQL Server
metadata

Metadata Security Layer
VIEW DEFINITION Permissions

Built-in Functions
Catalog Views

Backward Compatibility Views
INFORMATION_SCHEMA Views

Client Applications

Backward Compatibility ViewsBackward Compatibility Views

Used to access many frequently used columns Used to access many frequently used columns 
from SQL Server 2000 system tables (e.g. from SQL Server 2000 system tables (e.g. 
sysobjectssysobjects table is now table is now sys.objectssys.objects view)view)
Many limits removed (can have more than 32767 Many limits removed (can have more than 32767 
users). Columns that expect a users). Columns that expect a smallintsmallint may cause may cause 
overflow, or return 0/NULLoverflow, or return 0/NULL
Some columns/values no longer used (e.g. Some columns/values no longer used (e.g. 
sysindexes.FirstIAMsysindexes.FirstIAM and and sysindexes.RowModCtrsysindexes.RowModCtr))
Should move to catalog views and functions for Should move to catalog views and functions for 
replacement (be aware that itreplacement (be aware that it’’s NOT just simple s NOT just simple 
search and replace for search and replace for sysobjectssysobjects sys.objectssys.objects))

sysobjects.sysobjects.idid sys.objects.sys.objects.object_idobject_id
sysindexes.sysindexes.indidindid sys.indexes.sys.indexes.index_idindex_id
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Accessing System InformationAccessing System Information
Using the new Using the new ““syssys”” schemaschema

The schema that contains all the engineThe schema that contains all the engine’’s system s system 
objectsobjects

The catalog views and compatibility viewsThe catalog views and compatibility views
System stored procedures, functions, etcSystem stored procedures, functions, etc……

The sys schema The sys schema appears appears in every database  in every database  
Metadata describing user objects is materialized Metadata describing user objects is materialized 
through catalog views in the resource databasethrough catalog views in the resource database
Metadata describing the system objects Metadata describing the system objects 
themselves is materialized through other catalog themselves is materialized through other catalog 
views in the sys schemaviews in the sys schema

SELECT * FROM sys.system_objectsSELECT * FROM sys.system_objects

Similar concept to INFORMATION_SCHEMA; Similar concept to INFORMATION_SCHEMA; 
however, sys is not an ANSI/ISO standardhowever, sys is not an ANSI/ISO standard

Dynamic Management ViewsDynamic Management Views
Views built on top of internal structuresViews built on top of internal structures
Ideal for tracking performanceIdeal for tracking performance

dm_repldm_repl_* _* 
Replication Replication 

dm_brokerdm_broker_* _* 
SQL Service Broker SQL Service Broker 

dm_ftsdm_fts_* _* 
Full Text Search Full Text Search 

dm_qndm_qn_* _* 
Query Notifications Query Notifications 

dm_clrdm_clr_* _* 
Common Language RuntimeCommon Language Runtime

dm_execdm_exec_* _* 
Execution of user code and associated Execution of user code and associated 
connections connections 

dm_osdm_os_* _* 
Memory, locking & scheduling Memory, locking & scheduling 

dm_trandm_tran_* _* 
Transactions & isolation Transactions & isolation 

dm_iodm_io_* _* 
I/O on network and disks I/O on network and disks 

dm_dbdm_db_* _* 
Databases and database objectsDatabases and database objects

Component LevelComponent LevelServer LevelServer Level
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DM_ Object InterfaceDM_ Object Interface

SQL Server Relational EngineSQL Server Relational Engine

Operational 
Memory 

Structures

Operational Operational 
Memory Memory 

StructuresStructures

Aggregate 
Statistical 

Data

Aggregate Aggregate 
Statistical Statistical 

DataData

DMVs DMVs 
and and 

DMFsDMFs

Resource DBResource DB
(visible as “sys”

schema)

SPs, Views, SPs, Views, 
Tables, etc.Tables, etc.User DBUser DB

Monitoring Monitoring 
or or 

Diagnostic Diagnostic 
ApplicationApplication

Some existed, Some existed, 
yet not yet not 
exposedexposed

New and exposed in New and exposed in 
SQL Server 2005SQL Server 2005

Finding DM ObjectsFinding DM Objects

Three object types:Three object types:
ViewView
Inline TableInline Table--valued Functionvalued Function
MultiMulti--statement Tablestatement Table--valued Functionvalued Function

SELECT so.* SELECT so.* 
FROM FROM sys.system_objectssys.system_objects AS soAS so
WHERE WHERE so.nameso.name LIKE LIKE N'dmN'dm_%' _%' 
ORDER BY ORDER BY so.typeso.type

Hidden SlideHidden Slide
w/extra detailsw/extra details



Microsoft TechEd 2006Microsoft TechEd 2006 June 11, 2006June 11, 2006

© 2006 SQLskills.com, MCWTechnologies and Microsoft Corporation. All rights reserved. Microsoft, Windows, Windows Vista and other product names are or may 
be registered trademarks and/or trademarks in the U.S. and/or other countries.
The information herein is for informational purposes only and represents the current view of the presenters as of the date of this pre-conference workshop.  Because 
Microsoft must respond to changing market conditions, it should not be interpreted to be a commitment on the part of Microsoft, and Microsoft cannot guarantee 
the accuracy of any information provided after the date of this presentation.  
MICROSOFT MAKES NO WARRANTIES, EXPRESS, IMPLIED OR STATUTORY, AS TO THE INFORMATION IN THIS PRESENTATION. 112112

Using DM ObjectsUsing DM Objects

What type of object is it?What type of object is it?
SELECT SELECT dbo.dbo.DMObjectTypeDMObjectType(N'dm_obj_name(N'dm_obj_name')')

If itIf it’’s a function s a function –– what are the input parameters, their what are the input parameters, their 
order and type?order and type?

SELECT *SELECT *
FROM FROM dbo.dbo.DMFunctionParamsDMFunctionParams(N'dm_obj_name(N'dm_obj_name')')
ORDER BY ORDER BY ParameterPositionParameterPosition

WhatWhat’’s the result set?s the result set?
SELECT *SELECT *
FROM FROM dbo.dbo.DMObjectColumnsDMObjectColumns(N'dm_obj_name(N'dm_obj_name')')
ORDER BY ORDER BY ColumnPositionColumnPosition

To create these procedures use: “DMObjects.sql”
Hidden SlideHidden Slide
w/extra detailsw/extra details

Using DM ObjectsUsing DM Objects

Find out all of this with one simple Find out all of this with one simple sprocsproc::
EXEC EXEC dbo.sp_GetDMObjectInfodbo.sp_GetDMObjectInfo N'dm_obj_nameN'dm_obj_name''

To create these procedures use: “DMObjects.sql”
Hidden SlideHidden Slide
w/extra detailsw/extra details
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How How DMVsDMVs Improve AccessImprove Access

SQL Server 2000: SQL Server 2000: DBCC SHOWCONTIGDBCC SHOWCONTIG
Not tabular by defaultNot tabular by default
Difficult to programmatically analyzeDifficult to programmatically analyze

PrePre--create temp table, complete definition with data typescreate temp table, complete definition with data types
Must use dynamic string execution to execute results into temp tMust use dynamic string execution to execute results into temp tableable

SQL Server 2005: SQL Server 2005: 
sys.dm_db_index_physical_stats(paramssys.dm_db_index_physical_stats(params))

TableTable--valued function returns tabular setvalued function returns tabular set
EASY to programmatically analyzeEASY to programmatically analyze

Can use SELECT INTO to catch result setCan use SELECT INTO to catch result set
No dynamic string execution needed!No dynamic string execution needed!

See Link in Resources to “Troubleshooting Performance Problems” for whitepaper.

SQL Server ProfilerSQL Server Profiler

Analyze the SQL Server Database Analyze the SQL Server Database 
Engine and Analysis ServicesEngine and Analysis Services
Significantly easier to setup Significantly easier to setup 
(Events, Data Columns and Filter (Events, Data Columns and Filter 
dialogs combined)dialogs combined)
Special Events: Service Broker, Special Events: Service Broker, 
Notification Services, etcNotification Services, etc……
Special Event types: Special Event types: ShowplanShowplan
XML and Deadlock Graph XML and Deadlock Graph –– can can 
be saved to filesbe saved to files
Supports pause and modifySupports pause and modify
Can Profile SQL Server 2000 and Can Profile SQL Server 2000 and 
20052005
Permissions to profile are Permissions to profile are 
grantablegrantable
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Profiler UI CondensedProfiler UI Condensed

Performance Monitor LogPerformance Monitor Log

DefineDefine
Objects (complete Objects (complete 
groups)groups)
CountersCounters
Sample IntervalSample Interval
File LocationFile Location
Start log (time)Start log (time)
Stop log (time)Stop log (time)
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System Monitor Integration System Monitor Integration 
Performance Counter LogsPerformance Counter Logs

Create a Profiler TraceCreate a Profiler Trace
Create a Performance Monitor Create a Performance Monitor 
LogLog
Open Trace (complete load), Use Open Trace (complete load), Use 
File File –– Import Performance Data, Import Performance Data, 
Select Objects/CountersSelect Objects/Counters……
Works solely based on time Works solely based on time ––
make sure the two clients (if make sure the two clients (if 
different) are time correlateddifferent) are time correlated
Can select in either data set and Can select in either data set and 
indicators correlateindicators correlate
Works with SQL Server 2000 and Works with SQL Server 2000 and 
SQL Server 2005SQL Server 2005

Profiler with Performance MonitorProfiler with Performance Monitor
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Database Engine Tuning AdvisorDatabase Engine Tuning Advisor

Partitioning recommendationsPartitioning recommendations
TimeTime--bound tuningbound tuning
Indexes with Included columnsIndexes with Included columns
XML Input/Output XML Input/Output 
Drop ONLY modeDrop ONLY mode
Parameterized command line Parameterized command line 
executionexecution
Import previously saved Session Import previously saved Session 
Definition (XML format)Definition (XML format)
Workload optionsWorkload options

Can be a *.Can be a *.trctrc, *., *.sqlsql or *.xml formator *.xml format
Can be a SQL Server TableCan be a SQL Server Table

Session SummarySession Summary

Building a scalable, reliable, Building a scalable, reliable, performantperformant, real, real--
world system takes MANY stepsworld system takes MANY steps……
ThereThere’’s no magic bullet!s no magic bullet!
But, it is possibleBut, it is possible……

using a myriad of techniques!using a myriad of techniques!

Review Blog Entries for demo scripts and all Review Blog Entries for demo scripts and all 
resource links:resource links:

KimberlyKimberly’’s Blog:s Blog:
http://www.SQLskills.com/blogs/Kimberlyhttp://www.SQLskills.com/blogs/Kimberly

BrianBrian’’s Blog:s Blog:
http://www.mcwtech.com/cs/blogs/brianr/http://www.mcwtech.com/cs/blogs/brianr/
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TechNet Webcast SeriesTechNet Webcast Series
http://www.microsoft.com/events/series/technetsqlserver2005.mspxhttp://www.microsoft.com/events/series/technetsqlserver2005.mspx

Session 1: Session 1: A FastA Fast--paced Feature Overview and Series Introductionpaced Feature Overview and Series Introduction
Session 2: Session 2: SecuritySecurity, , presented by presented by Bob Beauchemin, SQLskills.comBob Beauchemin, SQLskills.com
Session 3: Session 3: Understanding Installation Options and Initial Understanding Installation Options and Initial 
ConfigurationConfiguration
Session 4: Session 4: Upgrade Considerations and Migration PathsUpgrade Considerations and Migration Paths
Session 5: Session 5: Effective Use of the New Management ToolsEffective Use of the New Management Tools
Session 6: Session 6: New Application Design Patterns for Scalability and New Application Design Patterns for Scalability and 
Availability and the Operational Impacts of Service BrokerAvailability and the Operational Impacts of Service Broker, , 
presented by presented by Bob Beauchemin, SQLskills.comBob Beauchemin, SQLskills.com
Session 7: Session 7: Technologies and Features to Improve AvailabilityTechnologies and Features to Improve Availability
Session 8: Session 8: Implementing Database Mirroring, Part 1 of 2Implementing Database Mirroring, Part 1 of 2, , 
presented by presented by Mark Wistrom, Database Mirroring Program Manager, Mark Wistrom, Database Mirroring Program Manager, 
Microsoft Corp.Microsoft Corp.
Session 9: Session 9: Implementing Database Mirroring, Part 2 of 2Implementing Database Mirroring, Part 2 of 2
Session 10: Session 10: Recovering from Human ErrorRecovering from Human Error
Session 11: Session 11: Best Practices and Series WrapBest Practices and Series Wrap--upup

MSDN Webcast SeriesMSDN Webcast Series
www.microsoft.com/events/series/msdnsqlserver2005.mspxwww.microsoft.com/events/series/msdnsqlserver2005.mspx

Session 1: Session 1: Interaction Between Data and LogInteraction Between Data and Log
Session 2: Session 2: Recovery ModelsRecovery Models
Session 3: Session 3: Table Optimization StrategiesTable Optimization Strategies
Session 4: Session 4: Optimization Through IndexesOptimization Through Indexes
Session 5: Session 5: Optimization Through MaintenanceOptimization Through Maintenance
Session 6: Session 6: Isolation, Locking, and BlockingIsolation, Locking, and Blocking
Session 7: Session 7: Optimizing Procedural CodeOptimizing Procedural Code
Session 8: Session 8: Table and Index PartitioningTable and Index Partitioning
Session 9: Session 9: Profiling/ServerProfiling/Server--side Trace Queuesside Trace Queues
Session 10: Session 10: Common Roadblocks, A Series WrapupCommon Roadblocks, A Series Wrapup
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ONLINE Indexing PresentationsONLINE Indexing Presentations

MicrosoftMicrosoft®® SQL ServerSQL Server™™ 20052005
SQL Server Index Creation Best PracticesSQL Server Index Creation Best Practices
http://www.microsoft.com/emea/itsshowtime/sessionh.aspx?videoihttp://www.microsoft.com/emea/itsshowtime/sessionh.aspx?videoi
d=29d=29
SQL Server Index SQL Server Index DefragmentationDefragmentation Best Practices Best Practices 
http://www.microsoft.com/emea/itsshowtime/sessionh.aspx?videoihttp://www.microsoft.com/emea/itsshowtime/sessionh.aspx?videoi
d=30d=30

MicrosoftMicrosoft®® SQL ServerSQL Server™™ 2000 2000 
Indexing for Performance Indexing for Performance –– FFinding the Right Balanceinding the Right Balance
http://msevents.microsoft.com/CUI/EventDetail.aspx?EventID=103http://msevents.microsoft.com/CUI/EventDetail.aspx?EventID=103
2254503&Culture=en2254503&Culture=en--USUS
Indexing for Performance Indexing for Performance –– Proper Index MaintenanceProper Index Maintenance
http://http://msevents.microsoft.com/CUI/EventDetail.aspx?EventIDmsevents.microsoft.com/CUI/EventDetail.aspx?EventID=103=103
2256511&Culture=en2256511&Culture=en--USUS

Indexing WhitepapersIndexing Whitepapers

SQL Server 2005SQL Server 2005
Improving Performance with SQL Server 2005 Indexed Improving Performance with SQL Server 2005 Indexed 
ViewsViews
http://www.microsoft.com/technet/prodtechnol/sql/20http://www.microsoft.com/technet/prodtechnol/sql/20
05/ipsql05iv.mspx05/ipsql05iv.mspx
Statistics Used by the Query Optimizer in Microsoft Statistics Used by the Query Optimizer in Microsoft 
SQL Server 2005SQL Server 2005
http://www.microsoft.com/technet/prodtechnol/sql/20http://www.microsoft.com/technet/prodtechnol/sql/20
05/qrystats.mspx05/qrystats.mspx
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Indexing WhitepapersIndexing Whitepapers

SQL Server 2000SQL Server 2000
Improving Performance with SQL Server 2000 Indexed Improving Performance with SQL Server 2000 Indexed 
ViewsViews
http://www.microsoft.com/technet/prodtechnol/sql/20http://www.microsoft.com/technet/prodtechnol/sql/20
00/maintain/indexvw.mspx00/maintain/indexvw.mspx
Statistics Used by the Query Optimizer in Microsoft Statistics Used by the Query Optimizer in Microsoft 
SQL Server 2000SQL Server 2000
http://msdn.microsoft.com/library/enhttp://msdn.microsoft.com/library/en--
us/dnsql2k/html/statquery.aspus/dnsql2k/html/statquery.asp
Microsoft SQL Server 2000 Index Microsoft SQL Server 2000 Index DefragmentationDefragmentation Best Best 
PracticesPractices
http://www.microsoft.com/technet/prodtechnol/sql/20http://www.microsoft.com/technet/prodtechnol/sql/20
00/maintain/ss2kidbp.mspx00/maintain/ss2kidbp.mspx

PDF of Slide Content is Available PDF of Slide Content is Available 
OnlineOnline

http://www.SQLskills.com/resources/Conferences/http://www.SQLskills.com/resources/Conferences/
200606TechEdPreconf.zip200606TechEdPreconf.zip
Use a password of Use a password of Tech!Ed@2006Tech!Ed@2006 to unzipto unzip

Please respect our IP and do not give out the Please respect our IP and do not give out the 
link/password to people who did not attend this link/password to people who did not attend this 
workshop! workshop! 

Thanks so much, Thanks so much, ktkt & & brbr
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Thank you! Hope to see you againThank you! Hope to see you again
Please doublePlease double--check the times and locationscheck the times and locations

DAT Chalk Talk: SQL Server 2005: Leveraging the DAT Chalk Talk: SQL Server 2005: Leveraging the 
Availability and Scalability Features of the Enterprise Availability and Scalability Features of the Enterprise 
Edition, Edition, MondayMonday, June 12, 17:00, June 12, 17:00--18:1518:15
DAT325:DAT325: SQL Server Always On Technologies: Best SQL Server Always On Technologies: Best 
Practices in Building Robust, Recoverable and Reliable Practices in Building Robust, Recoverable and Reliable 
Systems, Systems, TuesdayTuesday, June 13, 10:15, June 13, 10:15--11:30, 52 AB 11:30, 52 AB 
DAT413:DAT413: SQL Server Always On Technologies: Disaster SQL Server Always On Technologies: Disaster 
Recovery Strategies for Isolated Damage and Human Recovery Strategies for Isolated Damage and Human 
Error, Error, WednesdayWednesday, June 14 2:00 PM , June 14 2:00 PM -- 3:15 PM, 151 AB 3:15 PM, 151 AB 
DAT Chalk Talk: SQL Server 2005: SQLCMD Tips and DAT Chalk Talk: SQL Server 2005: SQLCMD Tips and 
Tricks, Tricks, ThursdayThursday, June 15, 14:45, June 15, 14:45--16:00 16:00 
DAT437:DAT437: SQL Server 2005: Advanced Indexing Strategies, SQL Server 2005: Advanced Indexing Strategies, 
ThursdayThursday, June 15, 16:30, June 15, 16:30--17:45, 253 ABC17:45, 253 ABC

Please remember to complete your session evaluation!Please remember to complete your session evaluation!

KimKim

Thank you! Hope to see you againThank you! Hope to see you again
Please doublePlease double--check the times and locationscheck the times and locations

DEV307: Delving into Visual Studio 2005 Team DEV307: Delving into Visual Studio 2005 Team 
Edition for Software Developers Edition for Software Developers 
MondayMonday, June 12 13:30, June 12 13:30--14:45, Grand Ballroom A14:45, Grand Ballroom A
DEV307R: Delving into Visual Studio 2005 Team DEV307R: Delving into Visual Studio 2005 Team 
Edition for Software Developers Edition for Software Developers 
WednesdayWednesday, June 14 15:45, June 14 15:45--17:00, 109 AB17:00, 109 AB
DAT338: Deploying SQL Server Applications DAT338: Deploying SQL Server Applications 
FridayFriday, June 16 10:45, June 16 10:45--12:00, 259 AB12:00, 259 AB
DAT Customer Q&ADAT Customer Q&A
FridayFriday, June 16 12:00, June 16 12:00--13:30, DAT TLC13:30, DAT TLC

Please remember to complete your session evaluation!Please remember to complete your session evaluation!

BrianBrian
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Thank you. 
Please fill out your evaluation.

Thank you. 
Please fill out your evaluation.

Brian A. Randell Brian A. Randell 
Senior ConsultantSenior Consultant
http://www.MCWTech.com

Kimberly L. TrippKimberly L. Tripp
President and FounderPresident and Founder
http://www.SQLskills.com

Fill out a session Fill out a session 
evaluation on evaluation on 

CommNetCommNet andand
Win an XBOX 360!Win an XBOX 360!
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