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® Microsoft Regional Director and SQL Server MVP
® Writer/Editor for SQL Magazine www.sglmag.com

® Author of the Database Mirroring HOL and the Table and Indexing HOL as
well as presenting these sessions: DAT408, DAT409 and DAT410

® Author of several SQL Server 2005 Whitepapers on MSDN/TechNet — Table
and Index Partitioning, Snapshot Isolation and .NET SQLCLR for DBAs

® Author/Presenter for more than 25 online webcasts on MSDN and TechNet
(two series and other individual webcasts)

® Coauthor MSPress Title: SQL Server 2000 High Availability

® Presenter/Technical Manager for SQL Server 2000
High Availability DVD

* | (we) still love this stuff... Feel free to ask questions!
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y Always On Technologies
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* Founder, SYSolutions, Inc. (www.SQLskills.com) | ——
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e-mail: Kimberly@SQLskills.com Rg;}soo";, Director
4 blog: http://www.SQLskills.com/blogs/Kimberly ————— PROGRAM

A Major Release

0 XML support

Q SELECT ... FOR XML
OpenXML
XML Views
XML Updategrams
XML View Mapper

0 XML Bulk Load

URL and HTTP db access
HTTP access to cubes
Multi-instance support
Integrated Data Mining
Full-Text Search in formatted
docs
English Query for the Web
C2 security rating (NSA)
Installation disk imaging
Active Directory integration
Self-management and tuning
Distributed Partitioned Views

a
=]
a
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SQL Server 2000

Q Log Shipping

O Parallel CREATE INDEX

a Parallel scan

a Parallel DBCC

a Failover clustering

a Failover cluster management
a 32 CPU SMP system support
Qa 64 GB RAM support

a VIA SAN support

a Indexed views

0 ROLAP dimension storage

a Distributed Partitioned Cubes
a Online index reorganization
a Differential backup

Q User-defined functions

Q Server-less snapshot backup

Q Virtual Cube Editor

0 Linked cubes

a MDX Builder

a Dimensions

Q Security in Analysis
Services

0 OLAP Actions

a Custom rollups

a Cascading
referential
integrity and actions

a INSTEAD OF
triggers

a Indexes on
computed columns

0 Queued replication

a DTS enhancements

0 SQL Query Analyzer debugger O Copy Database

a New data types
Q Column-level collations

Wizard
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SQL Server 2005

.NET Framework

aCommon Language Runtime Integration

QUser-defined Aggregates
QUser-defined Data Types
QUser-defined Functions
QSQL Server .NET Data Provider
QExtended Triggers

Data Types
ONew XML Datatype
Qan/varchar(max)

SQL Server Engine
0New Message Service Broker
QHTTP Support (Native HTTP)
QDatabase Tuning Advisor
QOEnhanced Read ahead & scan
QOnline Index Rebuild
QOMultiple Active Result Sets
QPersisted Computed Columns
QQueuing Support
QSnapshot Isolation Level
QNon-blocking Read Committed
QTable and Index Partitioning
QONUMA support

Database Availability and Redundancy
QFail-over Clustering (up to 8 node)
QEnhanced Multi-instance Support
ODatabase Mirroring
QDatabase Snapshots

XML
OXQUERY Support (Server & Mid Tier)
0XML Data Manipulation Language
OFOR XML Enhancements
OXML Schema (XSD) Support
QMSXML 6.0 (Native)

0.Net XML Framework Support for
XML and CLR integration

Notification Services

Replication

OAuto-tuning Replication Agents
DOracle Publication
Qlmproved Blob Change Tracking

OLAP and Data Mining

QAnalysis Management Objects
QWindows Integrated Backup and Restore
QUDM, multi-fact table support

QDTS and DM Integration

QEight new DM algorithms

QAuto Packaging and Deployment

SQL Integration Services (SQLIS)

QNew Architecture (DTR + DTP)
QComplex Control Flows

QControl Flow Debugging

QOFor Each Enumerations

QProperty Mappings

QFull Data Flow Designer

QFull DTS Control Flow Designer
QGraphical Package Execution
QImmediate Mode and Project Mode
QPackage (Advanced) Deployment Tools
QO Custom Tasks and Transformations

Reporting Services

OMultiple Output Formats

Management Tools
aSsSMs
QMDX Query Editor
QVersion Control Support
0SQLCMD Command Line Tool
QSQL Service Manager
Database Maintenance
QBackup and Restore Enhancements
QChecksum Integrity Checks
ODedicated Administrator Connection
QDynamic AWE
QOFast Recovery
QHighly-available Upgrade
QOnline Index Operations
QOnline Restore
QParallel DBCC\Index Operations
Performance Tuning
QProfiler Enhancements
QProfiler/Perfmon Integration
QProfiling Analysis Services
QExportable XML Showplan
QExportable Deadlock Traces
Full-text Search
QIndexing of XML Datatype
Qlndex files integrated with SQL backup
MDAC
QSide by Side installation
QMicrosoft Installer base setup
QSupport for Active Directory Deployment

QParameters (Static, Dynamic, Hierarchical) sqL client .NET Data Provider

QBulk Delivery of Personalized Content
QSupport Multiple Data Sources

QSTS (Web Parts, Doc Libraries)

QVisual Design Tool

QCharting, Sorting, Filtering, Drill-Through
QScheduling, Caching

QComplete Scripting Engine

OScale Out architecture

0Open XML Report Definition

Dynamic Management Views

QServer Cursor Support
QBulk load support

Security
0ONo default metadata access
QOFine Grained Administration Rights
QSeparation of Users and Schema
QSSL Encryption at installation
QData Encryption
Q0 Code-signing

Developer and DBA Convergence

ul
Development

Client/Server
Development

Interface

Developers and DBA’s have traditionally worked to an interface,

defined by:

®* Table or View definition
® Stored Procedure & result set definition
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Communication Barriers

Database Administration |
doesn’t understand our
development priorities

Development doesn’t
understand good query
~ design

Ar Increase communication
_ and collaboration
via product integration

® Pockets ci'information within disciplines
® Unclear delineation of responsibilities
® Conflicting best practices and architectures

® Conflicting strategic goals and objectives

Developer and DBA Convergence

Developers: DBAs:
® Get productive with the new ® Maintain role as data
tools steward
® Closer integration of DBAs into ® Understand & advise on
the development process appropriate technology

choices

® Factor XML & CLR into
schema design

* Design application to be:
® Supportable
® Resilient to change

® Ensure secure, robust

* Ensure secure, robust implementation

implementation

Bridge the ga;!
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Developing World Class Database

Applications — Agenda

® Quick: Installation - An Effective Base for Performance
and Security

® Quick: Initial Configuration

® Part 1: Optimal Table Structures and Design

® Part 2: Optimal Database Structures

® Part 3: Developing on SQL Server 2005

® Part 4: Caching, Tuning, Monitoring, and Diagnosing
System Problems

Installation

® Tons of slides with added content!
® Which version has the features you need?
® Server Installation
® |nitial Configuration
® Key Issues with which to be aware - quick section!
* Hardware Recommendations
® Service Account Choices
* Best Practices for Collations

PREOOS5
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Installing SQL Server 2005

® Getting a current build
® |nstallation through Windows Installer
® Pre-installation checklist

® QOperating System Choices
® Visual Studio — Beta?

* Versions from which to choose

® 32-bit v 64-bit (Itanium and x64)
* Developer, Enterprise, Express...

® Licensing and features
® SCC (System Configuration Checker)
® |nstallation

o Hidden Slide
w/extra details

Choosing a Product to Install

® SQL Server 2005 Enterprise Engine

* Includes Enterprise Edition, Enterprise Evaluation Edition and

Developer Edition — only difference is licensing
® 32-bit and 64-bit (Itanium and x64)
® SQL Server 2005 Standard Edition
® 32-bit and 64-bit (Itanium and x64)
® SQL Server 2005 Workgroup Edition
® 32-bit only
® SQL Server 2005 Express Editions
® SQL Server 2005 Express Edition

® SQL Server 2005 Express Edition with Advanced Services

® SQL Server 2005 Express Edition Toolkit

. . . e
Can run multiple versions side-by-side @ ridden sice

w/extra details
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Microsoft Express Product Range

Visual Studlo 2005 Express * Products
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Check the resource links for Brian's articles on ) Hidden Siide
SQL Server Express! w/extra details

Installation as an “Application”

* Not using Install Shield
® Third party product
* Hard to “control”

* Only stopped installation before file copy: “Installation has enough
information to start copying files...”

* Limited rollback capabilities, uninstalling partial and failed install was
messy

® Uses Windows Installer
® Microsoft product

® Can download/review Windows Installer SDK

. MSDN, Win32 and COM Development, Administration and
Management, Setup, Windows Installer

® Components have an MSI file
* |Installation can be rolled back until the very end

Hidden Slide
w/extra details
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Component Update

Lol Microsoft SQL Server 2005 CTP Setup

5QL Server Component Update
[ ] N ET Installs software components required prior to installing SQL

Server.
Framework 2.0
SQL Server Component Update wil install the following components
. required for SQL Server Setup:
* SQL Native

Client (SNAC)

¥ .MET Framework 2.0

. * Microsoft SQL Native Client
o SUppOI’t Files Microsoft SQL Server 2005 CTP Setup Support Flles

Configuring components...

Help

O Hidden Slide
w/extra details

.NET Framework 2.0

® Required for:

SQL Server Management Studio
Express Manager (used for SQL Express)
® Engine (used by SQLCLR)

* How to Identify .NET Framework Version on your
Machine

%WINDIR%\Microsoft. NET\Framework\version Right-click
mscorlib.dll, click Properties, and then click Version.

Administrative Tools, .NET Framework 2.0 Configuration. At
the top of the right pane, .NET Framework version displays.

O Hidden Slide
w/extra details
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e Why SNAC?

the app

SQL Native Client

® Separates “infrastructure” from “drivers”

®* SNAC is owned by SQL and only updated by SQL (during
install/service packs)

®* SNAC is on the “drivers” side

® Infrastructure owned by OS and only updated by OS

® Enables side-by-side driver installation with minimal downtime
* MDAC doesn't allow side-by-side therefore requires stopping

* MDAC to be removed on 64-bit as well

Hidden Slide
w/extra details

Microsoft SQL Server 2005 Setup

System Configuration Check

® Directly impacts the
likelihood of a successful
install

SQL Server Setup is scanning your computer's configurg

System
Configuration
Checker

i Microsoft SQL Server 2005 Setup

* Doesn’t mean you'll have
success with upgrade...

Hidden Slide
w/extra details

System Configuration Check
Wait while the system is checked for potential installation problems
g\/ 14 Total 0 Ermor
Socens 14 Success 0 Waming
Details
| Action Status Message b
@ Minimum Hardware Requirement Success
@ IS Feature Requirement Success
@ Pending Reboot Requirement Success
@ Performance Monitor Counter Require... Success
@ Default Installation Path Permission R..  Success
@ Internet Explorer Requirement Success
& COM Plus Catalog Requirement Success
@ ASP.Net Version Registration Require... Success
@ Minimum MDAC Version Requirement Success i
Filter - 1 Report - |
b

PREOOS5
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Hardware Recommendations

® File System—NTFS, no compression for installation drive or primary
database file or log file

® More smaller/faster disks over fewer/larger disks

® Be sure to update all drivers and firmware!

® OS should be on redundant disks

® SQL installation should be on redundant disks

® Transaction logs should be on fast, redundant and preferably isolated disks

* TempDB should be isolated and if on multi-proc use multiple files (Q328551
— see section “Increase the Number of Tempdb Data Files with Equal
Sizing”)

® Databases should be “moved” to support better performance (Q224071)

* KB Atrticles = Q224071 (SQL 200x) and Q328551 (SQL 2000 — but best
practices using multiple files for TempDB and possibly using the Trace Flag,

still apply)

Components to Install

11 Microsoft SQL Server 2005 Setup

Components to Install
Select the components to install or upgrade.

® Separate
“paCkageS” §QL Ser.ver Database Services
(MSI flles) [¥] Analysis Services

° ngh Level 1S [ Reporting Services
for “typlcal” Set Ngtiﬁcatmn Services
of features

* Click
Advanced for
feature tree

[¥] workstation components, Books Online and development tools

X

For more options, click Advanced.
T .
Hidden Slide

w/extra details
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Components to Install

SQL Server Database Services

Database Engine, Replication, Full-Text

Analysis Services

Analysis Services server components for Business
Intelligence

Reporting Services

Reporting Services and Report Manager

Notification Services

Notification Services (Engine and Client), Bulk Event for
XML

Data Transformation Services
(Integration Services)

SQL IS replaces SQL DTS

Workstation components, Books Online
and development tools

Management Tools, Command Prompt Tools, Reporting
Services Tools, Connectivity Components, Programming
Models, Management Studio, Computer Manager,
Profiler, and Replication Monitor

Business Intelligence Development Studio

Documentation and samples - Books Online, code
samples

Hidden Slide
w/extra details

Default and Named Instances

® Default Instance

® Accessed by “computername”

® SQL Server Service = mssqlserver
® SQL Server Agent Service = sqlserveragent

® Full-Text= MSFTESQL

® Analysis Server = MSSQLServerOLAPService

* Named Instance

® Accessed by computername\instancename

® SQL Server Service = mssqgl$instancename

® SQL Server Agent Service = sglagent$instancename
* Full-Text = msftesql$instancename

® Analysis Server = MSOLAPSinstancename

Hidden Slide
w/extra details
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Directory Structure

® No longer dependent on instance name

® All directories MSSQL.n even for other components such
as Analysis Services
®* How can you detect?

®* Registry: HKEY_LOCAL_ MACHINE\SOFTWARE
\Microsoft\Microsoft SQL Server
\Instance Names\SQL

* Name = Instance name (without MSSQL)
¢ Data = Install Directory (mssqgl.n)

O Hidden Slide
w/extra details

Installation Directories

4 C:\Program Files\Microsoft SQL Server

File Edit View Favorites Tool Help A
le Ed Is  Hel aw
Q Back - (&) = /"\: Search ‘u Folders ‘ -
Address | &) C:\Program Fies\Microsoft SQL Server ~ B o
Folders x Name

=) Microsoft InteliPoint

# |23 Microsoft InteliType Pro S;I;SQL

=) Microsoft Office CIMSSQLSINstL

Sl | Microsoft SQL Server I MSSOLSINSt2

=3 80 CIMSSQL.1
=y 90 IMSSQL.2
& nosol Shssors

(£33 MSSQLSINst1
(£33 MSSQLSINSt2
(3 MssQL.1
() MSSQL.2
(=3 MSSQL.3
£33 MssQL4
(3 MSSQL.S
) MSSQLE
=) Microsoft Virtual PC
® |3 Microsoft Visual Studio 8
) Microsoft Voice Commar
=) Microsoft.NET
=) Modem Helper ~
< > < >

EIMSSQL.S
IMSSQL.6

Hidden Slide
w/extra details
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Programmatically Detecting Dir

@ExecStr

ELECT glnstanceN
ISNULL(

SELECT @ExecStr = "EXECUTE

convert(varchar,

+ o+ o+ o+

DECLARE @InstanceName sqgl_variant,
@InstanceDir sqgl_variant,
@SQLDataRoot nvarchar(512),

nvarchar (max)

ERVERPROPERTY( InstanceName®), "MSSQLServer*®)

EXECUTE master.dbo.xp_regread "HKEY_LOCAL_MACHINE",

'SOFTWARE\M|crosoft\M|crosoft SQL Server\lnstance Names
\SQL", @InstanceName, @InstanceDir OUTPU

master.dbo.xp_regread *

"""HKEY_LOCAL_MACHINE®" ", *
" " "SOFTWARE\Microsoft\Microsoft SQL Server\"

@InstanceDir)

“"\Setup” ", ""SQLDataRoot"", @SQLDataRoot OUTPUT"

EXEC master.dbo.sp_executesql @ExecStr
, N"@SQLDataRoot nvarchar(512) OUTPUT"
, @SQLDataRoot OUTPUT

See Backup2000Restore2005.sql
for SOLCMD master script.

Hidden Slide
w/extra details

Startup Service

ﬁ! Microsoft SOL Server 2005 CTP Setup

® Customize

Service Account

a”ows you to Service accounts define which accounts to log in.
set each
i nd |V| d ual |y and Customize for each service account
H Service:
to different _
aCCOUntS S0L Server I
(O Use the built-in System account
i LOC8.| System (%) Use a domain user account
or Username: |5QLSer\rice
A Password: [rrerererrreres
* Domain Domain: IsqLekils
ACCOU nt aea Autostart services
SOL Server
|:| SOL Server Agent
SOL Browser
Hidden Slide < Back ] I MNext = I [ Cancel

w/extra details
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Service Account Choices

® Pros and Cons for each, re: security/control

v Dedicated Local account (not local administrator)

Local service (do other services use this?)

v Network service (do other services use this?)
v' Dedicated Domain account (not local administrator)

Local account which is a local administrator

Domain account which is a local administrator
* NEVER use:

* Local System Principle of Least
* Domain Administrator Privilege Applies

Never give more rights than necessary!

Authentication

f&‘ Microsoft SQL Server 2005 CTP Setup

H Authentication Mode
[ ]
WIndOWS The authentication mode specifies the security used when

. connecting to SQL Server.
* Mixed
Select the authentication mode to use for this installation.

* Password only
specified for
Mixed Mode

() Mixed Mode {Windows Authentication and QL Server Authentication)

Important: Set the
sa password

immediate|y after Specify the sa logon password below:
installation to

ensure password is
known value rather |
than randomly
generated value |

[ < Back ][ Next = ][ Cancel

Hidden Slide
w/extra details
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Windows Authentication

®* More Secure
® Strong Password requirements
® Account Lockout policies
® Password expiration

® Can be changed later

® After installation be sure to manually set the password of
the sa account otherwise internally set to a randomly
generated password—if you change to mixed mode you
will “enable” your sa account but not know the password.
However, you can easily change it.

o Hidden Slide
w/extra details

Mixed Mode Authentication

* Windows Authentication plus

® SQL Server Authentication

® Uses Windows 2003 Server password policies, if installed on
Windows 2003 Server

* Requires sa password to be set during installation if Mixed mode is
chosen
® Stronger password requirements in 2005
® All passwords must be at least 6 characters long and satisfy at least
three of the four criteria:
® |t must contain uppercase letters (A-Z)
® It must contain lowercase letters (a-z)
® |t must contain numbers (0-9)
® |t must contain non-alphanumeric characters (!, #, %, or $)
® See BOL for complete list of requirements

0 Hidden Slide
w/extra details
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Collation Setting

i1 Microsoft SOL Server 2005 Setup

PREOOS5

Collation Settings
L Aﬁects Searches, Collation settings define the sorting behavior for your server.
lookups and
ORDER BY Cicu ch service account
A Analysis Services Collation: Latin1_General_CI AS
* Character data is
affected : (_) Collation designator and sort order:
* ASCii
® char
® varchar
(3) SOL collations (used for compatibility with previous versions of SQL Server)
® text
3 Binary order based on code point comparison, for use with the 850 (Multilingual) Ck
[ ] U I’]ICOde Strict compatibility with version 1.x case-insensitive databases, for use with the 850
Dictionary order, case-sensitive, for use with 1252 Character Set.
° N h Dictionary order, case-insensitive, for use with 1252 Character Setf. 7
char Nirtinnane nrder rase-insensitive nnnarcase nrafarence far nse with 1957 Charart
® Nvarchar
* Ntext
T T
Hidden Slide

w/extra details

Collation Concepts

Use COLLATE option to change

’Windows Install
3 ’ SQL Server Install
" ’ Database Creation
rit ’ Table Creation
E ’ Query Usage
® May be changed at any point in chain
¢ Different options offer different gains — most in language sorting,
some in performance
® Can assign on the fly for just a single query — or within a view for
subsequent use
[ ]

Computed Columns and Indexed Views can aid in performance for

lookups with changed collations (there are likely to be version

specific restrictions)

Hidden Slide
w/extra details
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Collation Options

® To see the list of collations
SELECT * FROM ::fn_helpcollations()
To see the server's setting
sp_helpsort
To see the database's setting
sp_helpdb dbname
To see the table's setting (for each column)
sp_help tname
® For more information, check out these BOL topics:
® COLLATE
® "Specifying Collations"

o Hidden Slide
w/extra details

Changing Database Collation

ALTER DATABASE TestCollation
COLLATE Latinl_General _CS_AS_KS_WS

go

-- Confirm the change?
SELECT DATABASEPROPERTYEX("TestCollation®, "Collation®)

go

® Be careful moving from sensitive to insensitive, may yield

errors due to duplicate object names

* Make sure to do significant application testing before
changing a collation in production

0 Hidden Slide
w/extra details
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Working with Temporary Objects

USE DB_with_Diff_Collation_than_TempDB
go
CREATE TABLE #test

(
coll varchar(12) COLLATE database_default

)

go

USE Tempdb

go

-- Confirm that the column RETAINs the Diff DB Collation!
sp_help "tempdb._#test"

go

If using a different collation than tempdb, temporary objects may have
problems in comparisons, etc. unless you use: COLLATE
database_default

o Hidden Slide
w/extra details

Best Practices for Collations

® Have corporate standard, use consistently

® If you don’t know, accept the default as is most widely
used and is compatible with .NET by default

® Can be changed later (at many levels)...

® Binary Sort — excellent for testing scenarios to make
sure you are using consistent coding practices, naming
conventions, etc. Most strict environment in which to
work

18
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Initial Configuration

* Off by default/SQL Surface Area Configuration
¢ SSL Encrypted Communications
® SQL Server Configuration Manager

® Special Considerations
®* Running SQL Server 2000 and SQL Server 2005 side-by-side
®* Renaming a server

Off by Default

® Principle of least privilege

® Minimal Configuration to run — many installed services
(even when chosen during installation) are “off by
default”

® Secure by Design
® Secure by Default
® Secure by Deployment

* \Where to enable, where to view?

° sp_configure, Computer Management, catalog views,
no single central way

. = Enter SQL Surface Area Configuration

19
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Surface Area Configuration

® SQL Server Program Group, Configuration Tools

® Configure Services and Protocols

® In this first release more options in Configuration Manager

Surface Area Configuration for Features
® “Lockdown” most common/vulnerable features
® sp_configure settings
® Catalog View queries to view (endpoints)

Review SQL Server Setup Help from link on main dialog

Services — Local Only?

) SQL Server 2005 Surface Area Configuration
b Help Protect Your SQL Server

Enable only the services and connection types used by your applications. Disabling unused services and connections helps
protect your server by reducing the surface area. For default settings, see Help.

Select a component and then configure its services and connections:

= F SQLDEVI By default. SQL Server 2005 allows local connections only. To allow remote connections.
- _J Database Engine enable other protocols. TCP/IP is prefemed over named pipes because it requires fewer
- Service ports to be opened across the firewall.

¥ Remote Connections
® 1P SQL Server Agent
i
# gb Full Teat Search (%) Local connections only
® [§ SQLDEVD2

- »_'$ 501 Server Browser (O Local and remote connections

Wiew by Instance | View by Component

% Surface Area Configuration for Services and Connections - localhost

ok || caneel [ moey J[ Heb

Hidden Slide
w/extra details
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SQLSAC — HTTP Endpoints

[ Surface Area Configuration for Features - localhost

=

SQL Server 2005 Surface Area Configuration
& Help Protect Your SQL Server

Enable only the festures required by your applications. Disabling unused features helps protect your server by reducing the
surface area. For default settings, see Help.
Select a componert, and then corfigure its features

= [ SGLDEVO1 Native XML Web Services provides database access over HTTP using Simple

=N " Object Access Protocol (SOAP) Enable HTTP end only if your
13 Datzbase Engine use them to with the Database Engine.

Ad Hoc Remate Gueries
CLR Integration
DAC
Database Mail Select a state for each HTTP endpaint
=+ Native XML Web Servic
OLE Automation
Service Broker This instance has no HTTP endpeints.
SQL Mal
Web Assistart
xp_cmdshell
® [§ SQLDEVO2

<] 5|
View by Instance | View by Component

oKk | cancd |[ ety [ Hep

Encrypted Communications

® SSL is used even if not present at installation

® Checked at installation, if present used
® |f not present, SQL Server generates a 1024 bit certificate

® Logins/passwords encrypted always
® Uses certificate created at installation if SSL not present

® Use “Certificate Picker” in SQL Server Configuration
Manager to explicitly choose SSL certificate

PREOOS5
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SSL Encryption/Certificate Picker

Protocol

File Action Vview Help

& D EDR 2

{8 5L Server Configuration Manager (Local) Protocal Name Status
. SQL Server 2005 Services S Shared Memory Erabled
P ro p e rtl es =I- . SQL Server 2005 Network Configuration  |5=pamed Ppes Disabled
Protocols for SQLDEVO1 ¥TcP/e ——
Login/pwd kit B —
%‘\Z IIC:‘HP Protocols for SQLDEVO1 Properties
v
enc rypted &~ Protocols for SQLDEVD2 Flags | Certificate
+1-8b SQL Native Client Configuration
. =
ALL traffic T o S
HideInstance Yes
encrypted = |
Certificate
Picker tab
ForceEncryption
Turn on or off encryption for selected server instance
ok ][ cancel Help

Configuration Manager

Start and Stop Services

SQL Server
“Properties”

Change auto start and service properties

Does not require your services to be started to
change properties

Service Account password changes don't
require restart of service

Control Supported Network libraries and SSL
encryption

Create aliases

Launch from:
® SSMS, Right click Configure Services
® SQL Configuration Manager

* Computer Management

Server Network
Utility
Service
Control Manager

SQL Configuration
Hidden Slide ~ Manager
w/extra detat
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Computer Manager — 2000/2005

= Computer Management

[B]f=) ]

®) He Acton View Window Hep

& BE NE @

==l

Computer Management (Local) Name ‘ State Start Mode ‘ Log On As

[ Process @

=, System Tools 4pimsftesqlSSQLDEVDL Running  Automatic .\SQLService
- {{] Event Viewer #hymsftesq$SQLDEV2 Rumning  Automatic .\5QL5ervice
i % Shared Folders [E55QL Server (SQLDEVDT) Aunning  Automatic \SQLService
: o \;oc?;Users acd GruuzsAl i @SQL Server (SQLDEVDZ) Running  Automatic NSQLService
e [&)50L Server Agent (SQLDEVO1) Stopped  Other (Boot, System, Disabled or Unknown) . SQLService

) N
=, Device Manager
it @ Sraga = @SQL Server Agent (SQLDEVD2) Stopped  Other (Boot, System, Disabled or Unknown) . \SQLService

Disk Defragmenter
Disk Management
= Bﬁ Services and Applications
=] 9 Microsoft SQL Servers
+ {local) {Windows NT)
& SQLSKILLS\SQLDEVO 1 (Windows NT)
] SQLSKILLS\SQLDEVO2 (Windows NT)
% Services
WMI Control
=k SQL Server Configuration Manager
SQL Server 2005 Services
= E SQL Server 2005 Network Configuration
+ Protocols for SQLDEVO1
Protocols for SQLDEVO2
=5 SQL Native Client Configuration
Client Protocols
Aliases

+-E8 Indexing Service

Hidden Slide
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T g Removable Storage [HsaL Server Browser Running  Automatic NT AUTHORITYLOC. ..

672
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352
3640
0

a
2100

Running 2000/2005 “Side-by-side”

® Possible combination:
® SQL Server 2000 default/named instance(s)
® SQL Server 2005 default/named instance(s)

® SQL Server 2005 can support multiple instances of multiple
versions (e.g. Developer and Express)

* Don’t make a design mistake of assuming the version of the
default instance

® Possible troubles:
* Enterprise Manager Database Properties crashes
® Color coding incorrect in Query Analyzer

® Fix: re-register all COM components

* At command prompt in 80\tools\binn and mssql\binn dirs,
execute:
FOR %i IN (*.dIl) DO regsvr32 /s %i

Hidden Slide
w/extra details
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Renaming A Server After Startup

Server name is NOT detected by SQL Server
Review the list of servernames

sp_helpserver

Drop the old servername
sp_dropserver "oldservername*

Add the new servername — make sure you define it as the “local
instance of SQL Server

sp_addserver "newservername®, local
May have problems with servername related objects/jobs —i.e.
msdb.dbo.sysjobs

UPDATE sysjobs

SET originating_server = "newservername-
WHERE originating_server = “oldservername”
o Hidden Slide

w/extra details

Optimal Table Structures and Design

Data Modeling
Data Types
The Data Row

Table Design for Performance
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Data Modeling

® Data modeling is the process of planning the logical
design of your database

® Use Data modeling to define the relationships between
your data and processes

=

Data Modeling Tools

* Visio for Enterprise Architects (VEA) is available with:
® Visual Studio .NET Enterprise Architect
® Visual Studio .NET 2003 Enterprise Architect Edition

® Visual Studio 2005 Team Edition for
® Architect / Developers /Tester
® Team Suite
® As part of Visual Studio Professional with MSDN Premium

® Contains tools for data modeling

® Supports round-tripping between data model and
database

Future has not yet been announced
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Database
and Software
modeling Visio for
— Enter.pnse
Architects
(VEA)
Network
diagrammin
g g @%

Visual Studio Database Design Tools

® Visio-based (VEA)
® Conceptual data modeling (ORM)

® Logical database modeling
(Relational, IDEF1X, “ER")

® Physical database modeling
(SQL Server, Access, Oracle, DB2, etc.)

* Forward and reverse engineering, sync, import/export, reports,
etc.

®* Non-Visio
® Online physical database design tools
® SQL query designer
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Relational Model

® Introduced by E.F. Codd
® Based upon “relational algebra”

® Relations actually refer to what are more commonly
referred to as tables

Remembering Dr. Codd

* Dr. E.F. Codd
® August 23, 1923—April 18, 2003
® Father of the Relational Model

* Released the seminal paper A Relational Model of Data for
Large Shared Data Banks in 1970

® Received the A. M. Turing Award in 1981

® Considered the highest honor in
the computer science field
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Normalization

® Normalization is the process of using formal methods to

separate data to be stored in a database into multiple,
related tables

® Normalization helps maintain the consistency and
integrity of your data

® Done primarily for on-line transaction processing (OLTP)
systems

® In contrast, on-line analytical processing (OLAP) systems are
often heavily denormalized

® Implemented in products like SQL Server Analysis Services

Entity Integrity

® Entities are single objects or concepts from the real world
* Entity integrity means that you must be able to uniquely

identify each entity you store in a database

® Each entity in a table should have a primary key

® This can be a single column or multiple columns
¢ Multiple columns would be composite key
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database

* At multiple layers

* Domain integrity restricts what can be stored in the

* Domain integrity represents your business rules

® SQL Server can help you enforce these rules
® You can enforce them in your application

Referential Integrity

* Foreign keys and primary keys
* Foreign keys and unigue keys

* Referential integrity preserves the defined relationships
between tables when records are entered or deleted

® Tables can have relationships based upon keys

PREOOS5
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User-Defined Integrity

® Applies when a business rule does not fit into one of the
three other forms

® Implement using constraints, triggers, or stored
procedures

Normal Forms

® Codd defined various “normal forms”, or levels of

normalization

® Generally you want to get to at least third normal form
® Introduction of native XML data type in SQL Server 2005

introduces design challenges
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First Normal Form

® All column values are atomic

o Hidden Slide
w/extra details

Good Primary Keys

* Stable
* Minimal

®* Familiar

o Hidden Slide
w/extra details
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Second Normal Form

® Database must be in First Normal Form
® A table contains data about a single entity

® Check your primary key column

o Hidden Slide
w/extra details

Third Normal Form

® Database must be in Second Normal Form
® All non-key fields must depend upon the primary key

0 Hidden Slide
w/extra details
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Boyce-Codd Normal Form

® Every column must depend upon the entire primary key
value

o Hidden Slide
w/extra details

Denormalization

® The deliberate process of introducing redundant data into

your database

® Generally done to increase application performance
® Often occurs when one database is both a TP and DSS

source
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Attributes

® Basic principle behind a column — the way we describe
some specific element about the entity

® Each column of a table should describe ONLY that
entity...
® Core elements of an attribute
® Attribute Name price
¢ Datatype money
* Nullability NULL

Every attribute should describe the primary key,
the whole primary key, and nothing but the primary key.

Data Types
* System Supplied Find the right data type for the job:
Data Types Use Unicode over ASCII
* Character If the data type varies:
e Unicode Character < 5 chars should be nchar
.« N . 5-20 chars — questionable
umeric

> 20 char — lean more towards
nvarchar

® Exact Numeric For numeric data:

Find the right range

Standardize on decimal or

* Binary numeric

e Miscellaneous Use uniqueidentifier sparingly

Understand precision and range

®* Date and Time

* Uniqueidentifier
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Max/Exact

Data Type Storage Notes
char(n) 8000 bytes |1 byte per char - 8000 Characters
varchar(n)
nchar(n) 8000 bytes |2 bytes per char - 4000 Characters
nvarchar(n)
tinyint 1 byte 0-255
smallint 2 bytes -32768 to 32767
int 4 bytes -281to 2311
bigint 8 bytes -263 to 263-1
uniqueidentifier 16 bytes  [98E94963-F193-4E69-9262-7B692125557F
smalldatetime 4 bytes Jan 1, 1900 with precision to the minute
datetime 8 bytes Jan 1, 1753 with precision to a timetick (3.33 ms)
smallmoney 4 bytes - 214,748.3648 through +214,748.3647
money 8 bytes -922,337,203,685,477.5808 through

+922,337,203,685,477.5807

Hidden Slide
w/extra details

SQL Server 2005 Data Types

® Large Value Data Types, varchar(max), varchar(max)

and varbinary(max)

® In row storage limit 8000 bytes (max col width)

* Work like typical varchar but support LOB values (231 bytes)

® Default behavior is IN_ROW when entire LOB fits in the 8060
max IN_ROW storage area (NOTE: 8060 bytes is no longer
the maximum row size)

®* Be aware that LOB types (text, ntext, image, varchar(max),
nvarchar(max), varbinary(max), xml) added to a table prevent
online index operations for the clustered index

* May want to consider vertical partitioning for LOB types
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Where to store BLOBS?

Each of these have pros/cons — which is right? (it depends)

® In the core base table
® Prevents online index operations
® Easily accessible
* In a separate table but in the same filegroup
® Can't do isolated backup strategies (not desired?)
* Must be “joined” or accessed when necessary

* Doesn't put data into memory when not needed (vertical partitioning
uses resources more effectively)

® In a separate table and in its own filegroup
* Allows isolated backup strategies
Outside of the database
* Not secured/controlled with database
* May allow easier access to other applications

Table Structure — Overview

* HEAP — A table without a clustered index
® Clustered Table — A table with a clustered index

®* Non-clustered Indexes DO NOT affect the base table’s
structure

* However, Non-clustered Indexes are affected by
whether or not the table is Clustered...

Hint: The non-clustered index dependency on the
clustered index should impact your choice for the
clustering key!
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Index Concepts — Book Analogy

® Think of a book — with indexes in the back
® The book has one form of logical ordering

* Forreferences — you use the indexes in the back... to find the data in
which you are interested you look up the key

®* When you find the key — you must lookup the data based on its
location... i.e. a “bookmark” lookup

® The bookmark always depends on the (book) content order

Index — Animals by Habitat, Name
Air, Land, Water

Index — Animal by Type, Name

: Y Index — Species Scientific Name
Bird, Mammal, Reptile, etc...

Index — Animal by

Index — Animal by Continent, Country, Name

Country, Name

Index Concepts — Tree Analogy

* If atree were data and you were looking for leaves with
a certain property, you would have two options to find

that data.... ‘ '
Ny L=

1. Touch every leaf — interrogating
each one to determine if they
held that property...SCAN

2. If those leaves (which had that
property) were grouped such
that you could start at the
root, move to the branch and
then directly to those
leaves...SEEK
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Table Structure — Heap

® Table without a Clustered Index
®* Records are NOT ORDERED

* No Doubly-Linked List
® Access via HOBT Map — Heap or B-Tree Map

* If NO Indexes exist — a full Table Scan required.
At least 4000 I/Os on the Employee Table Heap.

4000 Pages of Employees in No Specific Order

189, Jones, ... 675, Jameson, ...
96, Thomas, ... 79893, Tanner, ...
8959, Smith, ... 42, Alberts, ...
8, Johnson, ... 12345, Kent, ...

1, Griffith, ...
4568, Connelly, ...
957, Sanders, ...
777, Zender, ...

2345, Smith, ...
m = m |8959 Dawson,.
7893, Uckley, ...

Filel, Page 497 Filel, Page 498

30234, Pickett, ..

56789, Young, .. 12, Folley, ..
264, Nelson, ... 46999, Ish, ...

Filel, Page 499 Filel, Page 5345

Filel, Page 5346 Filel, Page 5347

456, Lange, ... 69872, Vickney, .|
16890, Edwars, ..| | 56907, Hawks, ...

Table Structure — Clustered Table

®* Two components — B-tree/Leaf Level
® Ordered Structure — maintained logically after creation

1,1, 12982 \
RoOt /] 16001, 1, 12083 Balanced-Tree
-1 Page” 32001, 1, 12984 Total Overhead
- !
48001, 1, 12985 B
f .1,
! | 64001, 1, 1298 in terms of
h ,1, .
S
:I Filel, Page 12987 DISk Space
U
» E Y
= 6 Pages
. 1,1,5982 ~64001
Intermediate Level -] '~
7 |21, 5083 " or <1%
=5 Pages/ | 41,1,5984 . w w | 79941111231
e S 79961, 1, 112327~ 4 _
. ~o
e / ~16000 79981, 1, 112338 ~eo
’ /7 SS
Rt S Filel, Page 12982 Filel, Page 12986 = ~~ S~
I_ f 1, Griffith, .. 21, Ambers, ... 41, Shen, ... 79941, Baker, .. 79961, Kiesow, .|. | 79981, Geller, ...
€a 2, Ulaska, ... 22, Johany, ... 42, Alberts, ... 79942, Shehy, . 79962, Simon, .. 79982, Smith, ...
Level s onmson,... | |23 smit, .. 43 Landon, .. | o o g | 79943 Laws,..| |79963, Gellock, |. | 79983, Jones, .
20, Morrisson, 40, Griffen, ... 60, Lynne, ... 79960, Miller, 79980, Debry, 80000, Kirkert, .
Pages

Filel, Page 5982  Filel, Page 5983

File1, Page 5984

Filel, Page 11231  Fi

ilel, Page 11232 Filel, Page 11233
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Clustered Index Overview

® Not Required — Although Highly Recommended

® Only One Per Table

® Physical Order Applied at Creation

® Logical Order Maintained through a Doubly-Linked List
® Requires ongoing and automated maintenance

* Need to choose WISELY!

Clustered Index Criteria

* Unique
®* Yes — No overhead, data takes care of this criteria
® NO - SQL Server must “uniquify” the rows on INSERT.

This costs time and space. Each duplicate has a 4-byte “uniquifier.”

®* Narrow
®* Yes — Keeps the NC indexes narrow
®* NO - Possibly wastes space
® Static
® Yes — Improves Performance
® NO - Costly to maintain during updates to the key

® In fact, a column that's ever increasing (identity) is often ideal...
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Clustering Key Choices

Identity column
Order Date, identity

* Not date alone as not unique
GUID

® Populated by client-side call to .NET client guid generator —
NOT as the CL key but may be the Primary Key

® Populated by server-side newid() function
* No pattern
* Populated by NEW server-side newsequentialid() function

® Creates an ever-increasing pattern

Key point: As narrow as possible

Finding the Right Balance

Determine Primary Usage of Table — OLTP vs. OLAP vs.

Combo?
This determines Clustered Index

Create Constraints — Primary Key and
Alternate/Candidate Keys

Manually Add Indexes to Foreign Key Constraints

Capture a Workload(s) and analyze with Database
Tuning Advisor (2005)

Add additional indexes to help improve SARGS, Joins,
Aggregations

Are you done? N O |
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Fragmentation in the Leaf Level of an Index
(regardless of index type)

* Data Modifications [can] lead to Fragmentation

®* INSERT
®* Yes — Key value is not ever increasing/decreasing
* NO - Key is ever increasing/decreasing

* UPDATE

®* Yes — Updates... to variable width columns — where the values are
getting wider and resulting row length no longer fits on page

®* NO - Columns are fixed width, columns have “place holder” values
(i.e. DEFAULT constraints) to minimize row expansion on update OR
no updates after insert

* DELETE
® Yes — Deletes are singleton deletes (swiss cheese problem)

®* NO - Deletes are RANGE deletes for archival purposes (where entire
pages are emptied)

Indexing Summary

® Indexing is the closest thing to a magic bullet

® But — you need to “find the right balance” and prioritize —
know your data!

®* Proper maintenance policies/procedures are what’s
going to keep you in check

® Good design practices will give you better performance
AND more access to features!

* And - if you're working hard on your database structures
then you can take your performance even further with
disk and log improvements!

® Testing, Testing, Testing

*See Advanced Indexing Strategies in SQL408 & SQL409 on Tuesday afternoon
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Optimal Database Structures

Anatomy of Data Modifications
® Optimizing Data/Log Files
* Logging and Recovery

Transactions and Isolation

Database Structure

Up to 32,767 Databases per Instance

Primary (MAIN) Data File | pData File LDF = Log Data File

Log File
NDF =| *.mdf (1) *]df (1-n) |Should be only 1 log file
Non-Primary Data File | *.ndf (0-n)
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The Anatomy of a Data Modification

1. User sends UPDATE
® Update is highly selective (only 5 rows)
® Indexes exist to aid in finding these rows efficiently

®* The update is a SINGLE statement batch NOT enclosed in
BEGIN TRAN...COMMIT TRAN block therefore this is
IMPLICIT transaction

The Anatomy of a Data Modification

2. Server receives the request and locates the data in
cache OR reads the data from disk into cache
® Since this is highly selective only the necessary pages are

read into cache (maybe a few extra but that's not important
here)

® |et's use an example where the 5 rows being modified are
located on 3 different data pages
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What it looks like:
Data

ooooao Data

/

Log

UPDATE...

Server...

Cache

The Anatomy of a Data Modification

3. SQL Server proceeds to lock the necessary data

® |ocks are necessary to give us a consistent point FOR ALL
rows from which to start

* |f any other transaction(s) have ANY of these rows locked we
will wait until ALL locks have been acquired before we can
proceed.

® In the case of this update (because it's highly selective and
because indexes exist to make this possible) SQL Server will
use row level locking.
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What it looks like:

Locks

crt—>[L T T Justatetock
/ Row
o !

]
. > [T T T ] uposte Lo

Row

TEET—>[1 [ T ]usdaetock

h L7 Row
~~—_ Page
\ T T H——> D:l:l:l Update Lock
Cache T Row
ST [T T wpeae ok
Page Row

The Anatomy of a Data Modification

4. SQL Server can now begin to make the modifications —
for EVERY row the process will include:

® Change to a stricter lock (eXclusive lock)

* An update lock helps to allow better concurrency by being
compatible with other shared locks (readers). Readers can read
the pre-modified data as it is transactionally consistent

* The eXclusive lock is required to make the change because
once modified no other reads should be able to see this un-
committed change

®* Make the modification (in cache)

* Log the modification to the transaction log pages (also in
cache)

45



Microsoft Tech-Ed Developers 2006

PREOOS5

What it looks like:

Modifications

| __— I-- Exclusive Lock

/ Row
> l-- Exclusive Lock

Row

T[] [ x| ] Exclusive Lock

Row

\ M T H—oup I-- Exclusive Lock

Cache im e Row

_V\ l-- Exclusive Lock

Page Row

The Anatomy of a Data Modification

5. Finally, the transaction is complete — this is the MOST
critical step (when @@trancount = 0)
* All rows have been modified

® There are no other statements in this transaction — i.e. Implicit
transaction

* Steps are:
* Write all log pages to transaction log ON DISK
® Release the locks
® Send a message to the user:
° (5 Rows Affected)
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What it looks like:
Write-Ahead Logging

Y
P Me—
tooo Data
| N~~~ L1
S— ]
oo /
5 Rows Affected Server... —
Log
~~~~~ Cache
~~~~~ Sequential writes
~~~~~ Change
Afterthelog | ~~~m Change
entries are made | ~een Change
and the locks are ~~ Change
released...

So now what?

® The transaction log ON DISK —is up to date
® The data in CACHE — is up to date
® But when does the data get written from cache to disk?

Checkpoint
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Checkpoint

It’s important to realize that a checkpoint does NOT just
write committed pages...

Instead a checkpoint writes ALL pages which have
changed since they were brought into cache — regardless
of the state of the transaction which changed them!

* Why?
® To reduce roll-forward recovery time during restart recovery
® To batch I/Os to disk and reduce disk thrashing for data writes

O Hidden Slide
w/extra details

Transaction Recovery and Checkpoints

Transactions... Action Required

if restart recovery
/> p None |
| CQroo >t Roll forward |
| /o (3) ~> Rollback |
’ ¢>L Roll forward ‘
|

(57— > Rollback |

|
Checkpoint System Failure

Time >

0 Hidden Slide
w/extra details
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Restart Recovery

* Automatically on system restart

® SQL Server 2000

1. Redo
2. Undo
3. Users allowed access to database

® SQL Server 2005 (Enterprise Edition Only)

1. Redo
2. Users allowed access to database
3. Undo

® Faster access to database — including faster failover on Cluster

®* Records are protected (i.e. Locked)

O Hidden Slide
w/extra details

Key Points

® Data Portion mostly random reads — except at
checkpoint

® Log Portion mostly sequential writes

® Separate physical disks minimizes contention at the
drive level — first choice in tuning

® Log is critical in recovery

® Protect the log

® Minimize impact to log

® Be aware of environmental changes
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Optimizing Data Files

® Defrag the physical disks

¢ Effective RAID array configuration

* Pre-allocate to a reasonable initial size
® Don't let auto-growth get out of control
® Consider allowing Instant Initialization

* While a lot of these will help for the log (and I'll explain
why in a moment) there are more important things to be
aware of IN the data portion — tables and indexes

® Extent Scan Fragmentation (interleaved objects)
® Index Fragmentation

Optimizing Log Files

* |solate the Transaction Log (only one!)

* Defrag the physical disks

* Effective RAID array configuration

* Pre-allocate to a reasonable initial size

® Don't let auto-growth get out of control

® Check and fix your internal fragmentation

® Don't be caught up in nothing but speed!

® See Kim’s blog entry: 8 Steps to Better Transaction Log

Throughput, June 25, 2005
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How the Transaction Log Works

Virtual Log File 1 Virtual Log File 2  Virtual Log File 3 Virtual Log File 4 Virtual Log File 5

Inactive Virtual Inactive Virtual Inactive Virtual Active Virtual Inactive/Unused
Log File Log File Log File Log File Log File
_ Start| inLsn End_
Logical Log| (first open Logical Log

tran)

® On commit, activity is written to the log — active and
likely sequential

® Activity moves through log sequentially, fills and then
goes to a second file or autogrows
® Excessive autogrowth causes:
¢ Slight pause on autogrow
* Windows call to extend a file (may cause file fragmentation)
® Adds “VLFs” to the file on each autogrowth

O Hidden Slide
w/extra details

The Effects of Logging

® Log is written AHEAD of the data portion

® Logis the ONLY place where transactional consistency
is known (i.e. guaranteed)

® Once a checkpoint occurs SQL Server doesn’t need the
information in the log — for committed (or inactive)
transactions (the log could even be cleared however...)

® Without the transaction log a database cannot function
(i.e. marked suspect)

* Need to make sure this is redundant AND optimal...

® What can effect the logging — and therefore
performance?
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Minimize impact of logging

® Cannot clear the log unless the transactional information
is inactive — if a transaction is pending then it stays in the
log until it's completed...

® Restart recovery will take longer if there were a lot of
long running transactions pending at the time of failure
* Always try to avoid:
® Long running transactions
® Transactions which span more than one batch
® Transactions that require user interaction

® Nested Transactions (complex and usually longer running)

Consider changing recovery model

What can impact your ability to recover?

® Full Recovery Model = Everything is Fully Logged
® All operations allowed and FULLY logged

® Operations like creating or rebuilding an INDEX takes as large a
log as the size of the operation

* Bulk_Logged Recovery Model = Minimal Logging for
SOME Operations (NOT non-logged)

® Operations whose performance is affected, see BOL Topic =
Minimally Logged Operations

® ALL other operations (i.e. updates, inserts, etc. take the same
log space and time as the FULL recovery model

® Simple Recovery Model = Log Truncation on Checkpoint
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Switching Recovery Models

[2]
ALTER DATABASE <name>

LOG BACKUP
LL

FU

SET RECOVERY BULK_LOGGED —
[4]

ATCH OPERATION LOG BACKUP T
BULK_LOGGED v FULL

Advantages:

® Up-to-the-minute
recovery

® Point-in-time
recovery

® Access to “tail” of
the log

Advantages: ALTER DATABASE <name>
SET RECOVERY FULL

* Minimal logging

® Faster Bulk Operation

Disadvantages:
®* No STOPAT
® Data loss possible if media failure...

* |f database becomes suspect, cannot
back up tail of log.

What About Locking?

ACID Transaction Design Requirements

® Atomicity Consistency lIsolation Durability

Isolation Levels

* |evel 0 — Read Uncommitted

® Level 1 — Read Committed

® |Level 2 — Repeatable Reads

® Level 3 — Serializable

Level 1, Read

Default Isolation Level in BOTH 2000/2005 is ANSI/ISO

Committed

In implementation this default level uses locking
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Isolation Level 0 — Read Uncommitted
Phenomenon: Dirty reads

* A read transaction can read another transaction’s
uncommitted (or in-flight) changes — resulting in “dirty
reads”

* DML statements always use exclusive locking

® In Implementation: row locks are not used (SCH_S locks
are used) for the dirty read transaction and locks against

data being accessed are not honored

® Resulting Phenomenon: statements execute with the
possibility of inaccurate data since the “in-flight” data
read may continue to change or even be invalidated
(rolled back)

Isolation Level 1 — Read Committed
Phenomenon: Inconsistent Analysis

®* The default behavior in ALL releases

* In-flight transaction’s data cannot be read by a read
committed transaction — only committed changes are
visible

* DML statements always use exclusive locking

* In Implementation: locks are released (for readers — not

modifiers) as resources are read, a row may be read
more than once in some scenarios

® Resulting Phenomenon: Reads are not repeatable

through the life of a transaction — as a result a row may

not be read consistently during the life of a transaction
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|solation Level 2 — Repeatable Read
Phenomenon: Phantoms

* In-flight transaction’s data cannot be read and data
modified is accessible only to the repeatable read
transaction

® Data read, but not modified is accessible to other
transactions for reads, but not DML

* In Implementation: locks are held for the life of a
transaction, rows which are read are locked and can be
repeatably read during the life of a transaction

® Resulting Phenomenon: rows which were not present at
the beginning of the transaction can appear — in the
result

Isolation Level 3 — Serializable
Phenomenon: None

* In-flight transaction’s data cannot be read and data
modified is accessible only to the serializable transaction

® Data read, but not modified is accessible to other
transactions for reads, but not DML

* In Implementation: locks are held for the life of a
transaction and held at higher levels within indexes to
prevent rows from entering the “set”

* Implementation side effect: to prevent rows from
entering the “set” of data, the “set” of data needs to be
locked. If appropriate indexes do not exist then higher
levels of locking might be necessary — i.e., table-level
locking.
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Isolation in Implementation

® All versions of SQL Server — including SQL Server 2005 —
use a locking-based implementation by default

® In the default environment and to reduce the possibility of
various anomalies, transactional duration and possibly
higher levels of locking are necessary — resulting in
blocking

® There are benefits of locking, if true “isolation” is desired

Locking Prevents Conflicts
At the expense of blocking

® No other transactions can invalidate the data set through
modifications

® |s this always what you want or need?

® Queuing applications typically want locks, if someone is
modifying that row — we want to go to another not see last
transactional state

* Very volatile prices — don’t want to give them the last price if it's
currently being updated, so wait... (but the update’s fast)

® What about long running transactions or cases where you
don’t need absolute current...
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Tips to Minimize Blocking

* Write efficient transactions — keep them short and in one
batch

* Do not allow interaction in the midst of the batch

® Use indexes to help SQL Server find — and lock — only
the necessary data

® Consider estimates for long running queries and/or
migrating data to a secondary analysis server

® Problems with locking becoming blocking are likely when
long running (and conflicting) transactions execute

SQL Server 2005 Isolation Options

* Default — Uses Locking, no options set
* Read Committed with Statement-level Snapshot
* DB Option: READ_COMMITTED_SNAPSHOT enabled

® Uses locking for writes, versioning for reads for statement-level
consistency

® Transaction-level Snapshot Isolation
* DB Option: ALLOW_SNAPSHOT_ISOLATION enabled

® Uses default locking for everything, ALLOWS snapshot for
transactions when requested by changing session isolation setting:
SET TRANSACTION ISOLATION LEVEL SNAPSHOT

* If requested, transaction-level consistency through row versioning
* Both Options Configured
® Statement-level consistency through versioning automatically

® Transaction-level consistency where requested
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Read Committed Snapshot Isolation
Database Changed to READ _COMMITTED _SNAPSHOT

No phenomena are possible in the bounds of a single

statement

In volatile databases, a multi-statement transaction may

yield different results for different statements which

access the same data

Each statement is consistent but only for the execution
of that statement, not for the life of the transaction (if the

transaction has multiple statements)

Each time data is read by a new statement the latest
version is used

Snapshot Isolation
Database Changed to ALLOW_SNAPSHOT _ISOLATION

Setting ALLOWS users to ask for Snapshot Isolation —
NOT on by default

ALL phenomena and ALL default locking behavior is
EXACTLY the same unless you explicitly ask for
Snapshot Isolation

Once requests, no phenomena are possible in the
bounds of a transaction running under snapshot isolation

In volatile databases, a multi-statement transaction will
always see the transactionally accurate version which
existed when the transaction started

Versions must stick around longer, multi-statement
transactions may have conflicts
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Isolation Levels: In Summary

* READ UNCOMMITTED (Level 0)

* “Dirty Reads” — An option ONLY for readers

* Any data (even that which is in-flight/locked) can be viewed
* READ COMMITTED (Level 1 — Default)

® Only committed changes are visible

* Data in an intermediate state cannot be accessed
®* Read Committed w/statement-level Snapshot

* Statement-level read consistency

®* New non-blocking, non-locking (ex. SCH_S),
version-based Level 1

O Hidden Slide
w/extra details

Isolation Levels: In Summary (cont’d)

* REPEATABLE READS (Level 2)

* All reads are consistent for the life of a transaction

® Shared locks are NOT released after the data is processed —
does not allow writers (does allow other readers)

® Does not protect entire set (phantoms may occur)
* SERIALIZEABLE (Level 3)
* All reads are consistent for the life of a transaction
® Avoids phantoms — no new records
® Snapshot Isolation — 2005
® Transaction-Level consistency using snapshot
* New non-blocking, non-locking, version-based transactions

O Hidden Slide
w/extra details
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Controlling Isolation Levels
Table-level changes

From Clause, per table (no spaces)

Level 0 —- READUNCOMMITTED, NOLOCK
Level 1 —- READCOMMITTED (locking)
Level 1 — READCOMMITTED (versioning)

® Only in 2005 and only if the database option to
READ_COMMITTED_SNAPSHOT is on

® Can be overridden with READCOMMITTEDLOCK
Level 2 - REPEATABLEREAD
Level 3 — SERIALIZABLE, HOLDLOCK

FROM dbo.titles WITH(READUNCOMMITTED)
JOIN dbo.publishers WITH(SERIALIZABLE)

Hidden Slide
w/extra details

Controlling Isolation Levels

Session-level changes (cont’'d)

Session level settings impact entire session but can be
overridden with table-level settings

Level 0 —- READ UNCOMMITTED
Level 1 - READ COMMITTED
Level 2 — REPEATABLE READ
Level 3 — SERIALIZABLE

SET TRANSACTION ISOLATION LEVEL opt

READ UNCOMMITTED
READ COMMITTED
REPEATABLE READ
SERIALIZABLE

SNAPSHOT

O Hidden Slide
w/extra details
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Allowing Read Committed using
Statement-level Snapshot

* Database option

ALTER DATABASE <database name>
SET READ_COMMITTED_SNAPSHOT ON
WITH ROLLBACK AFTER 5

* No other changes necessary...

® No changes to your queries or your applications — they automatically

return with statement-level consistency
(NOTE: You may need to modify your applications if you depend on locking — re:
queues, readers to wait for change)

® Changes to blocking...

® However, if this is NOT your performance problem (meaning
concurrency isn't your bottleneck) then you may hinder performance
not improve

® Expect this change in behavior at a cost

O Hidden Slide
w/extra details

Allowing Snapshot Isolation

® Database option

ALTER DATABASE <database name>
SET ALLOW_SNAPSHOT_I1SOLATION ON

® Session setting
SET TRANSACTION ISOLATION LEVEL SNAPSHOT
® Changes to applications:

* Request snapshot isolation
® Test for conflict detection

® Expect this change in behavior at a higher cost

0 Hidden Slide
w/extra details
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Potential Issues

® Costin row overhead — when enabled,
14 bytes added to row
* |f snapshot, do you depend on locking?

® OK, most of you will say no but what about
status queues...

* Tip: Use READCOMMITTEDLOCK hint
® If Snapshot Isolation, could you have conflicts?

® Be sure to have proper conflict detection and error handling,
see Kim’s Snapshot Isolation whitepaper for details and
examples

O Hidden Slide
w/extra details

Management/Monitoring

® Version Store in TempDB
® Versions removed when no longer needed

®* Read committed using statement-level snapshot won't
hold versions as long — in theory because only statement-
level

® Snapshot isolation may have more impact on TempDB as
versions held for life of transaction

® Lots of long running transactions may stress TempDB
® See Kim’s Snapshot Isolation whitepaper for monitoring
with DMVs (Dynamic Management Views)

O Hidden Slide
w/extra details
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Developing on SQL Server 2005

®* Choices, Choices and More Choices

® Secure Development

® Lots of Hidden slides here—Best Practices touched upon!

® Performance and Scalability

Development Dilemma

Computation
& Framework
access

Semi-structured
data access

Relational
data access
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SQL Server 2005 Toolkit

Relational Data

Service | | Transact CLR
Broker SQL Programs & Types

SQL Server 2005 Toolkit

Semi-Structured
Data

XML
type X/Query Schema

XML Indexes
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SQL Server 2005 Toolkit

Unstructured
Data

Microsoft Office Integrated with
Search || Documents| database backup

CLR Integration Design Goal

® Bring framework programming model into the database

® Allow business logic to easily migrate to the most
appropriate tier

®* Enable safe database extensions

® Result: stored procedures, triggers, data types defined
in managed code

PREOOS5
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CLR Integration

SQL Engine

CLR *

Hosting
Layer

SQL 0S

Windows

CLR Deeply Integrated
Hfosting layer provides coordination
of:

® Threads

* Memory

® Garbage Collection
Allows System Extension

® Scalar Functions

* Table Value Functions

®* Types

* Aggregates

* Procedures

® Data Access

SQL CLR Functionality

VB, CH#, ...

A

VS .NET
Project

Define Location.Distance()

‘ CLR hosted by
SQL (in-proc)

% SQL Server 2005

SQL Data Definition:
t:;> create assembly ..

create function ..
create procedure ..

create trigger ..
' create type ..

SQL Queries:

SELECT name FROM Supplier
WHERE Location::Distance ( @point ) < 3
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VS Integration

® Visual Studio 2005 supports a new SQL Server 2005
Project type

® Easy to develop, debug and deploy .NET code
for the database

* Integrated debugging experience across mid-tier and
database tier

® Seamlessly step cross-language—TSQL and managed code

® Set breakpoints anywhere, inspect anything

® Increased Productivity

Good Scenario for CLR Usage

* Data validation & network traffic reduction

® Writing general purpose functions:
® Data passed as arguments
® Little/no additional data access
® Complex computation applied on a row by row basis to the data
® Scalar types & custom aggregations
® Leveraging the power of the .NET Framework
® Access to a rich set of pre-built functionality
* Replacing Extended Stored Procedures (XP)
® The CLR is safer:
® No access violations making SQL Server crash
® No leaks making SQL Server slow down & crash

® Better performance & scalability (managed memory model)
® No security issues...
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Bad Scenario for CLR Usage Q

®* Heavy data access — Transact-SQL set based access
will be faster

® Don't write SELECT statements as CLR procedures!
®* Complex types

® 8K size limitation
® All data is read/re-written when updated

® Pre-Aggregation for Reports
®* CLR Aggregates cannot be used in Indexed Views

® Your application must support previous versions of SQL
Server

® Technology for technology’s sake...

XML And Your database

® Provides for more efficient storage and access to semi-
structured data

® Provides for better integration in Service Orientated
Architectures

®* Provides malleable data that can be consumed and
transformed by clients and other services

* Complements, but does not replace a good relational
schema

PREOOS5
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XML Development

* Native XML datatype

® Optimized on-disk
structure (not “just a blob”)

* XML Indexes
* Entities & Attributes

®* XQuery
* Integrated with core relational
operators

® Schema Support
® Strongly typed XML
® CLR/XML Integration
¢ XMLTextReader
® Accessto XSLT
® Full Text Search
®* And more ...

XML Indexes

® Primary Index:

® Requires a clustered primary key on the base table

® B-Tree of element and attribute names, node values, and node
types, retains document order and structure, as well as the
path from the root of the XML instance to each node for
efficient evaluation of path expressions

® Secondary Indexes off of the primary XML index
® PATH = columns (path, value)

® PROPERTY =» columns (PK, path, value)
®* VALUE = columns (value, path)
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Scenario for XML Development

ﬁ Good Scenarios:

Data is semi-structured,
small core of fixed data with
many, sparsely populated
extended attributes

® Multi-value Property bags
® Complex Property bags
* “WordXML”

Documents are large but
rarely updated
- Indexing will pay off

Data is hierarchical
- regular expressions are
well suited for finding data

Bad Scenarios:

“Database in a Cell”

Documents are large and
updated frequently

Document update
contention is likely

Data is fully structured &
populated > candidate for
conversion to relational
schema

Data contains large binary
objects (2GB limitation)

Transact-SQL Enhancements

* ROW_NUMBER
* RANK, DENSE_RANK

* Common Table Expressions

* PIVOT/UNPIVOT
®* CROSS APPLY and OUTER APPLY

® Error handling — TRY/CATCH
® DDL Triggers (synchronous)
® Event Notifications (asynchronous)

®* Parameterized TOP
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Whose Fault was SQL Injection?

® OK. We got your attention. It was not you anyway, of
course.

® Security for a database developer was a very rude
wake-up call.

* We feel your pain.
® We can help you — in this session!

Defense in Depth

® Using a layered approach:
® Increases an attacker’s risk of detection
®* Reduces an attacker’s probability of success

s N

I Data I Permissions, encryption

Application Application hardening, authorization
Host OS hardening, SQL Server patching
[ Internal Network ] SSL, IPSec, No problems
’ Perimeter ] Firewalls, packet filters
\ el Secury SN, amper-evident iabels
Policies, Procedures, & ’ _ _ _
\ Awareness 7— DBA edu_catlon against social
engineering
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Application Protection
® Protection against attacks against the application

® Techniques and practices used by the database code
(modules, stored procedures) to avoid being exploited by
callers

® Permissions and ACLs on the data are also part of application
protection from the perspective of the calling application

Secure Development

® How things used to work?
® User-schema separation
® Granular permissions

e EXECUTE AS

® SQL Injection (Classic)

® SQL Injection (Future)

0 Hidden Slide
w/extra details
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Security through Encapsulation

® Granting access to a process or a method without direct

access to base objects

* How?

® Grant access to the stored procedures, views and/or functions
without granting access to the base object

* Requires

®* The objects in the dependency chain cannot be broken (object

ownership chaining)

®* The user has to have direct base object access (which is what

you're trying to avoid)

O Hidden Slide
w/extra details

Do NOT Give Base Object Access

The SQL Server 2000 Way

has NO di :tpe\ﬁgﬁjssions
may even be DENIED. permissions to Sales

dbo.Sales I<— dbo.DeleteASales I

e

Granted execute access
to procedure

Only works when the object
dependency chain is NOT broken

Only works when the commands
inside of the stored procedure are
not built/executed dynamically

0 Hidden Slide
w/extra details
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User-Schema Separation
* Database can contain //DEEG\
multiple schemas \—//

® Each schema has an owning Approlel
principal — user or role
has-default

® Each user has a default schema |owns Owns
. . schema‘Z 5
for name resolution Owns
* Database objects live Schemal Schemaz
in schemas
A4
® Obiject creation inside schema Schema3

requires CREATE permission
and ALTER or CONTROL @

permission Tabl
on the schema
® Ownership chaining still based

on owners not schemas

o Hidden Slide
w/extra details

Default Schema

® Used for name resolution purposes

®* Common name resolution across multiple users
®* No need to rely on DBO schema

® Using DBO schema may result in security issues

® Object Creation requires higher privileges
* Mitigates concerns resulting from ownership chaining
® |Instead create “buckets” of objects through “schemas”

where schemas have owners and developers have default
schemas and/or control on needed schemas

Hidden Slide
w/extra details
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Do NOT Give Base Object Access
The SQL Server 2005 Way

Create a schema — for example one which contains
procedures (and possibly even base tables) and then
GRANT EXECUTE at the schema level

Add objects to appropriate schema

Grant access to the schema or the individual objects — if
chaining is required, it is still based on the owner... the
owner of the schema

o Hidden Slide
w/extra details

What if Dynamic String Execution

By default — and for better security — if the stored
procedure has a statement which is built dynamically
(using EXEC('string’) or EXEC(@Vvariable)) then the
context under which the dynamically constructed string
executes is ALWAYS the caller

Which is what helps to prevent some forms of SQL
Injection

This is really a good thing BUT...

Can be limiting
* Enter: EXECUTE AS

0 Hidden Slide
w/extra details
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Module Execution Context

® Execute AS CALLER
* Default behavior, same as SQL Server 2000

® Use when caller’s permission needs to be checked — or when ownership
chaining will suffice

* Execute AS 'UserName'
® Statements execute as the username specified
® Impersonate permission required on user specified

®* Execute AS OWNER
® Statements execute as the current owner of the module
® Impersonate privileges on owner required, at setting time
®* On ownership change, context is new owner

®* Execute AS SELF

® Statements execute as the person specifying the execute as clause for the
module — even if the ownership changes

® May be useful in application scenarios where calling context may change

Hidden Slide
w/extra details

EXECUTE AS...

® Solves problems

* Allows permissions to be granted where never possible (e.g.

granting truncate table)

®* Wrap ANYTHING inside a stored procedure and set the
context to run as someone who has permissions — even
dynamic string execution — then give execute permission

® Creates potential for further SQL Injection

®* What if you're code is not well tested and uses dynamically
executed strings

Hidden Slide
w/extra details
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SQL Injection

® SQL statement(s) or clause(s) injected into an existing
SQL command
* Injected string appended to application input
® Text boxes
® Query strings
* Manipulated values in HTML
®* Why SQL injection works?
® Application accepts arbitrary user input
® Connection made in context of higher privileged account

o Hidden Slide
w/extra details

SQL Injection Mitigation

® Do not trust the user’s input!
® Look for valid input and reject everything else
* Protect identifiers with QUOTENAME()
® Regular expressions are your friend!

® Do not use string concatenation

® Use parameterized queries to build queries

Restrict information in error messages

Use a low-privileged account

® DO NOT use sa or sysadmin role member

0 Hidden Slide
w/extra details

77



Microsoft Tech-Ed Developers 2006

Data Protection

® Use of cryptography to protect the data layer from theft or
manipulation

® Particularly important if offline data is in transit
® |mportant for regulatory reasons
® Prevent admin from access
® Sarbanes Oxley
® Manipulation (integrity) protection uses digital signatures
* Not implemented for data in SQL Server 2005
® Can overcome this with judicious use of encryption alone
* Implemented for code signing

O v detas
Check Your OS
* Verify what algorithms and
key lengths are supported XP SP2 WS2003
by your OS, as this depends
on your CSP (Cryptographic|pgs 56 (64) 56 (64)
Services Provider)
sys.symmetric_keys 3DES 128 128
® For example, we found the [agsi2s . 128
following during testing —
this may change in the AES192 - 192
future
® At present, there is no way AES256 i 256
to change the CSP... RC2 128 128
RC4 40 40

0 Hidden Slide
w/extra details
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Before You Begin

® Your DBA must ensure that the server has a Service
Master Key (SMK) that agrees with your disaster recovery
strategy and a Database Master Key (DMK) has been
created for each database that will use encryption

* There are serious implications on security (use strong password
for SQL service account) and for disaster recovery

® ALTER SERVICE MASTER KEY can be used to change recovery
options

* CREATE MASTER KEY ENCRYPTION BY PASSWORD =
® Use a strong password, write it down, keep it safe

o Hidden Slide
w/extra details

Key Generation

® The key should be impossible to guess. Preferably
random.
® CREATE SYMMETRIC... will generate a fairly random key for
you — good!

® You can base the key on data supplied by you, use
KEY_SOURCE* clause — good for generating identical keys
from a high-quality password

®* Note: KEY_SOURCE may be renamed to DERIVED_FROM in
the released version

Hidden Slide
w/extra details
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Passwords

®* Make sure passwords used to protect or create keys are very strong

® In our opinion, it is better to create a very long and complex password
that you will have to write down and store in a well-protected safe in
your company

® You can divide it into two halves and store in separate envelopes in
different safes

* E.g. *87(HyFdIKRM?_764#{ (**%GRLj*(NSE”_+ $(

® No dictionary words, more than 20 characters, many non-printing
characters

® Challenge: usability!
® Consider also:

* Not keeping passwords as text in your code, but store and retrieve
them through DPAPI and a .NET component

® Using good quality password generators

Hidden Slide
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Key Protection

® SQL Server 2005 insists that the key you create is further encrypted
for its protection

® Yes, that's double-encryption, but that is not double-security. Actually, it
reduces security a little in some cases

* CREATE SYMMETRIC...ENCRYPT BY

* PASSWORD

® Your (v. good) password generates a key to 3DES encrypt the key you
are protecting

® Note, 3DES is less secure than AES, so this
* CERTIFICATE
® Your key is encrypted using the public key of a certificate
® This, in essence, is hybrid encryption
® |f private key is kept secure (and offline), this is a very good way to protect
a symmetric key
® Or another SYMMETRIC or ASYMMETRIC key — less useful but

interesting Hidden Slide
w/extra details
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Encryption

1. Create or retrieve the key

2. Open the key — this means decrypt it with its (secondary)
password or certificate or other key

3. Use function ENCRYPTBYKEY inside DML

o Hidden Slide
w/extra details

Decryption

1. Create or retrieve the key

N

. Open the key

3. Use function DECRYPTBYKEY inside SELECT and all
other DML

0 Hidden Slide
w/extra details
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Performance Issues

® As you know, security is expensive

® Asymmetric encryption alone is not viable for large
amounts of data

® Symmetric cryptography can be both strong and fast: AES

* Hybrid encryption is fast enough and solves the problem
of symmetric key distribution logistics

* Don't encrypt everything, this rarely makes sense and
would be very costly — and does not allow indexing (re:
salting the data)

* But, our (suspect) performance tests showed that all
algorithms were as fast as each other. This is not what we
expected, and either signifies other overheads which
cancel out the differences...

o Hidden Slide
w/extra details

Secure Connections

® SQL Server 2005 can use SSL to encrypt the channel
between clients and the server

® Encryption is “auto-on” for initial authentication

® Must be turned on (ForceEncryption=Yes) to ensure
secure communication

® Security must be weighed against performance

0 Hidden Slide
w/extra details
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Top 10 Best Practices in Security

. Risk assessment and threat analysis
Trap “developer quality” error messages
Avoid using dynamic string execution
Think encryption for sensitive data

Do not create objects in DBO schema
Hide underlying application schema
Use Roles for managing permissions
Account for catalog security

. Avoid encryption as it precludes indexing and
performance

©CONOOGTRA~WNE

10.Know your CSP. Check allowed key lengths if needed.

Chose carefully!

Caching

®* The Zen of Caching
® Caching at the Middle Tier
® Caching on the Client
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Caching Zen

® Moving information to a location where it can be
accessed very quickly

® From main memory to high-speed memory on the processor
® From the hard drive to main memory
® From main memory on one machine to another machine

® Caching is framework for managing state

® State being data + status

Caching Zen: Why?

® Performance
® Store the data as close as possible to consumer
® Scalability

®* Common data is often processed the same way for multiple
users

® Process it once and store the results
* Availability

®* Provide access to data even when the primary data store or
service is unavailable
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Caching Zen: When?

® On-demand: Cache the data after it has been requested
and formatted

® A priori: Preload the cache with both raw and formatted
data

® Combine the two

Caching Zen: Where?

® Generally as close to the data consumer as possible—
wherever accessing the cache can help with

® Performance
¢ Scalability
* Availability
® Actual cache storage can be
®* Memory resident—often on servers
® Disk resident—often on client
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Caching Zen: Issues

® Staleness
® Coherency

® Security

Staleness

® Data that is cached becomes obsolete

® Staleness is the difference between the master data’s
current value and the current version that is cached

® Staleness is relative to how often the master copy of the
data changes and how tolerant an application is to stale

data
£

| -

S
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Coherency

® Large systems often have multiple caches

* Often seen with web server farms

® Caches need to kept in sync otherwise clients can get
inconsistent results

Security

® Data stored in cache needs to protected

* Application logic can enforce access rules to in-memory
cache on servers

* Client-side cache might require both in-memory and disk

level protection
* Spyware @
® Unsafe networks ) /

®* Users . \\'\_
7
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Staleness Solution

® Cache expiration settings based upon the application’s
tolerance to stale data

® Can be time driven where cache is reloaded based upon
an expiration setting

® Can be data driven where cache is updated when master
data is updated

Coherency Solution

* Depending upon the number of distinct cache stores,
updates can occur
® At the same time
® Works when cache is small and speed of update is quick
® At defined intervals
® Works when cache is large and cache is load-balanced
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Security Solution

® Store cache data encrypted

®* Ensure communications between cache and data source
are secure

Cache Sync

* New feature of SQL Server 2005

® Cache source creates data based subscription that server
will monitor

* When data changes, server notifies subscriber of change
and reason
® Uses new Service Broker infrastructure
® Exposed in SQLClient 2.0 and ASP.NET 2.0

* High-level and low-level implementations available
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State Transformation Pipeline

® State can be presented in many formats

* Raw data object to business object to presentation object

® Caching possible at any and all points in the pipeline

= ) =)

Caching at the Middle Tier

® Prefer existing host processes and services
® COM+ components and object pooling
* IS with ASP.NET

® Use custom services as needed

* Windows Services with custom endpoint and cache engines
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Caching at the Client Tier

® Local services

® SQL Server Express

® Custom Windows Services
® In-memory

® SQL Everywhere

® System.Web.Caching

* DataSets

® Custom objects

Tuning, Monitoring, and Diagnosing System Problems

® SQL Server Profiler
® System Monitor
® Database Tuning Advisor
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Monitoring: A Unified Approach

Supports multiple logs

® SQL Server Database
Engine Information

® SQL Server Agent
Information

*  Windows Event Viewer
Application Log

® Database Mail Logs
Across all logs, allows:

® Searching

® Filtering

* Exporting
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Accessing “System” Information

Client Applications

Backward Compatibility Views
INFORMATION_SCHEMA Views

Catalog Views

Built-in Functions

Metadata Security Layer
VIEW DEFINITION Permissions

SQL Server Catalog — Persisted State
“System Base Tables”

Other

SQL Server

metadata
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Backward Compatibility Views

® Used to access many frequently used columns from SQL
Server 2000 system tables (e.g. sysobjects table is now
sys.objects view)

® Many limits removed (can have more than 32767 users).
Columns that expect a smallint may cause overflow, or
return O/NULL

® Some columns/values no longer used (e.g.
sysindexes.FirstlAM and sysindexes.RowModCtr)

® Should move to catalog views and functions for
replacement (be aware that it's NOT just simple search
and replace for sysobjects = sys.objects)

® sysobjects.id = sys.objects.object id
* sysindexes.indid = sys.indexes.index_id

Accessing System Information
Using the new “sys” schema

®* The schema that contains all the engine’s system objects
®* The catalog views and compatibility views
® System stored procedures, functions, etc...

®* The sys schema appears in every database

* Metadata describing user objects is materialized through
catalog views in the resource database

* Metadata describing the system objects themselves is
materialized through other catalog views in the sys
schema

SELECT * FROM sys.system objects

® Similar concept to INFORMATION_SCHEMA; however,
sys is not an ANSI/ISO standard

93



Microsoft Tech-Ed Developers 2006

PREOOS5

Dynamic Management Views
® Views built on top of internal structures

® |deal for tracking performance

Qrver Level
s

Mponent Level
N

dm_exec_*

Execution of user code and associated
connections

dm_os_*

Memory, locking & scheduling
dm_tran_*

Transactions & isolation
dm_io_*

1/0 on network and disks
dm_db_*

Databases and database objects

dm_repl_*

Replication
dm_broker_*

SQL Service Broker
dm_fts_*

Full Text Search
dm_qgn_*

Query Notifications
dm_clr_*

Common Language Runtime

DM __ Object Interface

SQL Server Relational Engine

—_ T
e —

User DB

SPs, Views,
Tables, etc. ‘\-.,,H_
k—//

Resource DB
(visible as “sys”

o
o

™

e Monitoring

T
P S or

¥ Diagnostic

DMVs
and
DMFs

~  Application

!
schema) “““““
Y
o

=
Z

Some existed,

yet not Operational
exposed Memory
Structures

New and exposed in

Aggregate L.+ SQL Server 2005
Statistical

Data
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Finding DM Obijects

Three object types:

* View

® Inline Table-valued Function

® Multi-statement Table-valued Function

SELECT so.*

FROM sys.system objects AS so
WHERE so.[name] LIKE N"dm[_]%"
ORDER BY so.type

0 Hidden Slide
w/extra details

Using DM Objects

* What type of object is it?
SELECT dbo.DMObjectType(N*"dm_obj name*®)

¢ [fit's a function — what are the input parameters, their order and

type?
SELECT *

FROM dbo.DMFunctionParams(N"dm_obj name*®)
ORDER BY ParameterPosition

®* \What's the result set?

SELECT *
FROM dbo.DMObjectColumns(N*dm_obj_name*®)
ORDER BY ColumnPosition

O Hidden Slide

. tra detail;
To create these procedures use: “DMObjects.sql” w/extra details
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Using DM Objects
* Find out all of this with one simple sproc:
EXEC dbo.sp_GetDMObjectinfo N"dm_obj name®
& Microsoft SOL Server Management Studio
He Edt Mew Query Project Jook Wndow Communty Hep
Queouy Oy MEHDE SHS BEABEBS
% 18 | master = Y Eecne v ® D@ W2 AT 0O QD L
7 ROADRUNNERKT\..DMObjects.sql o B - %
3 Edior| 0 Resuls | [y Messages
: Dynamic Management Object Type A
-1 [[E1 Dynamic Management Function |
DMObjectName ParameterPosition ParameterName DataType MaxLe... object_
g |'dm_db_index_physical_stats 1 @patabaseId smallint 2 -333557
2 'dm_db_'index_phys‘ica'l_stats 12 @objectId int 4 -333557
3 dm_db_index_physical_stats 3 @IndexId int 4 -333557
4 dm_db_index_physical_stats 4 @prartitionNumber int 4 -333557
5 dm_db_index_physical_stats 5 @Mode nvarchar 40 -333557
< »
DMOb jecthName ColumnPosition ColumnHeader DataType MaxLen =~
1 dm_db_index_physical_stats 1 database_id smallint 2
7] 'dm_db_'index_phys‘ica'l_stats |12 object_id int 4
3 dm_db_index_physical_stats 3 index_id int 4
4 dm_db_index_physical_stats 4 partition_number int 4
5 dm_db_index_physical_stats § index_type_desc nvarchar 120
& dm_db_index_physical_stats & alloc_unit_type_desc nvarchar 120
- da sl dmdan mhisdas]) assse ] Cmddas damel dmiidme A
Hidden Slide
To create these procedures use: “DMObjects.sql” w/extra details

How DMVs Improve Access

* SQL Server 2000: DBCC SHOWCONTIG
® Not tabular by default
¢ Difficult to programmatically analyze

® Pre-create temp table, complete definition with data types

® Must use dynamic string execution to execute results into temp table

® SQL Server 2005:
sys.dm_db_index_physical_stats(params)
® Table-valued function returns tabular set
®* EASY to programmatically analyze

® Can use SELECT INTO to catch result set

* No dynamic string execution needed!

See Link in Resources to “Troubleshooting Performance
Problems” for whitepaper.
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SQL Server Profiler

* Analyze the SQL Server Database
Engine and Analysis Services

® Significantly easier to setup (Events,

Trace Properties

General =vents Selection | Events Extracton Settings

@ Select the server event dasses to race.

Data Columns and Filter dialogs Events |Testleta & | 200
i ™ Auto Stats I
Comblned) ™ Showplan Text (Unzncaced) [
* Special Events: Service Broker, I Showplen Test _
ope . . howplan Statistics Profilz
Notification Services, etc... howrelan UL =
. . ™ Showplan XML Staistics Profile [
® Special Event types: Showplan XML o S G Cor e -
and Deadlock Graph — can be saved — Showplsn Al
to files W Peformance statistics I
T Showplan All For Guery Compile
® Supports pause and modify a Seant
® Can Profile SQL Server 2000 and [ showall gvents I™ showa
2005 Showplan XML
{ Occurs when SQL Server executes a SQL Statement. Indude the
° Permissions to proflle are grantable eventdass stores each event as a well defined XML document.
r~Mo data column selected.
Trace Properties
General Events Selection ]Evems Extraction Settings I
g Select the server event dasses to trace.
Evernts |TaxtData X |App||cat\onName ' |NTUsarName L8 |Log|nName X ‘CPU WlRea:_A
™ Auto Stats | | r
[~ Showplan Text {Unencoded) i O | r 3
[~ Showplan Text O r
[~ Showplan Statistics Profile O r
Showplan XML v v v
I~ Showplan XML Statistics Profile O O r
I~ Showplan XML For Query Compile O O | r
I~ Showplan Al O r
¥ Performance statistics v
™ Showplan All For Query Compile I I r I
£ Seens >
1l >

Showplan ¥ML

event dass stores each event as a well defined XML document.

Mo data column selected.

[V Show all events ™ Show all columns Organize Columns...

Occurs when SQL Server executes a SQL Statement. Indude the Showplan XML event dass to identify the Showplan operators. The

Run Cancel Help

97



Microsoft Tech-Ed Developers 2006

PREOOS5

Performance Monitor Log

(@ Performance

@ File Action View Favorites \Window Help

s @m BB 2 0

° .
Define [3 consale Root Namea |_Comment
& E\‘?em MUHIET . & system Overview This sample log provi
® H =] errormance Logs an =]
ObJeCtS b Ccounter Logs

(complete groups) Bl e

* Counters

® Sample Interval
* File Location

® Start log (time)

® Stop log (time)

&

New Log Settings...
Mew Log Settings From...

Refresh
Export List. ..

View 3

-

Arrange Icons
Line up Icons

Help

| &)

Create a new performance counter log configuration

System Monitor Integration

Performance Counter Logs

® Create a Profiler Trace
® Create a Performance Monitor Log

® Open Trace (complete load), Use
File — Import Performance Data,
Select Objects/Counters...

® Works solely based on time — make
sure the two clients (if different) are
time correlated

® (Can select in either data set and
indicators correlate

*  Works with SQL Server 2000 and
SQL Server 2005

Edt View Reoby Tools Window Helb

SGLBaichStading CREATE INDEX Covesing 1 on change|

Execution Flan Execubon Tree ——— SodURDER
SOLBatchComplsted T CCREATE INDEX Covenra1 on shargs(charse

501 Bachamng ~CREATE IMDEX CovenngZ2 on chagefment e

Execution Plan Execubion Tree

Stream Agoregate{GRY
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Profiler with Performance Monitor
[Bsoserverpomer =Ioi=
s s il

Zi\Perflogs\Creddtl racetre

| | %

Stort Time:

301 BaichSianng Ham'y the final compassons query SELECT member_no AS Member  SCL Guery Analyrer | widepo REDMO. uo 2 2005081912584
Exscution Fan Exncution Tree SaeORDER BY (ohage] membar_na| AS SO0 Query Analyrer  wisspn  BEOMO w0 62 2005051912894
Server Mooy (harge 1
SOL BatchComplsted ~iiarn's the frul compassons quary SELECT member_no A5 Member 500 Ouery Analyner  widipn REDMO . 3 0 Q Lo ] 5 005081912594
Tl BachRatng =« CREATE INDEX Coverng on charpeicharge_amt, member_no) = ... 504 Query Anslyoer  widipp REDMO. L W9 N0NR1912585
Executon Plan Exmcution Tree ———— SotORDER Y (fchange] member_na] AS.. | S0 Query Analyoer | véamgn REDMO. 0 S 05061912595

| - CREATE INDEX Covarng  n charga charps_oes marbar ) —..| SOLGuey e witwn  REDMOL. 2. 0 0 4680 340 2 mewuuss |
SOLBachStaang ~CREATE INDEX Covenng2 on champeimamber_no. charge_amt) - In...  S0L Query Anslyzer | widipo REDMO. ) 52 2005061912595
Executon Plan Bxscution Tres Sream AgregatelGROUP BY (chargel fne... SO Guery Analvzer  viapo REDMO. ] 52 2005061912595 :I
00

/ \}‘;

‘ N
N -

125822 PI 125943 PM 125044 M 12,5245 PA 253,45 PM 1258 47 PM 12.59.48 PA12 5358 PAI12.5850 PM 12.58 51 PA12.53 52 PHI12 5% 53 PH 1258 54 PHI 12 53 55 PAIT2 5856 PM 1258 57 PM 12 58 58 PU 1253 58 P

[F Cotor | Scale | Courter | Obiect [instance [ Compter [ Voo [ e Ve | g Valow [Seected Voot | Sected Tre
— 10Y % Processor Time Processor 0 VAOADRUNNE. ™m W N 608 61372005125
16.11 Aoy, Diske Qe PryscolDiskc Total \AOADRUNNE. 0.00 ¥4} 052 542 £11972005 12:58:
000 Avg. Disic Bytes, PryscalDiskc Total ‘\AOADRUNNE 000 191575.80 4391018 151575 20 £1182005 1255
000 Awg. Cisic Bytea Prrymeniles Tetal  VROADRLNNE 48,77 1BENTL B0 59194 77 174382 60 6119/2008 1258

EATE INDEX Coveana on charpeichane _amt, marber o)
ot In crrder by the GROLP BY

Database Engine Tuning Advisor

* Partitioning recommendations

. . File  Edit  View Actionz Tool:  Windaow Help
® Time-bound tuning [T b e 2|3 | P

* Indexes with Included columns T ‘ I L ECAS LD -#

= (B SOUADNGr VRS || Geneed | fumng stons |
* XML Input/Output L] £edministiator 10413/2 I Limit Hring fime:

* Drop ONLY mode Stopat [ Thusdsy  Doaber

|| Prvsical esion Stuctres [PD31t0 s in

* Parameterized command line execution N

€ ndexes and indeved views

* Import previously saved Session Definition [ Eeeal (‘: d. N
Zvaluate utilization of existing 3
(XML format) Maifie Admiristatar~0/1 ; E
& Status Partitioning stistegy to employ  ———
. Creation tim| 10/12/2005 £33
* Workload options Stos | Acads & ogaticring

© Aligned sartitioning

® Can be a *.trc, *.sql or *.xml format

Physical Design Stiuctures [PD3) to keep |

® Can be a SQL Server Table © 26 ot keep any svisting PDS
@ Zeep al existing PDS
~ Caan
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Visual Studio 2005 Team Edition for Database Professionals

* Whatis it?

* Why you care?

But First, a Word About Names

® Visual Studio 2005 Team Edition for Database
Professionals is the products official name

Microsoft:
QO Visual Studio 2005
Team Edition for Database Professionals

® QOther names you might here:
® Data Dude
* K2
* TSData
* DBPro
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Second... a warning about

What we're using ....
® Current public release is CTP6
®* Released on October 17t
Yes, it’s still a beta
When’'s RTM you ask?
® Real soon now: End of the year (2006)

Oh and how do | get it?
® Free if you currently own Team Suite

® Same price as other Team Edition SKUs

- Visual Studio Team System

MSF Process and Guidance

H H H New!
Visual Studio Team Suite
sual Software Software Software Database sual
Visua Architects Developers Testers Professionals Visua
Studio Studio
Team Application Code Analysis Performance Database Change Industry
Explorer Modeling Testing Management Partners
Infrastructure and Performance Manual Testing Database Testing
Deployment Tuning
Modeling <>
. . Test Case Database
Security Analysis Management Deployment
_—
le——— [Code Coverage | —|
Class Modeling
— Visio and UML Modeling
<«———1— Visual Studio Professional Edition |—————
\Y

V
Visual Studio Team Foundation Server

Change Management

Work Item Tracking

Reporting

Project Site

Integration Services

Project Management
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Conceptual Overview

¢ Difficult to Manage Change to the
schema

®* Production Database is one

version of the truth for Data and | schema| DATA

Schema

Production

Management

“One Version of the
Truth” for Data

* DBA doesn’t have access to

and Schema

changes until he/she has deploy
or reject choice

* Changes often made to
production database and not
rolled back into test

Conceptual Overview

* Schema Change now managed in Production
VSTS and TFS

®  Production Database is now “One
version of the truth” only for Data

* DBA doesn't have acce
until he/she has depl

changes
or reject choice

®  “One Version of th¢ truth foy’Schema” is
Under Source Corjtrol

“One Version of the Truth”
... for Schema

- Offline
» Under Source Control

>

Yizual Srudicsus

Fzarn Fyunsiatin Jzser

Management

Tuning
Monitoring

“"One Version of the
Truth” for Data

Changesg’can be rolted out in a
scheddied, managgd way

Scripts allpw administrators to
mange change updates
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Project Model

® The database project represents the “truth” with regards

to schema versioning

® Optionally database project can be placed under source

control

® .SQL script files is the canonical format used

® Changes are tracked at the “object level”

® For example indexes, constraints, triggers are tracked
independent of the base table definition, in order have the
highest granularity of change tracking

Benefits of Approach

®* Managed, project oriented evolution of database schema

* Application and database schema can now be managed
together

* Work in “isolation”, deploying only when changes verified
through empirical means

® Leverage VSTS work item tracking and process
guidance increases team collaboration and unity
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Dealing with Change

® Source Control protects you from the “oh ...” issue

®* Rename Refactoring allows you to adapt and not worry

“Did I miss something?
® Provides visual confirmation of what changes are being made

® Supports generation of refactoring log for additional tools
and/or analysis

® Refactoring also helps with enforcing naming
conventions in your database

Schema & Data Comparison

® Integrated comparison tools

® Can compare schema of a live database to either a
project or another database
® Can compare data between two databases

® Tables must already exist in both databases (do a schema
sync first)

® Both support live updates and/or creation of update
scripts
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Unit Testing

® Foundation of Test Driven Development

® Brings test-first development as an option to database
professionals

¢ Data Dude supports auto-generation of test stubs for
® Stored procedures, functions, and triggers
® Integrated into Team System test infrastructure

® Support for assertions, pre-, post tests and well as auto-
data generation and deployment

Data Generation

® Rich engine allows for sample data generation

® Useful because it's often not feasible (or even legal) to
use production data

* Allows for repeatable test scenarios
® Support for different types of generators

® Simple for standard data types

® Complex for regular expressions, foreign key lookup, data
bound

® And yes, you can write your own
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Build & Deployment

® Data Dude integrates with both MSBuild and Team Build

® Supports generation of both database creation scripts
and database update scripts

® Deployment can be done from within VS or using other
tools like SSMS

Introducing LINQ
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LINQ Architecture

c# ] [ VB ] [ Others... ]

.Net Language Integrated Query (LINQ)

4 LINQ enabled data sources )
¢ LINQ enabled ADO.NET A
LINQ LINQ LINQ LINQ LINQ
To Objects || | To Datasets|| To SQL To Entities To XML
o . J %
o =5 E |
<title/>
<author/>
<price/>
</book>
Objects Relational XML
LINQ Basics

® Query Operators can be used against any .NET
collection (IEnumerable<T>)

® Built-in examples: Select, Where, GroupBy, Join, etc.
® Extensibility model supports adding/replacing them
® Query Expressions can operate on information sources

and apply query operators against them to return
IEnumerable<T> sequences
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®* Maps .NET classes to relational SQL data
® Translates LINQ queries to SQL execution

® Supports change tracking for insert, update, delete
operations

® Built on top of ADO.NET and integrates with connection-
pooling and transactions

LINQ for SQL Architecture

where c.City == "London"
select
new { c.Name, c.Phone }

from ¢ in db.Customers . .
[ Application J

LINQ Query | |Obiects | sypmitchanges()

Services:

LINQ for SQL - Change tracking
(ADO.NET) - Concurrency control
- Object identity
SQL Query Rows SQL or
Stored
Procedures

select Name, Phone
from customers
where city = 'London'
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BLINQ

® Ul “scaffolding” generator to create ASP.NET Ul against
a database using LINQ

* Automatically generates LINQ for SQL data model for
database tables

® Provides an easy way to quickly build CRUD pages
against data models

® First BLINQ CTP now available to download:
® http://www.asp.net

® Future versions will include rich VS integration

® Select tables via GUI wizard in IDE

LINQ for Entities

® Available for download with the August ADO.NET
vNext CTP

* Entity Data Model (EDM) enables rich conceptual
modeling of data

® Entities can be split across multiple tables, and support
rich inheritance

® Full LINQ support over EDM definitions
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LINQ to XML

® Declarative construction of XML document
® Support for language integrated queries
® Cleaner, simpler, smaller and faster XML API

Session Summary

® Building a scalable, reliable, high-performance, real-
world system takes MANY steps...

® There’s no magic bullet!
® But, itis possible...
using a myriad of techniques!

® Review Blog Entries for demo scripts and all resource
links:

* Kimberly’'s Blog: http://www.SQLskKills.com/blogs/Kimberly
® Brian’s Blog: http://www.mcwtech.com/cs/blogs/briant/
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TechNet Webcast Series

http://www.microsoft.com/events/series/technetsqlserver2005.mspx

® Session 1: A Fast-paced Feature Overview and Series Introduction

® Session 2: Security, presented by Bob Beauchemin, SQLskills.com

® Session 3: Understanding Installation Options and Initial Configuration
® Session 4: Upgrade Considerations and Migration Paths

® Session 5: Effective Use of the New Management Tools

® Session 6: New Application Design Patterns for Scalability and Availability
and the Operational Impacts of Service Broker, presented by Bob
Beauchemin, SQLskills.com

® Session 7: Technologies and Features to Improve Availability

® Session 8: Implementing Database Mirroring, Part 1 of 2, presented by
Mark Wistrom, Database Mirroring Program Manager, Microsoft Corp.

® Session 9: Implementing Database Mirroring, Part 2 of 2
® Session 10: Recovering from Human Error
® Session 11: Best Practices and Series Wrap-up

MSDN Webcast Series

www.microsoft.com/events/series/msdnsglserver2005.mspx

® Session 1: Interaction Between Data and Log
® Session 2: Recovery Models

® Session 3: Table Optimization Strategies

® Session 4: Optimization Through Indexes

® Session 5: Optimization Through Maintenance
® Session 6: Isolation, Locking, and Blocking

® Session 7: Optimizing Procedural Code

® Session 8: Table and Index Partitioning

® Session 9: Profiling/Server-side Trace Queues

® Session 10: Common Roadblocks, A Series Wrapup
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ONLINE Indexing Presentations

®* Microsoft® SQL Server™ 2005

SQL Server Index Creation Best Practices
http://www.microsoft.com/emealitsshowtime/sessionh.aspx
?videoid=29

SQL Server Index Defragmentation Best Practices
http://www.microsoft.com/emealitsshowtime/sessionh.aspx
?videoid=30

® Microsoft® SQL Server™ 2000

Indexing for Performance — Finding the Right Balance
http://msevents.microsoft.com/CUI/EventDetail.aspx
?Event|D=1032254503&Culture=en-US

Indexing for Performance — Proper Index Maintenance
http://msevents.microsoft.com/CUI/EventDetail.aspx
?EventlD=1032256511&Culture=en-US

Indexing Whitepapers

® SQL Server 2005

Improving Performance with SQL Server 2005 Indexed Views

http://www.microsoft.com/technet/prodtechnol/sql/2005/
ipsqlO5iv.mspx
Statistics Used by the Query Optimizer in Microsoft SQL

Server 2005
http://www.microsoft.com/technet/prodtechnol/sql/2005/

grystats.mspx
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Indexing Whitepapers

® SQL Server 2000

® Improving Performance with SQL Server 2000 Indexed Views

http://www.microsoft.com/technet/prodtechnol/sql/2000/
maintain/indexvw.mspx

® Statistics Used by the Query Optimizer in Microsoft SQL
Server 2000
http://msdn.microsoft.com/library/en-us/dnsql2k/html/
statquery.asp

® Microsoft SQL Server 2000 Index Defragmentation Best
Practices

http://www.microsoft.com/technet/prodtechnol/sql/2000/
maintain/ss2kidbp.mspx

THANK YOU!
Please fill out your evaluation

A SQL:

Brian A. Randell Kimberly L. Tripp
Senior Consultant President and Founder
http://mww.MCWTech.com  http://www.SQLskills.com
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All attendees who submit
a session feedback form
within 120 minutes of the
session ending will have
a chance to win a:

CREATIVE

LEN

VISION M

mp3 and movie player
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Developers

© 2006 Microsoft Corporation. All rights reserved.
This presentation is for informational purposes only.
MICROSOFT MAKES NO WARRANTIES, EXPRESS OR IMPLIED, IN THIS SUMMARY.
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