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https://www.akamai.com/us/en/resources/visualizing-akamai/

https://www.akamai.com/us/en/resources/visualizing-akamai/
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Available:
• TLS (link)

• TDE

• Dynamic 
Data Masking

• Always Encrypted

• Secure Enclaves

Available:
• Data Discovery & 

Classification 

• Vulnerability Assessment

• Advanced Threat Detection

• SQL Database Auditing 
with Power BI

• Azure Activity Log to Event Hubs

Available:
• Row-level Security

• Firewall

• Users & Permissions

• SQL Authentication

• Azure Active Directory 
Authentication

Limiting 

Access

Tracking

Activities / 
Assessment

Protecting

Data

Compliance:
• Microsoft Azure Trust Center

Monitoring:
• Azure Security Center

• Azure Advisor and Monitor

https://support.microsoft.com/en-us/help/3135244/tls-1-2-support-for-microsoft-sql-server
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CREATE SECURITY POLICY mySecurityPolicy
ADD FILTER PREDICATE dbo.fn_securitypredicate(wing, startTime, endTime) 
ON dbo.patients
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https://msdn.microsoft.com/en-us/library/mt130841.aspx


Security

Officer 

ALTER TABLE [Employee] ALTER COLUMN 
[SocialSecurityNumber]

ADD MASKED WITH (FUNCTION = 'partial(0,"XXX-XX-",2)’)

ALTER TABLE [Employee] ALTER COLUMN [Email]
ADD MASKED WITH (FUNCTION = ‘EMAIL()’)

ALTER TABLE [Employee] ALTER COLUMN [Salary] 
ADD MASKED WITH (FUNCTION = ‘RANDOM(1,20000)’)

GRANT UNMASK to hrsupervisor

1) Security officer defines dynamic data masking policy in T-SQL over sensitive data in Employee table

2) App user selects from Employee table

3) Dynamic data masking policy obfuscates the sensitive data in the query results 

SELECT [Name],

[SocialSecurityNumber],

[Email],

[Salary]

FROM [Employee] 

hrsupervisor loginnon-privileged login



Security

Officer 

ALTER TABLE [Employee] ALTER COLUMN 
[SocialSecurityNumber]

ADD MASKED WITH (FUNCTION = 'partial(0,"XXX-XX-",2)’)

ALTER TABLE [Employee] ALTER COLUMN [Email]
ADD MASKED WITH (FUNCTION = ‘EMAIL()’)

ALTER TABLE [Employee] ALTER COLUMN [Salary] 
ADD MASKED WITH (FUNCTION = ‘RANDOM(1,20000)’)

GRANT UNMASK to hrsupervisor

4) Data masking obscures columns, row level security filters rows

SELECT [Name],

[SocialSecurityNumber],

[Email],

[Salary]

FROM [Employee] 

hrsupervisor loginnon-privileged login
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https://azure.microsoft.com/en-us/blog/static-data-masking-preview/
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Randomized Encryption
Encrypt('123-45-6789') = 0x17cfd50a
Repeat: Encrypt('123-45-6789') = 0x9b1fcf32
Allows for transparent retrieval of encrypted data 
but NO operations
More secure

Deterministic Encryption
Encrypt('123-45-6789') = 0x85a55d3f
Repeat: Encrypt('123-45-6789') = 0x85a55d3f
Allows for transparent retrieval of encrypted data 
AND equality comparison 
(i.e. in WHERE clauses and Joins, DISTINCT, GROUP 
BY)



CREATE COLUMN MASTER KEY MyCMK

WITH ( KEY_STORE_PROVIDER_NAME = ‘MSSQL_CERTIFICATE_STORE’,

KEY_PATH = ‘Current User / Personal / f2260f28909d21c642a3d8e0b45a830e79a12420’ );

CREATE COLUMN ENCRYPTION KEY MyCEK
WITH VALUES 
( COLUMN_MASTER_KEY = MyCMK, 
ALGORITHM = ‘RSA_OAEP’,
ENCRYPTED_VALUE = ‘0x017000_64003);

CREATE TABLE Customers (
Customers nvarchar(60) COLLATE Latin1_General_BIN2 ENCRYPTED
WITH (COLUMN_ENCRYPTED_KEY = MyCEK,
ENCRYPTION_TYPE = RANDOMIZED, ALGORITHM = ‘AEAD_AES_256_CBC_HMAC_SHA_256’),

SSN varchar(11) COLLATE Latin1_General_BIN2 ENCRYPTED
WITH (COLUMN_ENCRYPTED_KEY = MyCEK,
ENCRYPTION_TYPE = DETERMINISTIC, ALGORITHM = ‘AEAD_AES_256_CBC_HMAC_SHA_256’), Age int NULL );
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https://www.pluralsight.com/courses/kusto-query-language-kql-from-scratch
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SQL Data Discovery and Classification (17.5+)
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“SQL Injection is a code injection
technique, used to attack data-driven 
applications, in which nefarious SQL 
statements are inserted into an entry 
field for execution (e.g. to dump the 
database contents to the attacker).” 

– Wikipedia - Example Trend

https://en.wikipedia.org/wiki/Code_injection
https://en.wikipedia.org/wiki/Attack_(computing)
https://www.digitaltrends.com/computing/hacker-rasputin-attacks/
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Note: Customers who only install the latest security updates will not be fully 
protected. 

You will need to update both your hardware and your software to fix this 
vulnerability.

https://support.microsoft.com/en-us/help/12373
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